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PEOEPAT

B aumnomuoit padbore 49 crpanmi, 8 wiaocTpaluii, 13 ICTOUYHUKOB, 3 IPUIIO-
JKEHUS.

KOMITIBIOTEPHBIE CETU, TCP/IP, OSI, UDP, WEB3, BLOCKCHAIN,
PEER-TO-PEER, OTHOPAHI'OBBIE CETU, Rust™,

OOBEKTOM UCCIeIOBAHUS JTUILJIOMHON PabOThI ABJSIOTCS OJHOPAHTOBBIE KOM-
IIbIOTEPHBIE CETH.

[esibto UIIOMHON pabOThI ABJIIETCS pas3padboTKa OMOJINOTEKN JIjIsT PA3BEPTHI-
BaHud peer-to-peer ceru.

Inst mocTmKenns: TOCTABICHHON TIE TN OBLIM NCIOJIB30BaHbI: A3BIK ITPOIPAMMI-
poBanust Rust, Oubmorekn Jijisi aCHHXPOHHOI'O MTPOrpaMMUpOBaHus Ha d3bIKe Rust
tokio u futures, a Tak:ke OubOJIMOTEKN s MG POBAHUs 1 XIIINpOBaHuUs aes, sha2,
generic-array.

B aumiomHoit paboTe 1oJrydeHbl ce/lyIolne Pe3yabTaThl:

1. Pazpaborana Tomosiorust ceru u omncaHa padbora B Heil.
2. Paspaboran nporokos obMmena coobmienusimu mosepx UDP.

3. Paszpaboran HOBBIIT C1I0COD 3aIlIUThI COODIIEHNI OT HECAHKIIMOHIPOBAHHOI'O JI0-

cTyIIa.

Jummomuast paboTa sIBJISIeTCsI 3aBePIeHHOl, IOCTaB/JIeHHbIe 3a/1a91 PeIleHbl B
IIOJIHOI Mepe, IIPUCYTCTBYeT BO3MOXKHOCTD JaJIbHEMIIero pasBuTus paspadaTbiBae-
MOl OMOJIMOTEKMN.

Juniomuas paboTa BBITIOJIHEHA aBTOPOM CaMOCTOSATEIBLHO.



PO®EPAT

Y abimiomuail mpanbl 49 craponak, 8 MaJstoHkay, 13 KpbIHiI, 3 gajaTKa.

KAMITBKOTAPHBIA CETKI, TCP/IP, OSI, UDP, WEB3, BLOCKCHAIN,
PEER-TO-PEER, AJIHAPAHTABBISI CETKI, Rust™.

Ab’exTaM jacjieBaHHS JIBIIJIOBHAN IIpallbl 3'syJIsioniia ajHapaHTraBbls KaM-
NBIOTAPHBIA CETKI.

Mb>Tait JblIIOMHasT TIpallbl 3'syJiseria pacipaloyKa 0i0/igaTIKl st PasropT-
BaHHS peer-to-peer ceTkl.

s nacarnenns nactaysienail MIThl BHIKAPBICTOYBAJIICS: MOBa MparpaMaBaHHs
Rust, 6i6igTaKi Jij1st aciHXpoHHara mnparpamaBanas Ha MoBe Rust tokio 1 futures, a
TakcaMa 0i6/igTIKI JJ1s TIbippaBaHHs 1 X3IIaBaHHA aes, sha2, generic-array.

Y JBIIIOMHA TTpallbl aTpbIMaHbl HACTYITHBIA BBIHIKI:

1. Pacnpanasana TamnaJoris ceTki i armicana npara ¥ €.
2. PacnpanaBanbl nipatakos abMeHy IaBejgamMieHHsMI na-Ha  UDP.

3. PacnpanaBanbl HOBBI criocad abapoHbl IIaBeJIaMJICHHY aJl HeCaHKIIbIssHaBaHaIa,

JIOCTYILY.

JpiioMHaas npara 3’siyiisenia 3apepiiataii, macrayieHblsl 3aa9bl BbIpallaHbl
¥ moyHail Mephl, NPbICYTHIYAaE MardbIMacIlh JaJieiiinara pas3Bimis 0i0/IiaTIKI, sKast
paciparoyBaeria ¥ Xo/3€ JAbIIIJIOMHAI IIPallbl.

JlpImomMHas mpara BhIKaHaHa ayTapaM caMacTONHa.



ABSTRACT

Thesis project is presented in the form of an explanatory note of 49 pages, 8
figures, 13 references, 3 applications.

COMPUTER NETWORKS, TCP/IP, OSI, UDP, WEB3, BLOCKCHAIN, PEER-
TO-PEER NETWORKS, Rust™.

The research object of this thesis project is to study peer-to-peer computer
networks.

The purpose of the thesis is to develop a library for deploying a peer-to-peer
network.

To achieve the goal, the following were used: the Rust programming language,
libraries for asynchronous programming in Rust tokio and futures, as well as libraries
for encryption and hashing aes, sha2, generic-array:.

The main results of the thesis project are as follows:

1. The network topology is developed and the work in it is described.
2. A messaging protocol over UDP has been developed.

3. A new way to protect messages from unauthorized access has been developed.

The thesis work is completed, the tasks set have been solved, there is the
possibility of further development of the developed library.
The thesis project was done solely by the author.



BBEJIEHUE

C poctom u passutnem cetun VHTepHeT pa3paboTKa OJHOPAHTOBLIX (peer-to-
peer) cereil crajia cjOXKHee: ¢ ncdepranneM ajpecoB 1Pv4 mosBuiach TeXHOJOIUs
Network Address Translator, obbennHsifonias ycrpoiicTBa B JOKAJIbHBIE CETH U HE
Jlafolasi ycTpoiicTBaM OeCIPElsiTCTBEHHO B3auMOJIeificTBOBaTL C yCTPOiicTBAMU 13
JIPYIUX JOKaJbHBIX ceTeil. Temepb oJHOpaHroBble ceTu 00s3aHbl UMETh cepBepa B
cBOEil apXUTEKType, UYTO POJHUT €€ ¢ KJIMEHT-CEepBEPHOil apxXuTeKTypoii. Orimanem
SIBJISIIOTCSI JIUIIb TPeOOBAHUSI K XapaKTePUCTHKAM CEePBEPOB.

Peer-to-peer ceru uMeroT psiji HeJIOCTATKOB:

® BBICOKOE IOTPEOJICHUE PECYypCOB Ha, YCTPONCTBAX: M KJIMEHTCKasl, U CepBEpHAast
4acTb 00beJIMHEHbl B OJHY IIPOIPAMMY, BCE JIAHHBIE XPAHSTCsS Y I10JIb30BATEJIsI

ceTu;

® OI'paHM4YeHne OJUH I110JIb30BaTE/JIb — OJHO yCTpOﬁCTBO (B N3BECTHLIX peaJIn3allli-

AX);
® OI'PaAaHNMYEHHOCTDH B BOSMO2KHOCTIX;

® CJIO?KHOCTDL B MCIIOJIbL30OBaHUU,

0e3011aCcHOCTD 1epeiadn THMOPMAIIN.

B aumiomuoit pabore Oynaer paspaboTaHa OMOIMOTEKa yap2p IJjisi pa3BEPThI-
BaHHUsl peer-to-peer ceTw Ha dA3blKe IporpammMmupoBanus Rust. Bubiamoreka Oymer
IIPEJIOCTABIISIThL BOBMOYKHOCTH Pas3pabOTKU Pa3/IMYHBIX HPHUKJIAIHBIX IPUJIOXKEHUI,
qT0 OyJeT JIOCTUraThcs HOBOI Torosorueii cern. YAP2P takyke Oyner npegocran-
JISITh HADOP CTPYKTYP U IPOTOKOJIOB, IIO3BOJISIIOIINX 110JIb30BATE/ISIM CeTH UMeTh 00-
Jlee ojHOro ycrpoiicta. st 6osiee onTuMasbHON 3alUThl COOOIEHNI TPEIOZKEH
HOBBIIT ITPOTOKOJI 3aIIUThl NH(MOPMAaINK Ha OCHOBE CUMMETPUYIHOTO MUMPOBAHUA 1
TEXHOJIOTUN OJIOKYEiiH.

B xoJ1e BBITIOJTHEHUST JIUTIIOMHO#T PAOOTHI OBLIIN TIOCTABJICHBI CJIEIYIONINE 3/ Ia9u:

e lIzyuenne Teopun KOMIBIOTEPHDBIX CETEI.



e IIzyuenne cymecTBYOMNX I0JIX0/IOB K IIOCTPOCHUIO peer-to-peer cereii.
e [IpoekTupoBanue coOCTBEHHOI ceTH, peliatoleil HeJIOCTaTKN CYIIeCTBYONINX.

e PaspaboTka IpOTOKOJIA CBSI3U B CETU U IOJIKIIOUEHHS K Heil.



I'')TABA 1

Heobxonumple cBejeHII O CeTAIX

1.1 DTajloHHBIE MOJIEJN

B Teopun KOMIBIOTEPHBIX CeTeil BBIJIEJAIOT JIBE 9TAJOHHbIC MO apXUTEK-
typei: OSI 1 TCP/IP. 91u Moenn mpecTaB/isiior coboii Je/ieHne ceTn Ha YPOBHH,
a Takyke HabOp NMpPOTOKOJOB. HecMoTpst Ha TO, UTO MPOTOKOJIBI, CBSI3aHHbBIE C dTa-
JoHHOI Mojesibio OSI, ceifyac He MCHOJIB3YIOTCs, caMa MOJICTb JIO CUX TOp BEChbMa
akTyasbHa. B aranonnoit mojesn TCP /IP Bece HaoGopoT: cama Mojiesib ceifaac mouTn
HE HCIOJIB3YETCsI, & ee IIPOTOKOJIbI SIBJIAIOTCS €/IBa JI He CaMbIMI PaclpOCTPaHeH-
ubiMu. B copemennoit cetu mogesnn OSI u TCP/IP ciyzkar 1BYM pasHbIM IEJIsM.
Mogens TCP/IP — 910 Momenb peaqusaliun, TOCKOJbKY OHa MPeI0CTaBIsIeT PYKO-
BOJICTBO JIJIsT TeX, KTO OyjeT co3j@aBarhb cereBoe 000OPYI0BaHUE U IPOrPAMMHOE
obecrieuenne, copmectmoe ¢ TCP /TP. Momens OSI — 90, ckopee, abcTpakTHAST MO-
JIeTb, KOTOPYIO MOYKHO HCIOJTB30BATH JIJIsI MIOHUMAHWS IMHPOKOTO CIIEKTPa, CETEBBIX

apxurekTyp. |[11,13]

1.1.1 OSI

Mogens OSI cocronT m3 cemu ypoBHeit:

1. ®usuuecknii YPOBEHDL 3aHUMAaCTCA HeHOCpe,ZLCTBeHHOfI Hepeﬂaqeﬁ JaHHDbIX I10 Ka-

HaJly CBS3MU.

2. KanayibHbril ypoBeHb obecriedmBaeT B3auMojeiicTBue (pU3NIECKOTO0 U CETEBOTO
yposueit. O0HApYKUBAET 1 KOPPEKTUPYET OMUOKN Tepelavdn JIAHHBIX Ha (PU3K-
YeCKOM yPOBHE OT CETEBOTO YPOBHS, a TaKrKe 0DeclieunBaeT COTJIACOBAHUE CKO-

pOCTeil B CeTH.

3. CeTeBoil ypoBeHb 3aHIMAETCS yIIPABJICHIEM ONEPAIIAME MOJICETH, OCHOBHOI 13
KOTOPBIX ABJISETCI MAPIIPYyTU3aIUs IAKETOB, TO €CTh OIPeJIeJIeHUE IYTH, 110 KO-

TOPOMY OY/IET OCYIIECTBIIATHCS TEPEChIIKa MaKeToB. B cirydae BBICOKON HAIpys3-



KU [IPOUCXOJUT IIepecTpoiika MaplIpyTa, U3-3a 4ero IocjeoBaTe/IbHble TTaKeThl

MOTYT UJITH 110 CETU PA3HBIMU MYTSIMU U MPUXOIUTH ajpecaTy B pa3HOOOIl.

4. TpancnopTHBII YPOBEHL ABJIAETCS MPOCTOIKON ME¥KIy CeaHCOBBIM N CETEBBIM
yposusiMu. ObecrieqnBaeT NPaBUIbLHYIO JOCTABKY JIAHHBIX, & TaKyKe U30JIUPyeT
00J1e€ BBICOKHE YPOBHH OT KaKUX-JIMOO M3MEHEeHHil B allllapaTHON TeXHOJIOIUU C

T€YCHNEM BPEMEHMU.

5. CeaHCOBBIIT yPOBEHD 1103BOJISIET 110JIH30BATEIISIM PA3IMIHBIX YCTPONCTB yCTaHaB-
JINBATh CEAHCHI CBA3M JPYT ¢ APyroM. [Ipm 3ToMm mpeocTaBisioTcs pa3andHble

TUITbI CEPBUCOB, CPEJIM KOTOPBIX:

® yIIpaBJIeHUE JINAJIONOM — OTCJIe;KUBaHUE OYEPEJHOCTH IepeJladn JaHHbIX;

e yIIpaBJIcHUEe MapKepaMu — I[IPeJIOTBPallleHue OJITHOBPEMEHHOT'O BbITIOJTHEHU S

KPUTUYHOIT orepaluyi HECKOJIbKUMU CUCTEMaMU;

® CUHXPOHU3AIMS — YCTAHOBKA CJIYXKEOHBIX METOK BHYTPH JIJTMHHBIX COOOIIE-
HII, TTO3BOJIAIONINX ITPOJIOJIKUATL Iepeiady ¢ TOI'0 MecTa, Ha KOTOPOM OHa

obopBaJiach, Jlaxke 1mocje cOosi 1 BOCCTAHOBJICHHSI.

6. YpoBeHb IIpeJICTaBJIeHNS 3aHUMAETCS 110 OOJIbIIell YacTH CUHTAKCHCOM U Ce-
MaHTHUKOI TiepeaBaemoii nadopmaruu. [Ipeodpasyer paszamdnble BHyTpEeHHUE
IpeJICTaB/IeHNs JAHHBIX B CTAHIAPTU3NPOBAHHBIN BUJ, TEM CAMBIM IIPEIOCTaB-
JIsish BOBMOXKHOCTD OTIPeJiesIeHNs M I3MEHEHUs CTPYKTYP JaHHBIX O0JIee BBICOKOTO
ypoBHs. g nosbimenns 3pdMeKTUBHOCTH 0OMeHa TeKCTaMU U IpadpuiaecKIMn
N300payKeHIAMI YPOBEHD MPEJICTABICHUS MOYXKET OKa3bIBATH YCJIYTH IO CXKaTHU-
f0/pacrakoBke nupopmMaln. K GyHKIUIM YPOBHS MPECTABICHUST OTHOCHTCST
TaKKe KOJIMpoBaHne rpadniecKnx 1300 pazKeHnii, ayiuo u BUJIe0 B COOTBETCTBUN

¢ pasnmanbiMu crangapramu, vanpumep JPEG, MPEG, TIFF. [12]

7. IIpukJjiajiHoit ypoBeHb — ypPOBEHb, Ha KOTOPOM (BYHKITMOHUPYIOT ITPUJIOXKEHHUS.

Taxkxke K 9TOMY YPOBHIO OTHOCUTCA O0JIbIIAas YaCTh U3BECTHBIX IIPOTOKOJIOB IIE-

pejgaun gaHubix, Takux kak HTTP, FTP, SMTP, DNS.

1.1.2 TCP/IP

B ormmanu or OSI, apxurektypa TCP/IP cocront u3 4eThipéx ypoBHEit:
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1. KanabHblit ypOBEHb MOYKHO CUNTAThH 00beInHEeHNeM (PU3MIECKOI0 U KaHaIbHO-

ro yposneit mozxesm OSI.

2. MexkcereBoil ypoBeHb, nji ypoeHb [P, cooTBeTCcTBYET ceTeBOMY yPOBHIO MO/IEIH
OSI. Ha stom ypoBHe BBoJUTCs TPOTOKOJI [P ¢ jomoHITe IbHBIM ITPOTOKOJIOM
ICMP (Internet Control Message Protocol, nHTepHeT mpoTOKOJI YIIpaB/IeHUs CO-

OOIIeHNIT ), UCIOIB3YIOMUMCsI, HATIPUMED, B YTUJINTE traceroute.

3. TpamncnopTHblit ypoBeHbL 00be/InHAET B cebe TPAHCIOPTHDLIN U CeaHCOBDLIN yPOB-
au Mojtesin OSI. TIpoToKoJIbI 9TOTO ypPOoBHS OYIYT PACCMOTPEHBI B CJIEIyIONIEM
naparpade. lagee B paboTe ceaHCOBBI yPOBEHb OYJIET BBIICISITHCA B PaAMKax

mogiesin TCP /TP mexkty TpaHCIOPTHBIM U TPUKJIQIHBIM YPOBHSIMU.

4. ITpukitajiHoit ypoBeHb 00be/iHAET B ceOe YPOBEHb IPEJICTABJICHUS W ITPUKJIAI-

HOi1 ypoBenb mojen OSI.

B cern Mntepner ucnonb3yioresa ase Bepcun mnpotokosa IP: IPv4 u IPv6. B
Hava/le BOCbMUJIECATBIX — Ha MOMeHT u3ooperenusi IPv4d — cumrasock, uro Murep-
HeT Oy/1yT MCIOJIL30BATh JINIIH YHUBEPCUTETDI, IPABUTEILCTBO, KPYITHbIE KOMITAHWUH,
TI09TOMY COBIATEN CeTH MOCUUTAIN, 4To 232 (GoJlee 4eThIPEX MIJLIHAD/IOB, Ha jlee
B aJIpecalii yIacTByeT MPUMEPHO Ha YeTBEPTh MEHBIIE) aIpeCcoB J0JIZKHO XBATUTh.
O iHako yzke depes JIeCsTh JIeT CTaJIO sICHO, YTO YeThIPEX MUJLIUAP/IOB aJ[pECOB Ma-
JIO, U TIOSIBIJIACH TIOTPEOHOCTH PACIIPATEL ceTh. C pa3HuIleil B JiBa rojia MOsIBIINCH
nsa perenns: Network Address Translator (NAT, mait 1994-ro) u IPv6 (nexabpb
1995-r0).

NATS cosnaam HOBYIO MpoOJIeMy: Mpernoaaragoch, YTo Kaykias MaIlnHa, O/
KJIIOUCHHAsT K CETH, JIOJ2KHA MMETh BO3MOYKHOCTb CBA3aThCA C JIIOOOI JIpYyroil Ma-
mmHoi cetn Hanpsimyto; NATS ke Jtorndecku BBesIl KOHIEIIUIO JIOKAJbHBIX ceTell B
pamkax ceru VHTepHeT u, Kak cjieJicTBUe, IIyOJIMUHbIe U IIpUBATHBIE ajpeca. Ternepb
MOKHO OBLJIO BBIJIaBaTh aJipec He KaxKJI0MY YCTPOMCTBY, a IeJI0ii I'PyIIIe YCTPOMCTB.
Bosee Toro, mybmyunbIe ajipeca MOYKHO SKOHOMUTH U JIPYTUM CIIOCOOOM: ITPH OTKJTIO-
YeHUU JIOKAJIbHOI ceTu OT r1o0ajbHOM, €€ ImyOJMYHBIN ajJpec HepeaaBajics APYroit
ceTn — JauHaMudeckasi ajpecannd. OHAKO Tenepb Ipoliasia BO3MOXKHOCTh MPSIMOIt
CBSA3U JIBYX XOCTOB, YTO 3aTpYy/IHSIET pa3paboTKy peer-to-peer mpuioxkenuii. bosiee

oAPOOHO 3Ta 1podeMa OyaeT pazobpana B 2.3.4.
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2128

IPv6 umeer yxke aJIpecoB, UTO DEIIaeT MpobJIeMy HEXBATKH apecoB (u

O3BOJISIET XOPOIIIO PabOTATH peer-to-peer MPUJIOKEHNSIM ), OJTHAKO UMeeT CBOU HeJI0-

CT&TKI/I1 .

1.2 TpaHcropTHBIE TPOTOKOJIbI

B nrepHeTe HAILIM CBOE IIPUMEHEHUE JIBa OCHOBHBIX IIPOTOKOJIa TPAHCIIOPTHO-
I'0 YPOBHSI, OJINH U3 KOTOPBIX TpeOyeT yCTaHOBJICHUS COEJIMHEHN, IPYToil — HeT. DTu
IIPOTOKOJIBI JIOTIOJIHAIOT JIPYT ApyTa. [IpoTokoiom 6e3 ycTaHoB/IeHns COeTMHEHNUS STB-
ngerca UDP, ne nenatomuit mpakTMIecKn HUIEro, KpoMe OTIPABKU AKETOB MEK Ty
HPUJIOYKEHUSMU, IO3BOJISIS TIOCAEJIHUM HaJICTPABaTh CBOM COOCTBEHHBIE ITPOTOKO-
sbl. [Iporokosiom ¢ ycranoBiienneMm coejunenns: sipjisiercss 1TCP, obecrneumBarorumi
HAJIE2KHOCTH CEeTH, BBIMOIHSAS MOBTOPHYIO TEpeady JTaHHbIX, a TaKyKe OCYIIeCTB-
JIsileT yIpaBJIeHe IIOTOKOM JAHHBIX U KOHTPOJIb IIePEerpy3Ku — U BCE 3TO OT JIMIA
NPUJIOYKEHIIT, KOTOPBIE €ro MCIIOJIb3YIOT.

B cienyromux pasupenax mbl paccemorpum TCP u UDP, a Taxkske mpoToKoJ
QUIC, dopmasibHO HE CUUTAIOMINICS ITPOTOKOJIOM TPAHCIOPTHOI'O YPOBHSI, TaK KakK

siBJIsieTcsl HaJicTpoiikoit Haj UDP.

1.2.1 TCP

[Iporokos TCP (Transmission Control Protocol — nmpoTtokost ynpasiesnust mepe-
nadeit) ObLT CreruajabHO pa3paboTaH jjist 00ecevdeHs Hale?KHOTO CKBO3HOTO Haii-
TOBOT'O TIOTOKA 10 HeHa 1exKHOi ceTr. O0beInHeHHAs] CeTh OTJIMYAaeTCA OT OT/IEIbHOI
CeTU TeM, 4TO €€ Pa3/InYHbIe yIaCTKU MOI'YT 00J1a/laTh CHJIBHO Pas3/ndaloiieiics To-
IOJIOTHEH, ITPOIIYCKHOI CIIOCOOHOCTHIO, 3HAYCHUSIMI BPEMEHN 3a/1ePyKKI, pa3MepaMi
naxkeToB u Apyrumu napamerpamu. [Ipu paspadorke TCP ocHoBHOe BHUMAaHME y/ie-
JISLJIOCh CIIOCOOHOCTH IIPOTOKOJIA aJIallTUPOBATHCS K CBOMCTBAM O0beIMHEHHON! ceTn
1 OTKAa30yCTONYIMBOCTH IIPU BO3HUKHOBEHUE PA3IHIHBIX podsiem. [11]

B pamkax paboTbl Hac OyJIeT HHTEPeCOBATH JIUIIb JIBE XapaKTEPUCTUKU MTPOTO-
KOJIa: CIIOCOOHOCTH COXPAaHSTH HEJTOCTHOCTD JIAHHBIX, TO €CTh JI0CTABJISATH BCE ITaKeThl

1 BOCCTaHaBJINBATh UX IIOCJIEJOBATCIIBHOCTDL, N1 YCTaHOBKaA JIOTMYCCKOI'O COCANHECHUA

Thabr.com: Yto Takoe u 3atem myzxen IPv6? (shorturl.at/iSWO03)
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B Hebe3zomacHoil ceTu. s pertenns 3aj1aqm cOXpaHEHUs EeJTOCTHOCTU JIAHHBIX HC-
MOJTB3YIOTCH MTOPSTKOBBIE HOMeEpa TTAKEeTOB, a TaKyKe HAKOINTETbLHOe TTOITBEPK IeHIE
MOJIYUEHUs MTaKeTOB. DTy BO3MOXKHOCTL 00ECTIeUMBAET CXeMa JBOITHOrO PYKOTOYKa-
THs (TMOKa3aHbl CUHUM Ha pucyHkax 1.1, 1.2), mcrosb3yemast jjist CHHXPOHU3AIIN
COCTOsIHUSI OTHPABUTE IS U oy daress. [11]

Besonachocts coennennst obecrieansaet mpotokoa TLS (Transport Layer Secu-
rity). TLS ucnosib3yer acummerpudnoe b poBanue Jijist ay TeHTU(MUKAIIN, CHMMET-
puuHoe mudpoBaHne i KOHMUIEHTTHAJIHLHOCTH U KOJIbI Ay TEHTUYHOCTH COOOITIEeHN T
JUIA COXPAHEHUs IeJOCTHOCTH coobIenuit>. Ha JaHnblii MOMEHT HCIOIB3YIOTCS JIBE
sepcun: TLS1.2 (ucmosb3yer jiBa MUKJ/Ia CBSA3H, OKA3aHO OeKeBbIM Ha pucyHke 1.1),

TLS1.3 (ucrosib3yer oJiH UK/ CBSA3U, MOKA3aHO OEXKEBbIM Ha pucyHke 1.2).

sd TCP+TLS 1.2

Peer A Peer B

SYN ACK

. 2 : SYN ACK
ClientHello 3:HELLO
ServerHello
Certificate
ServerHelloDone
4 : HELLO
ClientkeyExchange
ChangeCipherSpec
Finished
5: CERT, FIN
ChangeCipherSpec
Finished
6 : CERT, FIN

Pucynok 1.1 Cxema ycranoBknu coegunenuss TCP ¢ ncnonmszoBannem TLS 1.2

IToBepx nporokosa TCP mocrpoeHbl POTOKOJIBI PUKJIAIHOIO YPOBHS, TPedy-

Iolue nepejady JaHHbIX O0e3 nmorepb, Hanpumep FTP, SMTP u HTTP.

’https://ru.wikipedia.org/wiki/TLS

13


https://ru.wikipedia.org/wiki/TLS

sd TCP+TLS 1.3 J

Peer A Peer B

SYN ACK

SYN § 1:SYN

2:SYNACK

ClientHello 3:HELLO

Certificate
ServerHelloDon

ChangeCipherSpec 7

ServerHello
e

Finished

iA 4 :HELLO, CERT, FIN
ClientkeyExchange 7

ChangeCipherSpec
Finished

Pucynok 1.2 Cxema ycranoBkn coeaunenust TCP ¢ ncnoszosannem TLS 1.3

1.2.2 UDP

B otmune or TCP, B UDP He npejiycMoTpeH KOHTPOJIb JIOCTaBKU 11akeToB. [1o
CYTHU TPOUCXOJUT CJIeNas MepechblIKa JTaHHbIX 06€3 MOJTBEPXKIACHUA OT Oy IaATes.
UDP wucnonb3yercst B TaKux HMpUKJIQJIHBIX MpoToKoaax, Kak DNS (Domain Name
System — cucrema gomennbix umén®) u RPC (Remote Procedure Call — BbIzos yia-
JIEHHOI TIporie Ty phi?).

BBy oTcyTCTBUS TapaHTHil TEJIOCTHOCTH W O€301IaCHOCTH Mepeadn JaHHbIX,
3arojioBok UDP cosepKuT Jiniib MOPTHI OTIPABUTE/IS U TOJIydaTesIsd, pa3Mep Ma-
KeTa U KOHTPOJIbHYIO cyMMy. IIpOTOKOJT TakzKe He ycTaHABINBAET MPeIBAPUTETBHOE

coeJIMHEHNeE.

3https://ru.wikipedia.org/wiki/DNS
‘https://ru.wikipedia.org/wiki/Remote_procedure_call
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1.2.3 QUIC

[Tporoko QUIC (Quick UDP Internet Connections), kax cjiejiyer 3 Ha3BaHMs,
nocTpoet mosepx nporokosa UDP. I[Tporokosr® 6611 pazpaboran kommanueit Google B
2013 roxy xax anbrepHaTuba 1poTokoy TCP ¢ MeHbIeli 3a/1epKKOil Ipu yCTaHOBKE
COeJINHEHNST: CHHXPOHU3AIINs ITakeToB n HacTpoiika TLS mponcxoanT 3a oiuH payHI

(Pucynoxk 1.3). [§]
sd QuIC )

Peer A Peer B

INITIAL 1:INITIAL, HELLO

INITIAL
ServerHello
e

ClientHello

Certificate
ServerHelloDon

ChangeCipherSpec B‘

Finished

2 D INITIAL, HELLO, CERT, FIN

ChangeCipherSpec

ClientkeyExchange
Finished

Pucynok 1.3 Cxema ycranoBku coegunenus QUIC

UDP 8 cBsiske ¢ QUIC ucniosbzyercst B HT'TP /3 o cpasuennto ¢ TCP+TLS1.3
B HTTP /2. [3]

1.3 Tonosiornum cerei

CeteBast ToIOJIOTHSI — 3TO KoH(puUrypaius rpada, BepuinHaM KOTOPOI'o COOT-
BETCTBYIOT KOHEUHbIE Y3JIbl CeTH (KOMIIBIOTEPbI U MapIIPyTU3aTOPhI), a pébpam —
dbusmueckne mwim nHGOPMAIIHOHHbIE CBSI3H MEKIY BepITinHAMIL
Hajtee OyayT mpecTaB/ieHbl OCHOBHBIE TOIOIOTHH ceTu. OOBIUYHO BCTPEUalOTCs

He OoTJeJIbHbIe TOIIOJIOTHHN, a UX KOM6I/IHaHI/H/I.

Shttps://ru.wikipedia.org/wiki/QUIC
Shttps://en.wikipedia.org/wiki/Network_topology
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1.3.1 TIloanocBa3Hag

Tomostorust, B KOTOpOil KazkJ10€ yCTPOICTBO HEIOCPEICTBEHHO CBI3aHO CO BCEMU

OCTaJIbHbIMM yCTpOfICTBaMH B CeTH, TO €CTb COO6LLL€HI/ISI NAYT HallpAMYIO.

Pucynoxk 1.4

1.3.2 Illuna

Tomosiorusi, B KOTOPOil KaxKJ10e yCTPORCTBO IOJIK/IIOUEHO K 0011eil MarucTpaJin.
CoobirieHne mpoiiIeT yepes Kazk10e yCTPOHCTBO, HAXOSIIeecss MeK/ Iy OTIIPpaBUTEIeM

1 I1oJry4daTeJIeM.

Pucynoxk 1.5
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1.3.3 3Be3Ia

Kazkmoe yeTpoiicTBO B ceTH MOAKJIIOUEHO K OJHOMY Xaly, depe3 KOTOPBIi 1 Ipo-
ucxonuT KoMmyHukarnusi. Jajiee B pabore Ha MecTe xaba OyIeT APYyroe yCTpoiicTBO

CeTHU, KOTOPBIl BBITOJTHSAET POJIb Xaba-MapIIpyTH3aTopa.

Pucynoxk 1.6

1.3.4 Kouabno

B 1aHHOII TOIOJIOIMU BCEe YCTPONCTBA CBA3aHbI B HEPA3PBIBHOE KOJIBIO. DTy

TOTIOJIOTUIO MOXKHO TaKyKe MPEeJICTABUTh KaK 3aMKHYTYyI0 "mnuy".

Pucynox 1.7

17



I'JTABA 2
Yet Another P2P

B pamkax 9T0i1 paboTbl pazpadaTbiBaeTcs ONOJIIOTEKA JIJIs Pa3BEPTHIBAHMSI Peer-
to-peer cetu Ha s3bIKe nporpammuposatus Rust [1,2,6,9]. [puniunbsr mocTpoeHust
ceTu B OMOJIMOTEKE OTJIMYIAIOTCS OT IPUBBIYHBIX, SIBJIAIOTCS HOBATOPCKUMM. BBOIIT-
¢ HOBas KOHIIENIINS TTOJIb30BaTe el B ceTH, a MMEHHO UX BO3MOXKHOCTH U ITPUHITNATI
nojikovYeHus K cetn (2.1). Pazpaboran mpoTokosT mepeadn cooOIeHnii B ceTu, mo-
crpoennsiit moepx UDP (2.3.2). Taxzke 6ubsmmorexka npeocTaB/isieT HHCTPYMEHTa-

puit it obecriedennst HAEKHOTO MMIH(POBAHNST CUMMETPUIHBIM AJTOPUTMOM (2.5).

2.1 Ilonp3oBaTesqin ceru

B coBpemennoMm mupe y mojib3oBaresieit cern MarepHer oObraHO nmeercst 601ee
oJlHoro ycrpoiictBa ¢ joctynom K Muartepuery. B 6ubimoreke ncrnoab3yioTesd Ciery-

IOIT1e KOHIIEIINN:
e ‘Peer’ — yHUKaJIbHBIN TOJIB30BATEb CETH;

e ‘Node' — ycrpoiicTBO I0JIb30BaTENA, TO €CTh KarKJbIil I10/Ib30BATEb MOYKET

nMeThb 60J1ee OJHOTO YCTPONHCTBA.

[Tonb3oBaresb B cetn ujeHTuduiupyercs napoit ‘Peerld’ n nmenem mosib3oBa-
Tensd, riae ‘Peerld® — 128-6uTHbIil anpec, HCIOIb3yeMblil TaK2Ke JIJId 0OMeHa KII0YaMH
mudpoBanus (1MoapobHee 0 MOCTPOEHNH U UCHoJb3oBannu B 2.5). Pacemorpum ne-

[10JIb3YEeMbIC CTPYKTYPBI.

struct PeerId {

inner: [u8; 16]

[lepBbim OaiiTom ycranasauBaercs dncio ‘111° (kak mpentusukarop cetu YAP2P),
cJIe Ty oIme ceMb 6ANTOB UCIOIB3YIOTCS JIJIst XPAHEHUST IyOIMIHOTO KJTto4a, (110, [po0-
Hee B 2.5), MOC/Ie/HIE BOCEMb OAiiTOB SIBJISIOTCS IIPOBEPOTHON CYyMMOI X314 UMEHH

II0JIB30BaTeJIAd.
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struct Peer {
id: PeerlId,

name: String

‘Peer’ KoHCTpyupyeTcss IIpU IIEPBOM 3allyCKe, CMEHa MMEHHU I10JIb30BaTesd He
IIPeyCMOTPEHA.

st BBesierust crpyKTypbl ‘Node' HeoOX0/IMMO BBECTH CTPYKTYPY J/Ist XPaHEHHA
azpeca ycrpoiictBa B cetn UuaTepHeT. B crpykType ‘Addr’ mpegycMoTpeHa BO3MOK-
HOCTDb ncrojib3oBanust kak 1Pv4, tak u [Pv6 (‘Option’ — ocobasi enum-cTpykTypa,

ucrosib3yeMas B Rust i uzbexkanus sunavennii ‘null‘l).

struct Addr {
V4: Option<Ipv4Addr>,
V6: Option<Ipv6Addr>

‘Addr® moxkeT 0THOBpEMEHHO XpaHUThL 00€ BEPCUN aJIpeca. DTO CIeJIaHO C IEbIO

MIPOCTOTHI TIOJIJIEPYKKN B OY/TyIIIEM.

struct Node {
peer: Peer,
device: ul6,
addrs: Mutex<Addr>

O6cyum 11oipodHee T0JIsI CTPYKTYPhI:

e ‘peer’ — IOJIB30BATE/b, KOTOPOMY NPUHAJIEZKUT YCTPONHCTBO;
e ‘device’ — HOMEp yCTpOIiCTBa, AHAJIOr TIOPTa B CETEBOM aJIPECE;

e ‘addrs’ — Tekymuii ceTeBoii ajipec ycrpoiicta; ‘Mutex' 371ech UCIIOIB3YETCsI J1JIsT
peanuzarnun narrepHa Interior Mutability, aro mo3sossier Ha JjeTy Oe30macHO

U3MEHATb HEM3MEHAEMbIE CTPYKTYPbI JaHHBIX.

"https://doc.rust-lang.org/std/option/enum.Option.html

19


https://doc.rust-lang.org/std/option/enum.Option.html

[1st 6ostee yrod6HOrO 1 3(hPHEKTUBHOIO XPaHEHUsI BCEX YCTPOMCTB HOJIL30BATEIS

OyJieM nCIoJib3oBaTh cTPYKTypy ‘Contact’:

struct Contact {
peer: Peer,
addrs: Mutex<HashMap<ul6, (Addr, ul6)>>

3zech moMuMo nHMGOpPMAIIH O MoJib30oBaTes e ‘Peert XpaHUTCsT KOJIEKIINs, CTa-
BsAIllasi B COOTBETCTBHE HOMepY ycTpoiicTBa ero ajgpec ‘Addr’ n ucrnob3yeMblii TOPT.
Beujty ykazaHust mopra, 3Ta CTPyKTypa IpUMEHUMA JINIb Ha KOHKPETHOM YPOBHE
cetn (2.2.2, 2.3.2).

2.2 TomoJjsiorng certu

BoJIbImHCTBO HE0CTaTKOB peer-to-peer cerTeii, IpUBeAEHHBIX BO BBEJICHIH, ITPE/I-
JlaraeTcsl peliaTh BBeJleHneM HOBOI Tonostornn. [1osToMy TOmo/10rms OTIndaeTcss OT
HarboJIee 4acTo UCI0/Ib3yEeMbIX B OJIHOPAHIOBBIX ceTdaX. Tak, Hambojee pacipocrpa-
HEHHBIM IIOJIXOJIOM sIBJIdeTca ncnoJib3opanne Distributed Hash Tables mis moncka
KOHTAKTOB U MHOIIA MAPIIPYTU3AIIN COOOIIEHIITZ. AJIBTepHATHBHBIM MOIXO0I0M 5B
JIeTcs NCIOJIb30BaHNe Mell-ceTeil, Kak, HanpuMep, B cetn Yggdrasil®.

B YAP2P npennaraercst pazgeauts ceth Ha ypoBHH. OCHOBHBIE YPOBHI CETH

(ypoBHH, mpejiaraeMbie B paboTe, OJHAKO BO3MOYKHO CO3JIAHHUE JOTIOJHUTETHHBIX

yPOBHeil):
e "ContactNet" — ocHoBHOII ypoBeHb ceTH, Ha KOTOPOM IIPOUCXOJIUT OOIIeHne
[10JIb30BATEJICIH;
e "SelfNet" — ypoBeHb, O3BOJIAIONINIT OJTHOMY IIOJIL30BATEIO IMETH Cpa3y HECKOJIb-

KO YCTPOIICTB;

e "MeshNet" — ypoBenb, HCIOJIb3yEMbIil ¢ 11E/IbI0 M30aBUTHCSI OT BCIIOMOTATE b

HBIX CEPBEPOB, a TaKZKe HOBBOJIHIOH_[I/Iﬁ peaJIn30BbIBATh PAa3JIMIHBbIC ITPUJIOZKEHM .

’https://jenkov.com/tutorials/p2p/index.html
3https://yggdrasil-network.github.io/, https://habr.com/en/articles/547250/
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2.2.1 ContactNet

Kak 0bL110 onmcano B 2.1, KayK/IbIil 110J1b30BaTENb ceT — ‘Peer’ — MoXKeT uMeTh
Heckosbko yerpoiict ‘Node'. "ContactNet" spisiercs eguHcTBEHHBIM U3 TIpejiara-
eMBbIX YPOBHEIl CeTH, KOTOPbIii padoTaeT ¢ I0JIb30BaTeJIIMHU, a He C OTIeIbHBIMU
YCTPOICTBaMU.

Ha sTom ypoBHe mponcxoauT odMeH coobmennsaMu. Tak Kak cooOleHne mepe-
CBLJIAETCs OT OJHOT'O YCTPOICTBA OJHOIO II0JIb30BATE ST BCEM YCTPOHCTBAM JIPYIOTro
I0JTb30BATEIs, TO HEOOXO UM ITPOTOKOJ Iepe/iladil JIaHHbBIX, CIIOCOOHBIN K HMINPOKO-
BEIAHUIO — IIEPECHLIKE OJHUX M TeX Ke JIAHHBIX Cpa3y HECKOJbKUM YCTPONCTBAM.
Jist 97010 OBLT pazpaboTan MPOTOKOJ ceancoBoro yposas SDP (2.3.2), mocTpoenHbiit
nosepx mpoTtokoa UDP.

st obecrieueHnst 3aInuThl IIepechbliaeMoil HHMOPMAIINN IIPeJjIaraeTcst NCIO b
30BaTh IIPEJICTABJIEHHOE B 2.5 pellleHue.

"ContactNet" wmmeer Tomosoruto "3eesna" (Pucynok 1.6), BepuimHaMu KOTOPOi
SIBJIIIOTCS 110JIB30BATE/IN. DTOT rpad s KarKJoro yCcTpoHCTBa CBOM, K TOMY Ke
JIAHHBIE C 9TOI'0 YPOBHS HE JIOJZKHBI HANPAMYIO TONaJaTh HU Ha JIPYrue ypPOBHU

CeTH, HN K APYI'UM II0JIb30BaTEJIAM.

2.2.2 SelfNet

"SelfNet" mo3BOsIsIeT CHHXPOHU3UPOBATH COCTOSIHUST (CIIICOK KOHTAKTOB, CITH-
COK YCTPOICTB, ICTOPUN coo61ueH1/Iﬁ) YCTPORCTB OJIHOTO TMoJIb3oBaTed. i nepeia-
91 COODIIEHNIT Ha 9TOM yPOBHE HCIOJIb3YeTCsT MOAMMDUIIMPOBAHHBINA 1TpoToKoa1 SDP
— SSDP (2.3.2).

"SelfNet" wumeer mosHocBsA3HYO Tonosornio (Pucynok 1.4) — kaxjioe ycTpoii-
CTBO XPAHUT CIMCOK OCTAJIBHBIX YCTPOMCTB MOJIb30BATEs (HAJIOKEHNE HECKOJIbKIX

"3é31" MaéT MOJHOCBAZHBIN rpad).

2.2.3 MeshNet

"MeshNet" cBsizbiBaeT Bce yeTpoiicTBa ceTH, IIPU STOM OCTaBJIsIsI HEBO3MOXKHBI-
MI TOUCK U Hasuranmio (2.3.3).
"MeshNet" sBistercst Mmem-ceTnio, pa3duToil Ha rpadb! "3Be3ma s Kaxk10ro

YCTpOﬁCTBa. Ha raxoii APXUTEKTYPE BOSMO?KHO CO3JaHMNE Pa3JINIHbIX HpI/I.HO}KeHI/Iﬁ
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¢ MOJUPUKAIMSIMU U3-33 0COOEHHOCTHU TOIOJIOTHH.
[IpuMepoM Takoro MpHIOXKEHIA MOXKET OBITH paclpeaec¢HHas 0a3a JaHHBIX B

KaKOM-JINOO KOMITQHUU:

® y KayKJIOro COTPYTHIKA MOYKET OBITh HECKOJBKO YCTPONCTB;
® BhIjIeJIeHHBIE YCTPOHCTBA XPAHAT YacTh Oa3bl JJaHHbBIX;
® COTPYJHUK MOYKET CJeJaTh 3alpoc K pacipeae/IeHHoil dase;

® 3aITPOC PACXOJIUTCH T10 CETH, U, €CJIN Y KaKOro JTUO0 YCTPONCTBa HAXOIUTCS OTBET
Ha 3al1pPoC, ITOT OTBET BO3BpAIAETCS 110 CETU K YCTPOICTBY, ¢ KOTOPOT'O JleIajics

3aI1poc, JUOO K JF0OOMY YCTPONCTBY COTPYJIHUKA, Je/IaBIIero 3alpoc;

® JJaHHbIC JOJI?KHBI ,B;y@HHpOBaTbCH Ha HECKOJIbKUX yCTpOIQ/JICTBaX7 TO €CTh HUKaKasd

3alllICh HEe OOJI?KHa XPaHUTbLCA Ha € JMHCTBEHHOM YCTpOfICTBe B CeTu.

Takum oopazom, "MeshNet" mozposisier pacmmpsaTs GYHKIIMOHAT CETH PeaJii-

S3allidMN HY2KHBIX aJI'OPUTMOB.

2.3 IIporokoJibl ceTn

B srom naparpade OynyT pazobpaHbl HEKOTOPbIE IIPOTOKOJIBI, IIpejljiaraeMble
OMOIMOTEKO KaK Ha MIEOJOrNIeCKOM YPOBHE, TaK U Ha TexHmdeckoMm. K mpeosorn-
YeCKUM OTHECEM IIpejiIaraeMble PelleHns 110 MOIKIUYEeHNI0 HOBBIX I10JIb30BaTeseil K
CeTU, K TEXHNYECKIM — IIPOTOKOJIbI CEAHCOBOI'O YPOBHS, padbOTAIOIIe Ha PA3INIHBIX
ypoBHsIX cetn. HekoTopble u3 mpeicraB/ieHHbIX jlajiee OIMUCAHNN TPOTOKOJIOB SIBJISI-
I0TCsl TEXHUYIECKIMI 3aJJaHUSIMU K OyIyIIUM MOJYJISIM OHOJIMOTEKAM U IIPOJLYKTAM,

IIOCTPOEHHBIM C ITOMOIIBLIO 9TO OUOJINOTEKN.

2.3.1 IloakirodyeHue K ceTn

Yet Another P2P nperemuyer na 3sanne friend-to-friend* cern, To ectnb omo-
PAHTOBOIT CETH, B KOTOPOIl MpsMBbIE COeJIMHEHNS YCTaAaHABIUBAIOTCSA TOJIBKO C 3apaHee

BBIOPAHHBIMH TTOJIE30BaTeAMu. XoTa ypoBeHb "MeshNet" u ycranaBimnBaer cBs3b

‘https://ru.wikipedia.org/wiki/Friend-to-friend
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C HE3HAKOMBIMU JINYHO 10JIB30BATE/IAME, PEJIIIOJIaraeTcs, YTO aJrOPUTMbl HA STOM
ypoBHE OYJIyT HU30JIMPOBAHBI OT JIPYTHX U OYIAYT UCIOJIB30BATHCA TOJBKO JIJIA CJIy-
JKeOHBIX IIeJIeil.

[lepBoe mojxrovuenue noporo mnosb3oBarens (PeerB, Bob) k cern ocyrmects-
JIIETCsT TTOCPEeJICTBOM Jipyroro mojib3osaresisi cetn (PeerA; Alice). Ilpu stom Alice
npejoctapisier Bob koudurypaimonayo nHMOOPMAIMIO s HOJKJII0OYeHIs K CeTH,
B KOTOPOIT Takzke cojep:kuTcst nHdopmalius o Tekyinem yerpoiictse Alice — ‘Node'.
Bob ornpasisier coolIieHne ¢ 3alpocoM O MOAKJIIOYEHUN, B KOTOPOM YK€ COJep-
x’urest upeatudukarop dara (2.4). Alice n Bob obmenusatorcs undopmarmeii 06
AKTUBHBIX YCTPOHCTBAX JApyT JApyra n nHunuaan3upyoT dat. Takxke Alice nepegaér
Bob undopmaruio o ceoux cocengax Ha yposHe "MeshNet" st mepBoro mnogkiotde-
Husi Bob k Heii.

JlobaBieHne HOBOI'O I0JIB30BaTE/IsT B KOHTAKTHI OT JI00ABJIECHUSI HOBOT'O II0JIb-
30BaTe/isi B CeTh IVIABHBIM 00pPa30M OTJIMYAETCsl OTCYTCTBUEM CHUHXPOHHU3AIUU Ha
yposae "MeshNet": crarmdeckne IP agpeca sSIBIISIIOTCS PEIKOCTHIO U IPEICTABIISIOT
OOJIBIIYIO IEHHOCTH JIJIsT CeTH, TaK KaK depe3 HUX MOXKeT YCTaHABJIMBATHLCS COEIN-
HEHUe MKy IOJIb30BATEeISIMU U OJIK/II0UEeHNe CTaphIX I10JIb30BaTe el pu yTpaTe
coeqmHeHnsi. 'To ecTh ecinm He ykazaHo mHoe, Ha yposeHb "MeshNet" mnepematorcs
JIAaHHBIE O JIIOOBIX HOBBIX M3BECTHBIX cTaTndeckux [P anpecax.

JlobaByienne HOBBIX TOJIB30BaTe el B Oece/ibl 1 KaHaJbl (2.4) OTIMYIaeTcss OT
JI00ABJICHUST B KOHTAKTBI CJIEIYIONIIM: HOBasl UCTOPUs COOOICHUIT He MHUIUA3U-
pyercsi, BMECTO STOTO HOBBII IIOJIb30BATEb MOJIyIaeT KOH(MUIYPAIMIO YrKe CyIe-
CTBYIOIIEN BMecTe ¢ TeKyIIIM IpuBaTHBIM KirodoM mudposanus. Ecin Alice n Bob
eré He OBbLIM B KOHTAKTAX JPYr y Jpyra, TO IOMUMO KOH(buUrypamuu oecesl/Ka-
HaJla, IIPONCXOINT 1 CO3JaHne HOBOTO juaJiora. Jlasee Bce mosb3oBaTen dara, K
KOTOPOMY ITPOUCXOJIUJIO TTOAKII0UeHIEe, IIPOBEPSIIOT, ecTh Jin Bob y HUX B KOHTaKTax,
U ec/ii eCTh, To Bob Teneps MoxKeT mojiydars oOHOBJIeHHs He TOJIBKO oT Alice, HO u

OT OPYT'uX 3HAaKOMBIX M3 9TOI'O HaTa.

2.3.2 (CBg3b B ceTtu

JInst ocylmecTBICHUsT CBA3M B CETH HEOOXOAUM TPAHCIOPTHBII IIPOTOKOJI, HE
yCTaHaBIMBAIONM coennuerust (mogpobree B 2.3.4). Takke 9TOT MPOTOKOJ J0JI-

2KEH IIPpeaoCTaBJIATh BOSMO2KHOCTDL HINPOKOBEITAHM . Taxum O6p&30M, He IIOJAXOANT

23



uporoko1 TCP. QUIC B ¢Boio ouepeib He HOJIYUMI JTOCTATOTHO HIHPOKOIO PACIIPO-
CTpaHeHUsI I TaK Ke He TOJJIepKIBaeT upokoBelnanue. [loaTtoMy, 175 cBsi3u B ceTnt
ObLIN pa3padoTaHbl IIPOTOKOJIBI CEAHCOBOI'O YPOBHS, TocTpoeHHbIe moBepx UDP. I1po-
TOKOJIbI, padboTatorne Ha ypoHsx "ContactNet" un "SelfNet" , paccmorpennr gasee
B 9TOM paszJelie.

PacecmoTpuM HEKOTOPYIO OOIILYIO JJISI BCEX IIPOTOKOJIOB JIOTHKY, & MMEHHO 3aro-

JIOBOK TIAKETOB. KT0o cTpyKTypa BBIVISINT CJIEIYIONIIM 00pa3oM:

struct Header {
protocol_type: ProtocolType,
packet_type: PacketType,
length: ul6,
src_id: PeerlId,

rec_id: PeerId

‘protocol type’ — Tum ucnosibzyemoro nmpotokosia; ‘Protocol Type' siBistercst Boch-
MIGUTOBBIM ylaroM (OCTPOEHHLIM IIpu HoMmomn Gubsnorekn bitflags®), B pa-
oore pacemorpensl ‘Protocol Type:{SDP, SSDP}*.

e ‘packet type' — Tum makera, cojepxKamunii B cebe darn s onpegesenus Jo-

I'UKN 00pabOTKHU TaKeTa.

e ‘length® — nymHa Bcero makera B OaiiTax, MaKCHMaJ/IbHOE 3HAUEHHE IIPE/III0Iara-
erca B 1220.

e ‘src_id' — uaeHTHMUKATOP OTHPABUTE/IS.

e ‘rec_id" — mjeHTHMUKATOD MOJTYIATETS.

[ 1s1 IpOTOKOJIOB 0OOMEHa COODIIEHUSIMI, Pa300paHHbIMU Jlajlee B 3TOM pasjielie,

TaK »Ke CYIIeCTBYeT o0Ias JIOThKa. PaccMOTprM HEKOTOPbIE U3 OOIINUX CTPYKTYP.

Shttps://crates.io/crates/bitflags
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struct Packet {
header: Header,
chat_sync: ChatSynchronizer,
packet_sync: PacketSynchronizer,

payload: Vec<u8>

[Taker siBIsieTCs MUHIMAJILHOM emHUIelt oTiipaBku. [TomuMmo 3arossoBka ‘header
OH COJIEPXKHUT CHHXPOHW3ATOp JaTa ‘chat sync’, ykasbIBarommii, K KaKOMy 4aTy OT-
HOCUTCS TIAKET, CHHXPOHM3ATOP AaKeTOB ‘packet sync’, MCIOIb3yeMblil TJIaBHBIM 00~
pasoM JIJIsi BOCCTAHOBJICHUSI IOPsIJIKA [TAKETOB IPHU IOJYYEHUU, U caMy Harpy3Ky
‘payload’, coueprkalyio repecbliaeMyto nHbopMalo. Pa3zmep makera orpaHundu-
BaeTcs 1220 Gaiframu i TOro, 9Tobbl ynoBreTBopaTh Maximum Transition UnitS;
QUIC u3 rex ke coobpaxkenuii orpaanaubaer pasmep raxkeros 1200 Gaiiramu [8]. 3a-
I'OJIOBOK, CHHXPOHI3ATOD YaTa U CHHXPOHU3ATOP IaKeTOB 3aHNMAIOT COOTBETCTBEHHO
36, 40 u 24 6Gaiita. Takum obpazom, pa3zmep Harpysku orpanudmBaetcs 1120 Oaii-
tamu. Takoe orpaHnyeHne UCIOJb3yeTcs, Tak Kak 1120 sBisierTcss MaKCHMaJIbHBIM

JIOTTYCTUMBIM pa3MepoM, pas0OuBaromMcs Ha 0J10kn 1o 16 HafitoB — pa3mep OJ10Ka

mudposanns AES (2.5).

struct ChatSynchronizer {
chat_id: [u8; 32],

timestamp: u64

e ‘chat id* — unentuduxkarop Jara;
e ‘timestamp’ — BpeMms 1oc/IeHEr0 COOOIIEHNS 3 daTa.

struct PacketSynchronizer {
timestamp: ub4,
n_packets: u64,
packet_id: u64

Shttps://en.wikipedia.org/wiki/Maximum_transmission_unit
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e ‘timestamp’ — BpeMs cO3J1aHUs OTIPABJISIEMOTO COODIIEHNS;

e ‘n_packets’ — KommuecTBO MakeTOB B TPAH3aKIINN, BO3MOXKHA CUTYAIUs, KOI/a

I[TaKeT B TpaH3aKIWN OJWNH,;

e ‘packet id"' — mjenTndukaTop nakera B TPaAH3AKIIIH.

JlaHHbBIE JIJIg OTIIPABKU HE BCErJla MOT'YT IIOMECTUThCA B ojinH 1akeT. C 1esbio
paspelieHns 3Toil IpobeMbl BBOAUTC IIOHATHE TPAH3AKIINN, I BMECTe C HIM CTPYK-

Typa ‘Transaction’.

enum Transaction {
First {
first_packet: Packet,
rest_of_payload: VecDeque<Vec<u8>>

s
Rest {

first_packet_id: ub4,

payload: Mutex<VecDeque<Packet>>
+

“Transaction’ siBsieTcst mnepevdncjaeHueM C JBYMsi BO3MOXKHBIMHU BapUaHTAMIE:
‘First’ u ‘Rest’ i1 mepBoro m ocTtajbHBIX TAKETOB COOTBETCTBEHHO.

Takzke MCIOB3YIOTCA JIBe Beriomorarebiblie cTpyKTypbl ‘MessageHander® n
‘MessageWrapper. ‘MessageWrapper® ucriosib3yercs Jjis 1epejiadn COOOIIeH Ha
OTHpaBKYy 1 00pabOTKM MPpUHATHIX coodmenuit. ‘MessageHander® siBisieTcst Bcmomora-
TeJIbHOI CTPYKTYPOIl, cryzKalieil s 00paboTKu emié 10 KOHIa He TPUHATHIX TpaH-

3aKIINIA.

Symmetric Datagram Protocol

Symmetric Datagram Protocol, nasiee SDP, siBisiercst 0CHOBHBIM IIPOTOKOJIOM
CBsI3U B ceTU. DTOT PoToKoj roctpoer rnoepx UDP. Tak kak nporokos UDP ne
yCTaHABJIUBACT COCJIMHEHUs C YAaJEHHbIM ycTpoiicTBoM, SDP Tpebyer pasjie/bHoil

JIOTUKHN [JId OTIIPpaBKH W IIOJIYYCHUA ITaKETOB.
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‘SdpConnection’ ciy:KuT JiJist OTIPaBKU co0dIIeHnit mosb3oBaresio ‘Contact
(2.2.1). Coenunenne npuBsi3aHo K cokeTy ‘socket’, KOTOPBIl B CTPyKType MpPeICTaB-
ngerca ykasaresem' na UDP-coker. ‘state’ ykasniBaeT Ha COCTOSHHE COEMHCHIS
‘ConnectionState::{Receiving, Sending, Pending}‘. Pacemorpum Bujib nakeros (‘Pa-

cketType'), KoTOpBIE OTHPABJISAIOTCS CTPYKTYPOIi.

enum ConnectionState {
Receiving,
Pending,
Sending

struct ConnectionWaker {
state: ConnectionState,

waker: Option<Waker>

struct SdpConnection {
socket: Arc<UdpSocket>,
contact: Contact,
send_queue: Mutex<HashMap<ul6, Transaction>>,

state: Mutex<ConnectionWaker>

‘Packet Type:: INIT® — nmaker nuimanzaium, OTIpaB/IsieMbIil IPU CO3IaHIT HO-
BOIl ncTopum coodrennii. B npujgady K sTomy dary ycranapamBaercs dJar, yKa-

3bIBAIOIINII Ha TUII YaTa
e ‘Chat::OneToOne’ = ‘PacketType::CHAT* — auaJior;
e ‘Chat::Group‘ = ‘PacketType::CONV‘ — Gecena/rpymia;

e ‘Chat::Channel’ = ‘PacketType::CHAN® — kanau.

"https://doc.rust-lang.org/std/sync/struct.Arc.html
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‘Packet Type::HI* moxoxx no cemantuke na ‘PacketType::INIT‘, onnako on uc-
MOJIB3YETCsI, KOTJIa YaT y2Ke UMEETCsI, I Mbl XOTUM CUHXPOHU3UPOBATH UCTOpHIo. EIré
OJTHUM OTJIMYMEM SIBJII€TCS TO, IYTO OJIHUM MAKETOM MOYKHO 3allPOCUTH CHHXPOHI3a~
I[UIO CPa3y I'PYIIIbI YaTOB.

PazobpaHHble BBIIIE TAKEThI ABJISIOTCS OJIMHOYHBIMU U MOTYT MOBTOPATHCSA 0€3
n3Menenwit. [lonTBepKaeHns 3TuX MakeToB BLITVIAAT TOTHO TaK Ke, OJTHAKO JIOTIOJI-
HuTesibHO BKJodeH duiar ‘PacketType:: ACK".

‘Packet Type::ECHO® — ciykeOHblil 11akeT, He TPeOYIONIN OITBEPK ICHIHSI.
MokeT HCIOTBE30BATHCA € MEJIBIO MOIepyKaHsd COeTMHEHUS .

‘PacketType::SYN‘ n ‘PacketType::ACK* — nakeTbl OTIpaBKH U IIOATBEPIK/1e-
HUSI COOTBETCTBEHHO, K KOTOPBIM TaKzKe JI00aB/IAIOTCA (DJIarn TUIla JaTta. YCTaHOBKH
coeJIMHEHNs TPEeOYIOT TOJBKO 3TU THITHI TAKETOB. PaccMOTpuM Mporie1ypy OTIPaBKH

coobIIeHnit moapoodHee.

1. B meros oTripaBku coodrennit ‘send’ mepeaiorca tui yata ‘chat  t‘, coobenne

‘message’ (2.5) u curxponnzaTop dara ‘chat sync'.

2. IIposepsieTcst cocTosiHIE COEMHEHN: OTIPAB/IATE HOBOE COOOIEHNE MOYKHO TOJIb-
KO TOrJa, Korja coctosinne nmeer 3HadeHne ‘ConnectionState::Pending'. Ecim

coeJIMHEHNE HAXOJIUTCA B JPYTOM COCTOSIHUM, OTIIPABKa HEBO3MOKHA.
3. Cocrognue coennenns yctanaBanpaeTcs B 3nadenne ‘ConnectionState::Sending’.
4. Vlexoast u3 Tuma Jata, BbIOUpAETCs THIT MTaKeTa.

5. Coobirienne pa3buBaeTcs Ha HArpy3KHU IakeToB JinHOM 1o 1120 6aiiTos.

6. ['enepupyercd cuHXpoHU3ATOpP TEPBOTO IakeTa: ‘timestamp’ Oepércd m3 cood-
menns, ‘n_ packets’ — KosmdecTBo makeroB, ‘packet id° — ciydaiinoe HaTry-
pasibHoe 64-OuTHOoe uncso, Takoe, 4to ‘packet id‘ + ‘n_ packets’ menbiie, yem

MaKCHUMaJIbHOE HaTypPaJibHOE 9MCJIO, IIOMEIIaloIIeeCd B 9TOT THII.

7. JIns KaxKJ10ro yeTpoiicTBa mosrydaresid co3naéres Tpansakius ‘Transaction::First

C IIEPBLIM IIaKETOM U BCEeMU Harpy3KaMu, KpoMme IIepBoil.
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8. N3 ‘SdpDriver* BeisbiBaercst gpynkiust ‘poll send‘. Ecsn ata dyHKINS BhI3bIBA-
eTcs BIIEPBLIC, TO ycTaHaBIMBaeTcs ‘state.waker!, ciysKamuit® 11 aBToOMaTHIe-

ckoro Bbr3oBa dyukun ‘poll _send’. [1,6]

9. JImg KaxK0ro yeTpoiicTBa MOIb30BaTe/ s MTPOUCXOIUT OTIPABKa OYePeTHOrO Ta-
KeTa 13 COOTBETCTBYIONIEH TpaH3aKnu. e/ 9TOT makeT MepBhIil B TPaH3aKINN,
TO IOCJIE OTIIPABKU U3MEHSIETCS ero UJIeHTH(MUKATOP — HOMED MEePBOro coobIIe-
HUs B TpaH3akiuu. Ecym mepBolit TakeT MoATBEPXKIEH, TO OTIIPABJISETCS TePBbIit
IaKeT U3 o4yepejin, MPU 3TOM ITaKeT IoMevdaeTcsl KaK OTIPaBJIEHHBI, TOCIe Yero
KJIaJdETCsT B KoHell ovdepe/in. [lakeTbl OY/IyT OTIPaB/ISATbCS CHOBA M CHOBA, IOKa,

He OyJIyT MOATBEPXKICHBI.

10. Eciim Bce TpaH3aKIUN 3aBepIIeHbl, TO COCTOSHIE COCINHEHUS YCTAHABINBACTCS

‘ConnectionState::Pending’, a ‘state.waker® ycranapimBaercs B 3nadenne ‘None'.

‘SdpDriver® ciy»KuT Jiist OTIPaBKU U TOJIYUYEeHIS [TaKETOB, X 00paboTKM 1 cOop-

KU COOOIIEHNIt ToJIb30BaTe el 13 JJaTarpaMM.

struct SdpDriver {
socket: Arc<UdpSocket>,
peer_id: Peerld,

connections: HashMap<Peer, SdpConnection>,

sending: mpsc::Recelver<MessageWrapper>,

sending_deque: VecDeque<MessageWrapper>,

receiving: mpsc::Sender<MessageWrapper>,

handling: HashMap<[u8; 32], MessageHandler>

CTpyKTypa coIepKUT B cebe KOJUIEKINIO COeNMHEHUI Ha KarKJblil KOHTAKT

"ContactNet". Ilepenada coobmienuii apaiiBepy st OTHPaBKKU U Iiepejada I0JIy-

YeHHBIX JIpaiiBepoM COOOIEeHNil mporpaMMe OCYIIECTBIISETCA O MPSC KaHajaM’.

8https://rust-lang.github.io/async-book/02_execution/03_wakeups.html
Yhttps://docs.rs/futures/latest/futures/channel/mpsc/index.html
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OrnpapiisieMble 1 1ojiydaeMbie coobrenust "crupsitanbl B cleruajbHyo 00EpTKY
‘MessageWrapper® — nepeuncjicHue CTPYKTYP, OINUCBIBAIONINX HEOOXOIUMbBIC apry-
MEHTBI JIJIsI OTHPaBKM IIAKETOB COOTBETCTBYIONIUX THUIIOB. /lomoJHUTEIBbHO, JIIsi 00-
pPabOTKH OTIPABJISIEMbIX 1 [TOJYIaeMbIX COODIIEHUI UCIIOIb3YeTCs 0Uepe/ib JIJIsd OT-
npaBkn ‘sending deque’ n KoJLIeKIud osTydaeMbIx coodrenuii ‘handling’.

‘SdpDriver® HeobxoauMm, Tak Kak Ha UDP coker npuxomdar jatarpaMMbl ¢ BHEII-
HUX aJIpecoB 0e3 pasjesieHns 110 COeJIMHEHUsIM. DTO pazjeseHne JapaiiBep m ocy-
mectBsier. OH obpadaTbIBaeT NMPUXOJISIIIE MMaKeThl M, eCJIi HYXKHO, coOupaer u3
Hux coobmenns. Tak Kak nmpoTokos SDP npejrnosiaraer noarep: ieHue IakeToB, 3a
X 00pabOTKy TakKe OTBedaeT JipaiiBep.

‘SdpDriver* peammsyer tpaiit ‘Future'!® — crpyxTypa, peannsyiomas 3ToT Tp-
9UT MOKeT OBbITh BO3BpallleHa M3 acMHXPOHHON (yHKiuu. [Ipu BbIZOBE (QYHKINH,
KOTOpasi BO3BpAaIllaeT TOT THUII, BbI3bIBaeTCcsd (PYHKIUS ‘poll’, peasm3oBaHHas Ha
910l cTpyKType. Jlannas byHKIMS BO3BpaIiaeT COCTOSTHIE FTOTOBHOCTH BbI3bIBAEMOi
dyukmun: ‘Poll::Pending’, eciin pesyiabrar dyukiun emé He roros, u ‘Poll::Ready”,
ecyin ToToB. CTpyKTYpY, peanusyonyio ‘Future', moxxno "Ber3biBaTh'"n 6e3 dyHK-
1NN, TOTJia MpOCcTO OyJeT BbizBana qyukiusg ‘poll. paiiBep jgo/mken paborarh Ha
IPOTSI?KEHIU BCEI'O BBIIOJHEHUs IIPOrPAMMBbI, UTO JOCTHIAeTCsT OECKOHEUHBIM IHK-
Jiom BHyTpH ‘poll’: ‘Poll::Ready’ BozBpalaercs ToIbKO B cirydae haTajbHOI OIMOKH.

Omnumrem ,ZLefICTBI/IE{, BBIITIOJIHAEMbBIC Ha Ka}KILOfI UTepalnnumy 3Toro nuKJia.

1. ITpoBepsiem Bce 3j1eMEHTHI KOJJIEKIUI TPUHUMAEMbIX coobriennit. Ecju Bee 1a-
KEThI ITOJIy9YeHbl, TO MOJITBEPKIaeM OCTAIOIINECs HEIOITBEPKACHHBIME ITaKEThI
n BbI3bIBaeM dynkimio ‘handle message’. Eciu He Bce makeTsl MOJyUYeHBI, HO
HEIOITBePICHHBIX TAKEeTOB HaOMpaeTcs Ha OKHO HOATBEp:KIeHHA'l, oTmpas-
JIsieTcs TTaKeT TMOJITBep:Klennd Hadopa nakeToB — dyHkiusd ‘ack window* co-

orBeTCcTBYyIOIIEro coepunaenns ‘SdpConnection’.

2. Ecsin Ha cokeT NpUIILIN JIaHHbIe, TO OT HUX BhI3bIBaeTcd pyHkiud ‘handle datag-

ram’, KoTopast 00padaTbIBACT IPUXOJIAIIIE TaKeThI.

3. IIposepsem, ecth jin B ovdepen ‘sending  deque’ coobIenmnst, KOTOpbIe MOXKHO

Onttps://doc.rust-lang.org/std/future/trait.Future.html

HTTakeTsl HOATBEPKIAIOTCA He IO OJHOMY, 8 OKHAMH. IIpH 3TOM OKHOM CUHTAETCA HAOOD YHHUKAJILHBIX HaKe-
TOB, a He IMOJMHOYXKECTBO [TAKETOB Ha OIMPEICJIEHHOM IIPOMEXKYTKE. DTO BO3MOXKHO, TAK KAK IIPU OTIPABKE [TAKETHI
BBICBLJIAIOTCA II0 KPYTY.
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ornpaBuTh. HamoMmumm, 910 OTIpaBuTh COOOIIEHIS MOXKHO TOJILKO 110 COEJIIHE-
HUSIM, KOTOPbIE HU OTTIPABJIAIOT, HU MOJIYYaIOT [1aKeTOB B JJAHHBIN MOMEHT. Ecu
KaKoe-TO COODINEeHNe MOYKHO OTIPaBUTb, TO OHO IepejacéTed B pyHKIMO ‘send’
COOTBETCTBYIONIErO coequHeHns. e Tpansakinum yaaiock cpoOpMUPOBaTh, TO
BbI3bIBaeTcd pynkinsg ‘poll  send' ma ToMm ke coeMHEHNN, KOTOPas yCTaHAB/IN-

BaeT waker coCTOSTHIS coeimHennd n OTChblJIaeT HepBblﬁ MaKeT N3 TpaH3aKIINN.

4. CuuTbiBaeM, €CJIl 3TO BO3MOXKHO, CJIeJIYIOIee COODIIeHe U3 KaHaa. JTO CO00-
IeHIEe TaKzKe IIPodyeM OTIIPaBUTh, KaK B IPebLIyIneM myHKTe. Ecam coobnenne

OTIIPABUTDH HE VIaETCs, OHO godbasiigercsd B odepelb ‘sending deque’.
) _

5. JlestaeM mporpecc 1o OTIHpaBKe COOOINEHMIT Ha KarKJIOM COEJIMHEHUM, IJIe 3TO

BO3MOZKHO.

PaccmoTpuM tereph paboty ¢ynknun ‘handle message’. DTa HYHKIIA Mpe/I-
Ha3HadeHa Jisd o0beauHenns ‘SY N* makeToB B coobiienne. Ilpeionaraercs:, 4To Bce
MAKEeThI TTOJIyYeHbl B €JIMHCTBEHHOM dK3eMILIsApe. TakuM o0pas3oM, MaKeThl COPTUPY-
I0TCsl 110 MX HOMEpPY, & UX HarpysKa COeJUHsieTCsl B OJMH MaccuB. KoHCTpyupyer-
ca obéprka ‘MessageWrapper::Receiving’, mocjie 4ero ona oTmpaBJisieTcs 0 KaHaJTy
‘receiving’ B OCHOBHYIO ITPOI'DAMMY.

Pabora ¢dyukmum ‘handle datagram‘ meckonbko cioxknee. Ilaker cojepzKut
‘Peerld’ ormpaBuTesist n ajipec cokera, ¢ KOTOPOro MpuIié 3ToT makeT. ‘handle  data-
gram’ oIpeJie/isieT CoeIMHeHne, COOTBETCTBYIONIEE OTIIPABUTEIIO, U IIPOBEPsieT HaJlu-
qpe ajipeca OTIPABKH IIaKeTa CPpejd U3BECTHBIX yCTPOICTB oTipaBuTe/s. Ecin He
yJIaJI0Ch HAMTH MOJKJIOUEHNE K OTIPABUTEII0 W aJIpec CPeau aJpecoB OTIPaBU-
TeJisd, To 00paboTKa IakKeTa HEBO3MOXKHA. B cirydae, ecim npuineinmii makeT nMe-
er omun u3 tunos ‘PacketType::{INIT, HI, ACK INIT, ACK_ HI}‘, o dbyukius
KOHCTPYHUPYET COOTBETCTBYIOIIE OOEPTKU U OTIPABJSET UX 110 KaHaJy ‘Teceiving'
B OCHOBHYIO YacTb IPOTPAMMBI, TaK KakK HaIpy3Ka STHUX [TAKETOB He JOJIXKHa IIpe-
BOCXOJUTH pasMepa OJHOro nakera. Pazdepém nosegenne GyHKIUU IpH 00padoOTKe

APYyTux BUIOOB ITaKETOB.

e ‘PacketType::SYN® — obbrunoe coobrienne mnosb3oBaresis. OnpenensieTcss cooT-
BETCTBYIOITEE aJIpecy OTIpaBuTe s mojkaodenne. [lo maentudukaropy dara

IpoBepsdAeTCcs, HadaT JIM TPUEM MMaKeTOB JJIs TPaH3aKIUU Ha 3ToM daTe. Fcan
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HpuéM IaKeTOB HavaT, TO HArpys3Ka IOJYYEHHOI'O IaKeTa IPOCTO JI00aB/IsieT-
Csl B CIIMCOK BMECTE CO CBOMM HOMEPOM, JTOOABJISIEMBIM TaKKe B CITHCOK ITaKe-
TOB, TMOJIy9eHle KOTOPbIX elé He ObLIO MOATBEP)KIEeHO (cM. 1-bIif MyHKT pa-
oorer yukiuu ‘poll‘). Ecin gaHHbIi nakeT siBJASETCST TEPBBIM B TPaH3AKIINH,
TO CO3/AETCA HOBasl 0OEpTKaA COOOIIEHNA, KOTopas J00aBIdeTCsI B KOJJIEKIIIIO
‘handling’, a cocrosiHue MOJKJIIOUEHUSI K OTIPABUTEJIIO Teleph NMEET CTaTyC

‘ConnectionState::Receiving’, aTo 6J10KHpyeT OTIpaBKY.

o ‘PacketType:ACK SYN‘ — maker moATBep:K/IeHUs TIEPBOIO MaKeTa TPaH3aK-
mun. [Taker n3 “Transaction::First’ me Tpebyer moarBep:KJIeHUS, BMECTO 3TOTO
BbI3bIBaeTCs pyHKIMA ‘construct rest’, KoTopast st ONpeeEHHOIO yCTPOii-
CTBa OTIPABUTEJISI MAKETa MOJITBEPXK/EHIsI 1 HOMEepa MepPBOro Makera (MeHsi-
eTcs TPU KaxKJI0i oTIpaBke). ‘construct rest’ reHepupyer oCTaBIINECsT TAKETHI
Tpan3akiun ‘Transaction::Rest’, ncxoist n3 HOMepa IOATBEPKIEHHOIO IIEPBOIO

ITakKeTa.

o ‘PacketType:: ACK' — maker moaTBep:k/ieHnsi OKHa ITaKeToB TpaH3akimu. [lo-
TBEP2KJAEHHBIE [TAKEeThl YIAJSIOTC 13 TpaH3aKIUKU 1 00JIbille He OyayT OTIpaB-

Jenbl B hyakmum ‘poll  send’.

B ciiydae nosiydenusi 1akeToB JIDYTUX TUIIOB, BO3BPAIACTCA OIIMOKA, TaK Kak
[AKeThI JIPYTUX TUIIOB HE MPEIYCMOTPEHbI IIPOTOKOJIOM.

Takum obpaszom, Symmetric Datagram Protocol obecrieunBaer oTipaBky co-
o0IIeHnit cpa3y BCEM M3BECTHBIM YCTPOMCTBAM IOJIydYaTe/Isl, IPU 9TOM BCE ITaKeThI

I1O/ITBEPZK JIAIOTCS.

Self Symmetric Datagram Protocol

Self Symmetric Datagram Protocol (SSDP) sigjsiercst ajanrarmeii mporokosia
SDP mnst yposust "SelfNet". SSDP mpennasnaduer mist CHHXPOHU3AIINN COCTOSHIMI

YCTPOHCTB TOJIb30BaTE/Is, JI/Isi 9ero BBOJUTC cTpykTypa ‘SelfSynchronizer'.
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struct SelfSynchronizer {
other_nodes: HashMap<ul6, (Addr, ul6)>,
contacts: Vec<Contact>,

chat_syncs: ChatSynchronizers

‘SdpSelfConnection‘ Bmecto mosisi kontakra Tuia ‘Contact’ comep:kut ajipeca

JIPYTUX YCTPOMCTB TEKYIIEro MOJIb30BaTEJIs.

struct SdpSelfConnection {
socket: Arc<UdpSocket>,
peer_id: Peerld,
other_nodes: Mutex<HashMap<ul6, (Addr, ul6)>>,
send_queue: Mutex<HashMap<ul6, Transaction>>,

state: Mutex<ConnectionWaker>

‘SdpSelfDriver’ BMecTO KOJIIEKITNN HOJIKIOUEHII COAEPKUT JINIIB OJ{HO. Tereph

HE HYZKHO IIPOBEPATH HAJUYUA MOJKJIIOYEHUA, & TOJbKO aJipec yCTpoicTBa

struct SdpSelfDriver {
socket: Arc<UdpSocket>,
peer_id: Peerld,

connection: SdpSelfConnection,

sending: mpsc::Recelver<MessageWrapper>,

sending_deque: VecDeque<MessageWrapper>,

receiving: mpsc::Sender<MessageWrapper>,

handling: HashMap<[u8; 32], MessageHandler>,

O6cyauM HEKOTOpPbIe 0COOEHHOCTH IIPOTOKOJIA!

e ‘src_id‘ 3aroJyioBKa SABJIsIeTCS OTHPABUTEH CUHXPOHU3UPYEMOTO COODIIEHU, TO

ecTb 910 He Beerja ‘Peerld® Tekyiero mosab3oBaTeisi.
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e J/I1s1 SSDP ne npenycmorpenn! nakersl Tuma ‘Packet Type::INIT.

e [Ipu cuHXpOHU3AIME POUCXOAUT ciejytomiee. Ctpoutcs cuaxpoHusaTop ‘Self-
Synchronizer‘, comepzkaimuii nHopMalnio 06 ajpecax JIPYruX YCTPONUCTB HOJIb-
3oBaTesis ‘other mnodes’, cnmcok KOHTAKTOB ‘contacts’ M CHHXPOHM3ATOPHI Ya-
TOB ‘chat syncs‘. 9TOT CHHXPOHU3ATOP OTIPABJIAETCS OCTATBLHBIM YCTPOICTBAM
noJsibzoBaTess B makere ‘PacketType::HI INIT*, ma uro npuxogdar oTBeThI THIa,
‘Packet Type::ACK _HI INIT®, conepxkaliiyie CHHXpOHI3ATOP COCTOSHUS, OTJIU-
yaroIuiica or orupasjeHHoro. Jlajgee KaykIoMy yCTPOICTBY OTIIPABJISIETCS MH-
nuBuyabHbIil cunxporusarop ‘PacketType::HI‘, nocsie gero naumnaercsi cun-
XPOHU3AINS UCTOPHiT coobIeHnit (apeca yeTpoicTB U KOHTAKThI ObLIN CHHXPO-

rusuposanbl makerom ‘PacketType:: ACK HI INITY).

2.3.3 IlceBaonaBuramnusi B ceTu

Yposenb "MeshNet" mpescrapisier coboit HeHalnpapjeHHbIH rpad, B KOTOPDIi
BxojsT Bee yerpoiicta (‘Node') ceru. Ha takom rpade Bo3aMO)kKHA HABUTAIUS, TO
eCTh TOUCK IIYTH OT OJIHOI BEPIIMHBI K JIpyTroil. OjiHAKO, apXUTEKTypa YPOBHs CETH

AdeJIa€T 9TO HEBO3MOXKHBIM 110 CJIE€AYIOIINUM IIPDUYNHAM.

e IlMeeT cMBICT NCKATh HE OIPeJIeIEHHOE YCTPONCTBO OJIB30BATEs, & JII0ObIe ero

YCTPOICTBA.

e ['pacd senenTpasm3oBaH, TO €CTh He XPAHUTCS Ha OJHOM ycTpoiicTe. [leren-
TpaJIM3allysl JOCTUraeTcd IyTEM pa3Jie/leHnsT Ha HaKJaJ blBaloliyuecs rpadbl —

Ha KazKJIOM YCTPOICTBE XPAHATCA TOJBKO €r0 COCEJIN.

e [fonck ma rpade OCIOKHIETCA €mME W TeM, 9TO T'pad MOKET MepecTPOUTLCS

ObICTpee, YeM aJrOpUTM 3aBEPIIUT paboTy.

Taxast apxuTekTypa obecliednBaeT aHOHUMHOCTEL B ceTn. OIHAKO I COXpaHe-
Husi 3Banus friend-to-friend ceru mpoTokoJibl, peaan3yeMmbie Ha STOM YPOBHE, JIOJIK-
HBbI COXPAHSTh U30JIAINIO OT JIPYTUX YPOBHEM, ec/ii I0JIb30BaTeIeM He Pa3perieHo

nHOE.
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2.3.4 NAT Traversal

NAT (Network Address Translator) — Texroorusi, MO3BOJISTIONIAS yCTPOCTBAM,
HaXOANIMCS B JIOKAJBHON CETH, MCIOJIb30BATbH OJIMH'2 IyOJIMUHbI aJpec B CeTH
Wnreprer. OcnoBnoit dyukmneit NAT gapisercs obecriederHne NCXOISIIX TOIKIIO-
gennii. [Ipu npoxoxkgennn makera depe3 NAT B 3arosioske IP npusarubriit [P 3amens-
ercs Ha myoymanblii [P, a B 3aro/ioBke TpaHCIOPTHOI'O IIPOTOKOJIA IOPT € JIOKAJIbHOI
MAIIIMHBI 3aMeHsAeTCd Ha IYOJMYHBINA OPT. JTa 3aMeHa He II03BOJIsieT HAIIPSIMYIO
MOJIKJTIOUAThCs U3 ceTu MHTepHeT K MalmHe U3 JIOKaJIbHON CeTH.

CymectBytor ciejytorue sujsl NAT [4,7].

e Full Cone — mape (JoKaJIbHBIIH ajpec, MOPT) CTABUTCS B COOTBETCTBUE €JIMH-
crBeHHAas napa (myOJUdHbI aJpec, TopT), MPH 9TOM BXOJAIINE MAKEThl MOI'Y'T

HIPUHUMATHLCSI OT JII000M MAIIMHBI 13 BHEIIHEH CeTH.

e Restricted Cone — mape (J1okaJIbHBII a/Ipec, OPT) CTABUTCS B COOTBETCTBHE T1a-
pa (myOJIMIHbI ajipec, TTopT), MPU STOM BXOJISIIIIE MAKETBI MOI'YT TPUHIMATHCST

TOJIBKO OT aJIpeca, KOTOPOMY OTHPAaBJIAINCH TAKEThI.

e Port Restricted Cone — nape (JIoKaJIbHBIH aJIpec, OPT) CTABUTCSI B COOTBETCTBIE
mapa (IyOJIMaHbIi apec, MOPT), TIPH STOM BXOJISIIIE TAKEThl MOTYT TPUHIMATh-

C4d TOJIBKO OT a/ipe€Ca 1 I1opTa, KOTOPOMY OTIIPDABJIAJINCH ITaKETHI.

e Symmetric — nape (JIOKaJbHBII aJpec, MOPT) CTABUTCSI B COOTBETCTBHE YHIU-
KaJIbHasl cydaiinas napa (myOJndHbI ajpec, MOpT), MPU 9TOM BXOJAIINE Ia-
KEThl MOT'YT IIPUHUMATBHCA TOJBKO OT aJipeca U MopTa, KOTOPOMY OTIIPABJIAINCH

IMTaKEeTbI, 1 NHUINAJIN3allusd COCANMHEHNA N3BHE HEBO3MOXKHA.

UDP Hole Punching

UDP Hole Punching, nnu npoopaceiBanne UDP nmopros, — criocod npeogosieHust
NAT npu nomornnu ciayzxednoro cepsepa. B YAP2P takumu ciiykeOHbIMEI cepBepaMi
SIBJISIIOTCST yCTPOfCTBa TOJIb30BaTeseil co crarndeckumu [P ajnpecamu, BiaiesbIibl

KOTOPOI'O pa3pernialoT X HCI0Jb30BaTh. Pazdepém nojpodnee ajaropurm UDP Hole
Punching [4,5,10].

12Tak Kak HyOIIIHLIN aapec HCHOJL3yeTcs He IIOCTOSHHO, IPH IEPEermomKIIOMeHNd K CeTH MyOIMTHEIN aapec
MOZKeT U3MEHSAThCS.
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Cwmpics asroputMa coctouT B oomane NAT. Ilycrs y Hac ecthb jiBa ycTpoiicTBa
Nodel u Node2 co cBouMu NpUBATHBIMEU U TYOJTUIHBIMU aJIpecaMu U IOpTamMu. Y
Nodel n Node2 ectb oo i 60see 3aakoMoe obonM ycrpoiictBo Nodel ¢ myomd-
HeiM [P ajipecom, mcrosibdyemoe Kak cepBep. YIPOIIEHHBINH ajaroputM st YAP2P

COCTOUT B CJIEJIYIOIIEM.

0. Node0 3naer npuBarHbie U myGIHdHbIE apeca U HOpThl (B ciaydae YAP2P mo
HECKOJILKO TIOPTOB JIJIsI pa3HbBIX ypoBHEil, pu 3ToM mopT mist "' SelfNet "epenaéres

TOJIBKO YCTpOcTBaM TOro e mojib3oBareis) yerpoiicts Nodel u Node2.

1. Nodel obpamaercs kK Node0 ¢ nenbio cBszarbesd ¢ Node2 Ha orpejeéHHOM

YPOBHE CETN.

2. Node0 coobmaer Nodel nybamunbie n npuBaTHble ajgpeca u mopThl Node2, a
Node2 — Nodel.

3. Nodel maunnaer otnpasky coobmennii Ha 06a'® agpeca Node2, Node2 — Nodel
(‘Packet Type::HI").

4. Ecnn ycraHoBuTcd coeJinHenne 1o npuBaTHbiM ajipecam — Nodel n Node2 naxo-
JISITCsL B OJIHOM JIOKaJIbHOI ceTn, To ecTb 1o ogunM NAT. Eciu 1o myOimdaHbiM
aspecam, 1o Nodel n Node2 HaxomsTcss B pasHbIX JIOKAJTBHBIX CETAX (3a pas-
aeiMit NAT), 6o opHo mim oba SBJSIFOTCS YCTPOHCTBAME CO CTATHIECKUMI

adpecaMi, KOTOPbIE HE Pa3pelI€eHO UCIIOJIb30BaTh KaK CEPBEpPa.

5. Ilocye YCTaHOBJIEHUA COCIMHEHNA MOXKHO HadMHATDL II€Epedady OCHOBHDLIX €000-

ICHUIA.

OueBUIHBIM MUHYCOM TaKOI'O TOJIXOJIA SIBJIAETCA HEOOXOIMMOCTh HAJMIUs 00-
X 3HAKOMBIX CEPBEPOB, IIPU 9TOM MUHUMYM OJMH 13 STUX CEPBEPOB JIOJIZKEH OBITh
AKTHBHBIM B TEKYIINII MOMEHT BpeMeHH. Tak:Ke, IOKa CeTh ABJIACTCA HEJOCTATOTHO
OOJIBINON, HYKHBI C/Iy?KeOHbIE cepBepa, KOTOPhIe TO3BOJIAT CeTH BhIpacTu. PaccMoT-

puUM pelieHue, KOTopoe I103BOJIACT n3berarb MCIIOJIH30BaHNISI CEPBEPOB.

T IpUBLIMHBIN U IPUBATHEII a/Ipeca U IOPTHI.
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Birthday Attack

15 gaxomsmuxcst 3a NAT, 6e3 ncrosib-

CymecTByer crocob'® csasu ycrpoiicTs
30BaHUsI CJIY?KEOHBIX CEPBEPOB. DTOT CIOCOD TpedyeT OOJIBIIOro Urcja NCXOISIIIX
MAKETOB, a TaKXKe aJipeca JIOJZKHBI ObITh U3BECTHBI. 10 ecTh CIocod MO3BOJIAET yra-
JIATh JIUITH TOPTHL.

[Tonoxkum, Nodel 3naer ajnpec Node2, Torga HaMm ocTaérest JIMIIb yrajlaTh, Ka-
Koif 13 65,535 MOPTOB UCTOJIL3YETCs /Il coeInHenns. Jlake mpr CKOPOCTH OTIIPABKI
B 100 maxkeToB B ceKyH/ Iy moHaobuTcs dosee 10 MUHYT Ha yraJbIBaHue MOPTA.

311ech Ha MOMOIIH TIPUXOIUT HapaoKe aHeil poxxaenusa'. Tak, mycTs Temneps y
ycrpoiictBa Node2 6yer oTkpbiTo, HampuMep, 256 nopros, a Nodel Oyaer nbiTaThes
yrajarh oJnH 13 HuX. laxkmm obpasom, Nodel yrajaeT HYy:KHBIN TOPT ¢ BEpPOATHO-
ctbio 99.9% 3a 2048 HOIBITOK.

Baxknoe 3ameuanne: Symmetric NATs Bcé Tak »Ke 0CTalOTCsA HEIPECTYITHBIMHE.

2.4 KoMMyHUKaIliisI B CETH

B sTom pasjiesie onmiiieM Bujibl KomMmyHukaiun Ha yposue "ContactNet". YAP2P
paccMaTpUBaeT MEePEeChLIKY 000 nHpOpMAaIIi Ha JaHHOM YPOBHE KaK I1€PECHLIKY
COOOIIeHNT 1 TPeJOCTABIISIET IPUMITUBDI JIJIsT XpaHeHnsT ncTopun coodbmennit. [a-
JIee B 9TOM pazjiesie OyeM pacemarpuBarh YAP2P kak 6ubsmoreky Jijist pa3padoTKu
peer-to-peer MecCeHI2KEPOB.

HamomunM, 9T0 Ha 9TOM ypOBHE IMPOMCXOAUT OCHOBHOE 00IeHne B ceTn. Briie-
JINM CJIeJIYIOIINe BU bl o0IeHns ojeit: " quasor" — obriienne aByx Jrojeit, "kaxas"
— OJIMH YeJIOBEK (rpytma Jiojedt) mnepegaét nahOpMAIIIO, a OCTAJbHBIE JIOAN TV
nHGOPMAIIO TOTpedIAioT, 1 "becena" — paBHONpaBHOE O0IEHNE IPYIIIILI Jiroeit. B
caydae KJINEHT-CEPBEPHON apXUTeKTyPhl CJI0KHOCTell HUKAKIX HeT: BCsl MHMOpMa-
ST XPaHUTCS Ha, cepBepe, TJie U IPOUCXOINUT €€ JIOMOJIHATe/IbHasT 00paboTKa, TaKast
KaK CUHXPOHI3AIISI HCTOPUHN cooDbIIennit. B 0JHOpaHTIOBBIX CeTsIX, BBULY OTCYTCTBUSI
cepBepoB, mpobJieMa XpaHeHUsT U CHHXPOHUBAINKI COOOIIEHNIT JIOYKUTCS Ha YCTPOIi-

CTBa Y9aCTHHKOB 4daTa. Hpo6ﬂeMa XpaHEHUA COO6H.[€HI/II7I pemacTcd aBTOMaTHICCKUM

Yhttps://tailscale.com/blog/how-nat-traversal-works#the-benefits-of-birthdays
15Bymem ucmonp30BaTh 0603HadeHnsd u3 2.3.4.
ohttps://shorturl.at/ah146
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y/laJIeHIeM CTapbixX COODIIEHUH 1 OrpaHUYeHIeM UCTOPHU YaTa MAaKCHMAJIbLHBIM KO-
qugecTBoM coobrennit. [Ipobiiema mepenadn coobeHnit Ha CeaHCOBOM YPOBHE pe-
IMAETCs TTPOTOKOJIOM cBs3u B cetn (Symmetric Datagram Protocol (2.3.2)), ognako
MX CUHXPOHU3AIMSI [IPOUCKOJUT HA YPOBEHD BBIIIIE.

PaccMoTpuM OCHOBHBIE CTPYKTYPBI, CBsI3aHHBIE C ODIIEHUEM T10JIb30BaTeIeil.

Kaxk 6nL10 YIIOMAHYTO BbIIIE, BBIAEJIAOTCA TPU BrUda 9aTOB.

enum Chat {
OneTo0One,
Channel,
Group,

+

e OneToOne — jmaJior, obIeHIe JIBYX I10JIb30BATEICH;
e Channel — JileKnnoHHAasT MOJIE/Ib OOIIEHNUS;

e Group — Oecejia rpylia MOJIb30BATEIEN.

B ‘Chat::OneToOne’ ygacTByIoT JiBoe 110JIb30BaTe/I€l, CIe0BaTeIbHO, COODIIIe-
HUsI IIPOCTO TepeatoTcst OT oHOoro K Jpyromy. B ciydae ‘Chat::Channel® u ‘Chat::Group*
IOJIy9aTh COODIIEHUsI OT OJIHOTO I0JIb30BaTE/Isl, Yepe3 KOTOPOro OCYINECTBIISLIOCH
HMOJIKJ/IIOUeHNe K 4JaTy, He yI00HO, TaK KaK 9TOT I0JIb30BaTe/b MOXKET ObITh OTKJIIO-
YeH OT CeTH JI0JIroe BpeMsi, JIuOO IPOCTO IMOKUHYTh YaT. B KauecTBe perieHust JaHHOI
1po0JIeMBI TIpeIJIaraeTcst OTIPABIISATEL B YaT cayxKeOHoe coodbienne ¢ ‘Peerld® HoBo-
ro ydgacTHuka data. KaxK/plil 13 yYaCTHUKOB YaTa IIPOBEpsieT, 3HAET JII OH JIaHHOT'O
[I0JIL30BATEJIsI, U, €CJI 3HAET, YBEIOMJIsIET ero 00 9TOM.

Eununeit oOiienns sBasieTcs: COODIEHNEe, OCHOBHBIMU XapaKTePUCTUKAMU KO-

TOPOI'O ABJIAIOTCA OTIIPpaBUTEJIb, BPpEMA OTIIPaBKU U CaMW JaHHBIE!

struct Message {
sender: Peer,
timestamp: ub4,
key: [u8; 32],
i1s_encrypted: bool,
data: Vec<u8>
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Coobirenne TakzKe OIIUOHAIBLHO IMHUMPYIOTCS TP IEPEChLIKE, OJHAKO KJIIOUH
b poBaHust XPAHTCsT B JIEOOOM cirydae (2.5).
WcTopust coolItiennii mpejicTapisier coboil CIIMCOK COODINeHni daTa, a Tak:Ke

XapaKTEPUCTUKHN YaTa U HaKJ/IadblBa€MbI€C Ha HEI'O OI'PaHNYCHUMA:

struct History {
chat_t: Chat,
chat_id: [u8; 32],
is_encrypted: bool,
top_key: KeyChain,
top_timestamp: Mutex<u64>,
constraint: usize,
soft_ttl: ub4,
hard_ttl: u64,
messages: Mutex<Vec<Message>>,

other_members: Mutex<Vec<Peer>>

PaccMoTpuM HEKOTOpPBIE 110JIsg CTPYKTYP:
e ‘chat id‘ — muenTuduxarop vara;
e ‘is _encrypted’ — mmudpyroTcst i COOOIIEHUS TP TTEPECHLIKE;
e ‘top key' — crpykTypa juid XpaneHus u OOHOBJIEHUSA KJITOYell;
e ‘top timestamp® — Bpems MocJie/IHETO COOOITIEHNS B YaTe;
e ‘constraint’ — MakcmMaJIbHOE YUCJIO COOOITennii B uaTe j0 ucredenus ‘hard ttl';

e ‘soft ttl° — time to live coobirenuit, Bo BpeMsi KOTOPOI'O MOYKET XPAHUTbHCS JIIO-

060e KOJIM1IeCTBO COODINEHMIT;

e ‘hard ttl' — makcmmasbHBIl time to live cooOrenmit, Bce COOOIIEHNS CTAPIIIE

VIAJISIOTCS U3 UCTOPUN COOOIIEHMIT;
e ‘messages’ — Bce COOOIEHUs B JaTe,;

e ‘other members’ — yuacTHUKEN YaTa, KpoMe TEKYIIETO MOJb30BATES.
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2.4.1 One-to-one

CaMblil TONyJISIPHBIN U TIPOCTOM BUJI KOMMYHUKAIIII: OJMH [TOJIb30BATEb IPO-
CTO OTIIPaBJIsieT COODIIEeHMs JpyroMy IoJib3oBaTeso. llobp3oBaresnn 3apanee 3Ha-
KOMBI 1 3HAIOT KJIIOUN IMNPOBAHUs, UCTOPUN NHUINAINSIPOBAHBI. DTOT BapUaHT

SIBJISIETCST TPUBHAJIBHBIM JIJIsT TPOTOKOJIA 00MeHns B cetn (2.3.2).

2.4.2 One-to-many

JIeKIIMOHHBIN BUJ| KOMMYHUKAIIUN: CYIIECTBYET TaK HA3bIBACMbINH 8 IMUHUCTDA~
TOp KaHaJla, KOTOPLIi mmepegaér Bcio nadopMmalmio B dare. Y "mexropa" mHer mpo-
OJieM ¢ CHHXpOHM3aIeil Kirodeil mudpobaHus, a "ciaymareasm" HeoOXOUMO JIHIIb
MOJTy9aTh COOOIIEHNS B HY?KHOM MOPSAJIKE, YTOObI n30eraTh OMMOOK MpU eI poB-

Ke.

2.4.3 Many-to-many

Becejipl HaTypasibHee paccMaTpuBaTh KakK JIMajior JAByX U 0OoJjiee oJIb30BaTe-
Jsieit. OHAKO TaKOil IOJX0/ MOYKET BBhI3BATH IIPOOJIEMBbI IIPU 3aIlIUIIEHHON 1Iepeaie
cOODIIEeHNIT 13-3a MOCTOsIHHON CMeHbI KJioda mmdpoBaHus. Kak aJbTepHaTHBHBII
IIOJIXOJI IIPeJIJIaraeTcs MPeJICTaB/IsITh Oecebl KaK 00beInHEeHNe KaHAJIOB, aMUHU-
CTpaTOpaMi KOTOPBIX SIBJISIIOTCS YJICHBI O€CEIbI.

[IpemyioxkeHHbIi aJIbTepHATUBHBII 110/1X0/1 TpedyeT JInO0 XpaHeHus COOCTBEHHOIT
UCTOPUN JIJIST KayKJIOro ydacTKa Oece/ibl, JIMOO OTCJICKUBaHUs KJIIOUa (M pPOBaHUs
1 BPEMEHH II0CJIE/IHEr0 COODIEHMsT KaXK0r0 yJacTHUKa Oecejibl. [IepBhiilt BapuanT
CTPOUTCSI Ha OCHOBE OIMCAHHON BBIIIE CTPYKTYPbI, KOTJa JJIsi BTOPOI'O BapHaHTa
Tpedyerca Moaudukaius. Obe CTpyKTYPhl HOCAT OJIHO Ha3BaHUE U B OJTHOM ITPHJIO-
JKeHUH MOYKET OBbITh UCIIOJIb30BAaH TOJIBKO OJIHA U3 HUX. BhIOpaTh, KaKyi0 CTPYKTYPY
JICIIOJIB30BATE, MOYKHO IPH MOIKTIOUCHNE OHOIIOTEKN BHIOOPOM HyzkHOI feature!”.

Pazbepém Oezomnachyio i cuHXpoHu3anuu cTpykTypy ‘History® mojapobnee.
Omna otimaaeTcst oT 0ObIYHOMN oHUM 11oJ1eM: ‘top key' 3amenén Ha ‘top encryptor’.
Hosoe 1oJie siBjsieTcst cjoBapéM, CTaBsIIIIIM B COOTBETCTBHE KarkKJIOMYy YUYaCTHUKY
Oecenibl cBoit KoHTeltHep ‘TopEncryptor, B KoTopoM oTcieKnBaeTcsa K04 Mg po-

BaHUs 1 BpeMs IIOCJIEIHEI0 COODICHUSI.

"https://doc.rust-lang.org/cargo/reference/features.html
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struct TopEncryptor {
key: KeyChain,

timestamp: u64

CrpyKTypa sBJIeTCsS YUCTO BHYTpeHHeil u He sBjsercs dactbio API 6ubjmo-
8

Tekn. Beibop cTpykryps! ‘History* mponcxoanT depes yeaoBHYIO KOMIMIAIIIO .
struct History {

chat_t: Chat,

chat_id: [u8; 32],

1s_encrypted: bool,

top_encryptor: Mutex<HashMap<Peerld, TopEncryptor>>,

top_timestamp: Mutex<u64>,

constraint: usize,

soft_ttl: ub4,

hard_ttl: u64,

messages: Mutex<Vec<Message>>,

other_members: Mutex<Vec<Peer>>

2.5 bBe3omnacHocTh B ceTu

[Ipu paszpaboTke TPOTOKOIa OE€30MACHOCTH B CETH B TIEPBYIO OUYepe/Ih BHUMAHNE
yJIeIs10ch o0Ienuio mojb3oBareseit ‘OneToOne’, To ecTh npsgMomy oOMeHY CO00-
IMIEHNI MeXKJIy JIByMs IoJib3oBaTessaMu. OTHAKO J0JZKHA Obljia ObITH MOJJIEPHKKA
JIPYTUX BUJIOB OOIIeHusi Oe3 CyIeCTBEeHHbIX U3MeHEeHUl B JIOruKe OY/IYIIUX MPUJIO-
JKeauit. PazpaboTammblil MpOTOKOJ TaKzKe JIOJYKEH NMETh BO3MOYKHOCTD PACITUPEHUS
B OY/IyIIEeM.

Pemennem crajio mpuMenenne CUMMETPUYHOIO aJropuTMa mudpoBanms ¢ 256-
onTHBIM KJI0UOM (110 ymosrdamnmio npeparaercs AES-256). Obmen kimodamu mnpn
yCTaHOBKE KOHTAKTa MKy JBYMs IMOJTb30BATEIIMEI TPOUCXOIUT ITOCPEICTBOM ITPO-

TokoJia ooMena kjoueit Diffie-Hellman. [Ipu oOmene coobineHusIMU IIpeiiaraercst

Bhttps://doc.rust-lang.org/reference/conditional-compilation.html
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IIOCTOSIHHO OOHOBJIATH KJto4 ImudpoBanusd. g obecriedenunst HEIPEPHLIBHOIO CHH-
XPOHHOIO OOHOBJIEHHSI KJIoUeil mudpoBaHusl HCI0JIb3yeTcs: TexHosorust blockchain.
Paccmorpum anropuTMbl IOCTPOEHUsI, 0OMeHa, 11 OOHOBJIEHUSI KJIoueil udpo-

BaHUs 0OoJiee I10JIPOOHO.

2.5.1 Diffie-Hellman

Diffie-Hellman — kpunrorpadudeckuii mpoToKOJI, TO3BOJISIONIII 10Ib30BaTe-

JIAM IIOJIYYUTD CereTHbeI KJIIOY I1O0 HGSaHH/IHIéHHOMy KaHaJly CBA3H.

sd Diffie-Hellman J
letg
let p

Alice

— a
leta ; ; letb
letA=g*a % p 5 5 letB=g"b % p
5 1:A '
Lr 2:B ;
Iets=B"a%p'7 i Iets=A"b%pj

Pucynok 2.1 Asnropur™m obmena kjtoueit Diffie-Hellman

Bob

PaccmoTrpum nogpobHee cTPYKTYPhI, HCIIOIb3YeMbIe JIJIS 9TOIO aJIIOPUTMA.

struct DHConfig {
base: u64,

modulus: u64

B anropurMe HCIOB3YIOTCA JIBE 00IIKe JIJIst BceX KOHCTaHTHRI: ‘base’ n ‘modulus’
(‘g m ‘p‘ Ha pucyHke 2.1 COOTBETCTBEHHO) — OCHOBAHKE U MOJLYJIb (MOJIYJIb JIOJIZKEH

obTh ipocThiM gncioM). ‘DHConfig' ncronbayercst st XpaHeHust 9TUX KOHCTAHT.

struct DH {
config: DHConfig,
private_key: u32
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‘DH‘ — ocHoBHast cTpyKTYypa, olpeieisitonias jgoruky ajropursma Diffie-Hellman,
XpaHsiast KOH(UIYPAIIIO AJITOPUTMA U CTeHePUPOBAHHBII IPUBATHBIN K0T (‘a‘ u
‘b* Ha pucyHke 2.1). DTa CTPYKTYpa MO3BOJISIET Oy INTh MyOJIMTHBIH KJTIOU, 8 TaKKe
IIPUBATHBIN KJIIOY.

[IyOnmuanbIil K109 Ipu oOMeHe IepelaéTcd HesiBHO: KaK ObLIo ommcaHo B 2.1,
‘Peerld’ cocrout u3 16 6aiiToB, ceMb M3 KOTOPBIX — CO BTOPOI'O 110 BOCHBMOIl BKJIIO-
GUTEIBHO — IPEJCTABIISIIOT cOO0it H6-OuTHBIN 1y mvHbIil K049 (TO ecTb ‘p* — 56
OUTOBOE IIPOCTOE THCJIO).

[IpuBaTHbIii KJt049 noiydaercs u3 ‘DH u ‘Peer® mosb3oBaTesisi, ¢ KOTOPbIM ycTa-
HABJINBAETCs KOHTAKT. TaK KaK IPUBATHBIN KJII0Y TaKxKe UMeeT JIMHY 56 OUT, OH Ha
npsimyto He npuMennM B AES256. B mmdpoBaHun MCIoib3yeTcs: X310 M0y YeHHOTO

IyOJIMYIHOTO KJI09a, BIUNCIsIeMblit ajaropurmom SHA256.

2.5.2 KeyChain

‘KeyChain‘ — 6s10k1eitn 6e3 XpaHeHus Beeil nenu Kitoueit. [Ipoctoit, HO a3 dek-

TUBHBIN C110COO OOHOBJIEHUS KJIFOUa MIN(POBAHMUS.

struct KeyChain {
top: Mutex<[u8; 32]>

HoBblit KJII09 ¢cTpONTCST KaK X311 OT IIPEJIBILYIIEero KJoda, 1 ePeaHHOI0 HOBOI'O
KJtova (32-6aiiTHoro 6J0Ka).

Takum obpaszom, K104 MG POBAHNS IIOCTOSIHHO 00OHOBJIsIeTCs. Kpome Toro, 3710-
YMBIIJIEHHUKY JIJIsT B3/I0Ma COOOIIEHIsT HeOOXOINMO XPAaHUTh BCIO IEIb COOOICHMT

C MOMe€HTa yIa49HOI'O B3JIOMa.
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SAKJIIOYEHUE

B xojie paboThl OBLIN NCCIEIOBAHBI PA3JIMTIHBIE TIOJIXO/IbI K pa3padOTKe CeTEBbIX
HMPUJIOYKEHUIT, CYIIECTBYIONINE OJJTHOPAHIOBBIE CETH, a TaKzKe MPOOJIEMbI, CBI3aHHbIC
¢ pa3paboTKoil peer-to-peer NpUJIOKEHHIl, CyIIeCTBYIOINE B cOBpeMeHHoil ceTu IH-
TepHET.

PesyibraToMm paboThl craja 6ubanoTeka sl pa3BEPThIBAHUSI peer-to-peer ceTu
Ha si3bIKe TporpammupoBanns Rust, peammsyiomas pyHKIMOHAT I CHATHS OTPa-
Hu4IeHusT "OJINH 110/1b30BaTEe/Ib — OJIHO YCTPOiicTBO" 1 1M03BOJIAONIAST PEATIT30BbIBATD
HPUKJIAJIHBIE IPUJIOZKEHUST Ha OCHOBE IIPEJIJIOYKEHHON HOBOI ToroJioruu. Bubmorexka
paspaboTaHa C IEeJIbI0 YIPOIIEHUS pa3spabOTKN W OTKPBITHS HOBLIX BO3MOYKHOCTEIT
[IPU ITPOEKTUPOBAHUE peer-to-peer MpuiozKeHuii.

B nepcrektuBe craButcs 3ajada pacimupenns API Oubimorekn m pasBuTus
PEeJIOZKEHHBIX B HEll KOHIICIHINIT 1 ITPOTOKOJIOB.

Peer-to-Peer cetn spistiorcst nnrepectoit rexnosiorueii. C pa3BuTueM n poCcTOM
cetn MHTepHeT ux ucnob3oBaHne crajo MeHee ynooubiM. Onnako, P2P cetn siBis-
I0TCS TIOJIE3HBIM 0a3MCOM JIJIsT CO3JIaHts pa3IMIHbIX MpHIoKenuii. Peer-to-peer cern
n Blockchain asnsiorcea ocrosoit Web3.0 — Oymymum mokosiennem cetu Vnreprer

— 1 YAP2P moxkeT cTaTh €ro 4acTblo.
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IMTPNJIO2ZKEHUE A

Penosutopuii npoekra na GitHub

YAP2P github repo qr-code
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ITPNJIO2ZKEHUE b

Crpannna 6ubjmoTeKku Ha crates.io

YAP2P crates.io page qr-code
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ITPNJIO2ZKEHUE B

JokymeHTaruss oubamoTeKn

YAP2P documentation qr-code
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