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BBEJIEHUE

C pocrom u pazsutuem cetu MHTEpHET pa3zpaboTKa OJHOPAHTOBBIX (peer-to-peer)
cereil cTasia cioxKHee: ¢ ncuepnanueM ajipecos [Pv4 nosgsunach Texnosorns Network
Address Translator, o0beanHsifonas yCTPOcTBa B JOKAJbHBIE CETH U HE JAfOIast
ycTpoiicTBaM OeCIpersiTCTBeHHO B3auMO/IeliCTBOBATD ¢ YCTpoiicTBAMU U3 JIPYIUX JIO-
KaJIbHBIX cereil. Tenepb oJlHOpaHTroOBbIEe CeTH 00si3aHbl UMEThH cepBepa B CBOECH apXul-
TEKTYPE, UTO POJHUT €€ ¢ KJIMEHT-CePBEPHOIl apXuTeKTypoil. OT/indueM siBJISTFOTCsI
JINIIIL TPebOBaHUs K XapaKTePUCTUKAM CEPBEPOB.

Peer-to-peer ceru uMeroT psiji HEJIOCTATKOB:

® BBICOKOE IOTPEOJICHUE PECYypCOB Ha, YCTPONCTBAX: M KJIMEHTCKasl, U CepBEpHAast
4acTb 00beJIMHEHbl B OJHY IIPOIPAMMY, BCE JIAHHBIE XPAHSTCsS Y I10JIb30BATEJIsI

ceTu;

® OI'paHM4YeHne OJUH I110JIb30BaTE/JIb — OJHO yCTpOﬁCTBO (B N3BECTHLIX peaJIn3allli-

AX);
® OI'PaAaHNMYEHHOCTDH B BOSMO2KHOCTIX;

® CJIO?KHOCTDL B MCIIOJIbL30OBaHUU,

0e3011aCcHOCTD 1epeiadn THMOPMAIIN.

B puniomuoii pabore OyzieT paspadoTana 6ubmoreka yap2p /sl pa3BEPThIBAHUS
peer-to-peer ceTu Ha sA3bIKe IporpamMupoBatnsg Rust. Bubianoreka Oyer npegocras-
JIITH BO3MOYKHOCTH Pa3padOTKU Pa3/JIMUHbIX TPUKJIAHBIX NPUIOKEHHU, 9TO Oy1eT
JlocTUraThcst HOBOIt Torostorueit cetn. YAP2P takyke Oyner npejocraBisitTb HabOP
CTPYKTYP U IPOTOKOJIOB, IO3BOJISIIONINX II0JIb30BATE/ISIM CEeTH UMETh 00Jiee OJHOTO
ycrpoiicTBa. s 6ojiee onTUMaIbHON 3aIUThl COOOIIEHNI MTPEJII0YKEH HOBBIH TTPO-
TOKOJI 3aIUTHI NHMOPMAITIHT HA OCHOBE CUMMETPUIHOTO MU POBAHNIA 1 TEXHOJIOTUN
OJIOKUeliH.

B xoje BbITIOJIHEHNS JTUIIJIOMHOIT pabOThI OBLIN MOCTABJICHBI CJIEIYIONINE 3a/1aM:

e lIzyuenne Teopun KOMIBIOTEPHDBIX CETEI.



e IIzyuenne cymecTBYOMNX I0JIX0/IOB K IIOCTPOCHUIO peer-to-peer cereii.
e [IpoekTupoBanue coOCTBEHHOI ceTH, peliatoleil HeJIOCTaTKN CYIIeCTBYONINX.

e PaspaboTka IpOTOKOJIA CBSI3U B CETU U IOJIKIIOUEHHS K Heil.



I'')TABA 1

Heobxonumple cBejeHII O CeTAIX

1.1 DTajloHHBIE MOJIEJN

B Teopun KOMITBIOTEPHBIX CeTell BLIAECIAIOT JIBE STAJOHHBIE MOJICTN apXUTEKTY-
pel: OSI u TCP/IP. D1 mMomenn mnpeacTaBisitor coboil JiejieHne ceTn Ha YPOBHH,
a Takyke HabOp NMpPOTOKOJOB. HecMoTpst Ha TO, UTO MPOTOKOJIBI, CBSI3aHHbBIE C dTa-
JoHHOI Mojesibio OSI, ceifyac He MCHOJIB3YIOTCs, caMa MOJICTb JIO CUX TOp BEChbMa
akTyasbHa. B aranonnoit mojesn TCP /IP Bece HaoGopoT: cama Mojiesib ceifaac mouTn
HE HCIOJIB3YETCsI, & ee IIPOTOKOJIbI SIBJIAIOTCS €/IBa JI He CaMbIMI PaclpOCTPaHeH-
ubiMu. B copemennoit cetu mogesnn OSI u TCP/IP ciyzkar 1BYM pasHbIM IEJIsM.
Mogens TCP/IP — 910 Momenb peaqusaliun, TOCKOJbKY OHa MPeI0CTaBIsIeT PYKO-
BOJICTBO JIJIsT TeX, KTO OyjeT co3j@aBarhb cereBoe 000OPYI0BaHUE U IPOrPAMMHOE
obecrieuenne, copmectmoe ¢ TCP /TP. Momens OSI — 90, ckopee, abcTpakTHAST MO-
JIeTb, KOTOPYIO MOYKHO HCIOJTB30BATH JIJIsI MIOHUMAHWS IMHPOKOTO CIIEKTPa, CETEBBIX

apxurekTyp. |[11,13]

1.1.1 OSI

Mogenrs OSI cocronT m3 cemu ypoBHeii:

1. ®usuuecknii YPOBEHDL 3aHUMAaCTCA HeHOCpe,ZLCTBeHHOfI Hepeﬂaqeﬁ JaHHDbIX I10 Ka-

HaJly CBS3MU.

2. KanayibHbril ypoBeHb obecriedmBaeT B3auMojeiicTBue (pU3NIECKOTO0 U CETEBOTO
yposueit. O0HApYKUBAET 1 KOPPEKTUPYET OMUOKN Tepelavdn JIAHHBIX Ha (PU3K-
YeCKOM yPOBHE OT CETEBOTO YPOBHS, a TaKrKe 0DeclieunBaeT COTJIACOBAHUE CKO-

pOCTeil B CeTH.

3. CeTeBoil ypoBeHb 3aHIMAETCS yIIPABJICHIEM ONEPAIIAME MOJICETH, OCHOBHOI 13
KOTOPBIX ABJISETCI MAPIIPYyTU3aIUs IAKETOB, TO €CTh OIPeJIeJIeHUE IYTH, 110 KO-

TOPOMY OY/IET OCYIIECTBIIATHCS TEPEChIIKa MaKeToB. B cirydae BBICOKON HAIpys3-



KU [IPOUCXOJUT IIepecTpoiika MaplIpyTa, U3-3a 4ero IocjeoBaTe/IbHble TTaKeThl

MOTYT UJITH 110 CETU PA3HBIMU MYTSIMU U MPUXOIUTH ajpecaTy B pa3HOOOIl.

4. TpancnopTHBII YPOBEHL ABJIAETCS MPOCTOIKON ME¥KIy CeaHCOBBIM N CETEBBIM
yposusiMu. ObecrieqnBaeT NPaBUIbLHYIO JOCTABKY JIAHHBIX, & TaKyKe U30JIUPyeT
00J1e€ BBICOKHE YPOBHH OT KaKUX-JIMOO M3MEHEeHHil B allllapaTHON TeXHOJIOIUU C

T€YCHNEM BPEMEHMU.

5. CeaHCOBBIIT yPOBEHD 1103BOJISIET 110JIH30BATEIISIM PA3IMIHBIX YCTPONCTB yCTaHaB-
JINBATh CEAHCHI CBA3M JPYT ¢ APyroM. [Ipm 3ToMm mpeocTaBisioTcs pa3andHble

TUITbI CEPBUCOB, CPEJIM KOTOPBIX:

® yIIpaBJIeHUE JINAJIONOM — OTCJIe;KUBaHUE OYEPEJHOCTH IepeJladn JaHHbIX;

e yIIpaBJIcHUEe MapKepaMu — I[IPeJIOTBPallleHue OJITHOBPEMEHHOT'O BbITIOJTHEHU S

KPUTUYHOIT orepaluyi HECKOJIbKUMU CUCTEMaMU;

® CUHXPOHU3AIMS — YCTAHOBKA CJIYXKEOHBIX METOK BHYTPH JIJTMHHBIX COOOIIE-
HII, TTO3BOJIAIONINX ITPOJIOJIKUATL Iepeiady ¢ TOI'0 MecTa, Ha KOTOPOM OHa

obopBaJiach, Jlaxke 1mocje cOosi 1 BOCCTAHOBJICHHSI.

6. YpoBeHb IIpeJICTaBJIeHNS 3aHUMAETCS 110 OOJIbIIell YacTH CUHTAKCHCOM U Ce-
MaHTHUKOI TiepeaBaemoii nadopmaruu. [Ipeodpasyer paszamdnble BHyTpEeHHUE
IpeJICTaB/IeHNs JAHHBIX B CTAHIAPTU3NPOBAHHBIN BUJ, TEM CAMBIM IIPEIOCTaB-
JIsish BOBMOXKHOCTD OTIPeJiesIeHNs M I3MEHEHUs CTPYKTYP JaHHBIX O0JIee BBICOKOTO
ypoBHs. g nosbimenns 3pdMeKTUBHOCTH 0OMeHa TeKCTaMU U IpadpuiaecKIMn
N300payKeHIAMI YPOBEHD MPEJICTABICHUS MOYXKET OKa3bIBATH YCJIYTH IO CXKaTHU-
f0/pacrakoBke nupopmMaln. K GyHKIUIM YPOBHS MPECTABICHUST OTHOCHTCST
TaKKe KOJIMpoBaHne rpadniecKnx 1300 pazKeHnii, ayiuo u BUJIe0 B COOTBETCTBUN

¢ pasnmanbiMu crangapramu, vanpumep JPEG, MPEG, TIFF. [12]

7. IIpukJjiajiHoit ypoBeHb — ypPOBEHb, Ha KOTOPOM (BYHKITMOHUPYIOT ITPUJIOXKEHHUS.

Taxkxke K 9TOMY YPOBHIO OTHOCUTCA O0JIbIIAas YaCTh U3BECTHBIX IIPOTOKOJIOB IIE-

pejgaun gaHubix, Takux kak HTTP, FTP, SMTP, DNS.

1.1.2 TCP/IP

B ormumanu or OSI, apxurekrypa TCP/IP cocrout u3 4erbipéx ypoBHei:

7



1. KanabHblit ypOBEHb MOYKHO CUNTAThH 00beInHEeHNeM (PU3MIECKOI0 U KaHaIbHO-

ro yposneit mozxesm OSI.

2. MexkcereBoil ypoBeHb, nji ypoeHb [P, cooTBeTCcTBYET ceTeBOMY yPOBHIO MO/IEIH
OSI. Ha stom ypoBHe BBoJUTCs TPOTOKOJI [P ¢ jomoHITe IbHBIM ITPOTOKOJIOM
ICMP (Internet Control Message Protocol, nHTepHeT mpoTOKOJI YIIpaB/IeHUs CO-

OOIIeHNIT ), UCIOIB3YIOMUMCsI, HATIPUMED, B YTUJINTE traceroute.

3. TpamncnopTHblit ypoBeHbL 00be/InHAET B cebe TPAHCIOPTHDLIN U CeaHCOBDLIN yPOB-
au Mojtesin OSI. TIpoToKoJIbI 9TOTO ypPOoBHS OYIYT PACCMOTPEHBI B CJIEIyIONIEM
naparpade. lagee B paboTe ceaHCOBBI yPOBEHb OYJIET BBIICISITHCA B PaAMKax

mogiesin TCP /TP mexkty TpaHCIOPTHBIM U TPUKJIQIHBIM YPOBHSIMU.

4. ITpukitajiHoit ypoBeHb 00be/iHAET B ceOe YPOBEHb IPEJICTABJICHUS W ITPUKJIAI-

HOi1 ypoBenb mojen OSI.

B cern NnaTepner ncnosb3yiored ase Bepcun nporoxkosa IP: IPv4 u IPv6. B na-
JaJie BOCbMUJICCATHIX — Ha MOMEHT u3obperenus [Pv4 — cuurasoch, uro MaTepHer
OY/IyT UCIIOJIB30BATh JINIIL YHUBEPCUTETDI, ITPABUTEIHCTBO, KPYITHBIE KOMITAHUN, TTO-
STOMY CO3JIATeN ceTH nocunTasu, 4to 232 (Gosee HeTHIPEX MULIMADIOB, Ha Je/e B
aJIpecalliil y9acTByeT MPUMEPHO Ha YeTBEPTh MEHBINE) aPecoB JIOJIKHO XBATUTh.
O iHako yzke depes JIeCsTh JIeT CTaJIO sICHO, YTO YeThIPEX MUJLIUAP/IOB aJ[pECOB Ma-
JIO, U TIOSIBIJIACH TIOTPEOHOCTH PACIIPATEL ceTh. C pa3HuIleil B JiBa rojia MOsIBIINCH
nsa perenns: Network Address Translator (NAT, mait 1994-ro) u IPv6 (nexabpb
1995-r0).

NATSs cozmanm HOBYIO MpoOJIeMy: Ipenoaragoch, 9To KaxK/iasg MaIllnHa, M10]I-
KJIOUEHHAs K CEeTH, JIOJPKHA UMETh BO3MOXKHOCTL CBA3ATLCS C JIIOOOH Apyroit ma-
mmHoi cetn Hanpsimyto; NATS ke Jtorndecku BBesIl KOHIEIIUIO JIOKAJbHBIX ceTell B
pamkax cetu VIHTepHET U, KakK cjejcTBUe, MyOJIMIHbIe 1 TPUBATHBIC ajipeca. Terephb
MOKHO OBLJIO BBIJIaBaTh aJipec He KaxKJI0MY YCTPOMCTBY, a IeJI0ii I'PyIIIe YCTPOMCTB.
Bosee Toro, mybmyunbIe ajipeca MOYKHO SKOHOMUTH U JIPYTUM CIIOCOOOM: ITPH OTKJTIO-
YeHUU JIOKAJIbHOI ceTu OT r1o0ajbHOM, €€ ImyOJMYHBIN ajJpec HepeaaBajics APYroit
ceTn — JuHaMmdecKas ajpecaiius. OpHako Ternepb Mpolajia BO3MOXKHOCTD MPIMOif
CBSA3U JIBYX XOCTOB, YTO 3aTpYy/IHSIET pa3paboTKy peer-to-peer mpuioxkenuii. bosiee

oAPOOHO 3Ta 1podeMa OyaeT pazobpana B 2.3.4.
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[Pv6 nmeer yxe aJIPeCcoB, UTO PEIIaeT MpodJIeMy HEXBATKE ajpecoB (1 1103~

BOJIsIET XOPOIIO paboTaTh peer-to-peer MpuIoKeHHsIM), OJHAKO MMeeT CBOU HeJIO-

CT&TKI/I1 .

1.2 TpaHcropTHBIE TPOTOKOJIbI

B NuTepHere HAIILIN CBOE TPUMEHEHHUE JIBA OCHOBHBIX ITPOTOKO/1a TPAHCIIOPTHOTO
YPOBHSI, OJWH W3 KOTOPBIX TPeOYeT YCTAHOBJICHUS COCTMHEHW, JAPYToil — HeT. DTH
IIPOTOKOJIBI JIOTIOJIHAIOT JIPYT ApyTa. [IpoTokoiom 6e3 ycTaHoB/IeHns COeTMHEHUS STB-
ngerca UDP, ne nenatommit npakTHIecK HUYEro, KpoMe OTIPABKU AaKETOB MEK Ty
MPUJIOYKEHUSIME, TTO3BOJISAS MTOCTETHIM HaJICTPAuBATh CBOM COOCTBEHHBIE ITPOTOKO-
sbl. I[Iporokosiom ¢ ycranoBsienneMm coejunenns: sipjsiercss 1TCP, obecrneumBarorumii
HAJIE?KHOCTb CETH, BBINOJIHSSA TOBTOPHYIO TIepejiady JIaHHBIX, & TaKyKe OCYIIeCTB-
JISIeT yIpaBJ/ieHne MOTOKOM JIaHHBIX W KOHTPOJIb MEPErpy3Ku — U BCE ITO OT JIUIIA
[PUJIOYKEHIT, KOTOPbIE €ro NCIOJIB3YIOT.

B cienyromux pasjenax Mol paccmorpuMm TCP u UDP, a rakke nporokos QUIC,
dopMasbHO HE CIUTAIONIUICA TPOTOKOJIOM TPAHCIOPTHOTO YPOBHS, TaK KaK sSBJIs-

ercst HaJcTpoiikoit Haj UDP.

1.2.1 TCP

[Tporokosr TCP (Transmission Control Protocol — mporokost yipasienust mepe-
nadeit) ObLT CreruajabHO pa3paboTaH jjist 00ecevdeHs Hale?KHOIO CKBO3HOTO Haii-
TOBOT'O TIOTOKA I10 HeHa1exKHOi ceTr. O0beInHEeHHAs] CeTh OTJIMYAeTC OT OT/IEIbHOI
CeTU TeM, 4TO €€ Pa3/InUYHble yIaCTKI MOI'YT 00/1a/laTh CHJIBHO Pas3/ndaloiieiics To-
OJIOTHEH, ITPOIIYCKHOI CIIOCOOHOCTHIO, 3HAYCHUSIMU BPEMEHN 3a/1ePyKKI, pa3MepaMu
naxkeToB u aApyrumu napamerpamu. [Ipu paspadorke TCP ocHoBHOe BHUMAaHNE y/ie-
JISLJIOCh CIIOCOOHOCTH IIPOTOKOJIA aJIallTUPOBATHCS K CBOHCTBAM O0beMHEHHON! ceTn
1 OTKA30yCTONYINBOCTH IIPU BO3HUKHOBEHUH PA3IHIHBIX podsiem. [11]

B pamkax paboTsl Hac OyjeT HHTEPECOBATH JIUIIIb JIBE XapaKTEPUCTUKH ITPOTOKO-
Jla: CIIOCOOHOCTH COXPAHATDH IEJOCTHOCTH JIAHHBIX, TO €CTh JOCTaBJISITh BCE ITaKeThl

1 BOCCTaHaBJINBATh UX IIOCJIEJOBATCIIBHOCTL, N1 YCTaHOBKa JIOTMYCCKOI'O COCANHECHUA

Thabr.com: Yto Takoe u 3atem myzxen IPv6? (shorturl.at/iSWO03)


https://habr.com/en/companies/droider/articles/568778/
shorturl.at/iSW03

B Hebe3zomacHoil ceTu. s pertenns 3aj1aqm cOXpaHEHUs EeJTOCTHOCTU JIAHHBIX HC-
MOJTB3YIOTCH MTOPSTKOBBIE HOMeEpa TTAKEeTOB, a TaKyKe HAKOINTETbLHOe TTOITBEPK IeHIE
MOJIYUEHUs MTaKeTOB. DTy BO3MOXKHOCTL 00ECTIeUMBAET CXeMa JBOITHOrO PYKOTOYKa-
THs (TMOKa3aHbl CUHUM Ha pucyHkax 1.1, 1.2), mcrosb3yemast jjist CHHXPOHU3AIIN
COCTOsIHUSI OTHPABUTE IS U oy daress. [11]

BesomacuocTs coeunenust obecrednBaet mpotokosa TLS (Transport Layer Secu-
rity). TLS ucnosib3yer acummerpudnoe b poBanue Jijist ay TeHTU(MUKAIIN, CHMMET-
puuHoe mudpoBaHne i KOHMUIEHTTHAJIHLHOCTH U KOJIbI Ay TEHTUYHOCTH COOOITIEeHN T
JUIA COXPAHEHUs IeJOCTHOCTH coobIenuit>. Ha JaHnblii MOMEHT HCIOIB3YIOTCS JIBE
sepcun: TLS1.2 (ucmosb3yer jiBa MUKJ/Ia CBSA3H, OKA3aHO OeKeBbIM Ha pucyHke 1.1),

TLS1.3 (ucrosib3yer oJiH UK/ CBSA3U, MOKA3aHO OEXKEBbIM Ha pucyHke 1.2).

sd TCP+TLS 1.2

Peer A Peer B

SYN ACK

. 2 : SYN ACK
ClientHello 3:HELLO
ServerHello
Certificate
ServerHelloDone
4 : HELLO
ClientkeyExchange
ChangeCipherSpec
Finished
5: CERT, FIN
ChangeCipherSpec
Finished
6 : CERT, FIN

Pucynok 1.1 Cxema ycranoBknu coegunenuss TCP ¢ ncnonmszoBannem TLS 1.2

[ToBepx nporokosia TCP mocTpoeHbl TPOTOKOJIbI IIPUKJIAIHOTO YPOBHS, TPeOyo-

e rnepejgady JaHHbIxX 6e3 nmorepb, HanpuMep FTP, SMTP u HT'TP.

’https://ru.wikipedia.org/wiki/TLS
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sd TCP+TLS 1.3 J

Peer A Peer B

SYN ACK

SYN § 1:SYN

2:SYNACK

ClientHello 3:HELLO

Certificate
ServerHelloDon

ChangeCipherSpec 7

ServerHello
e

Finished

iA 4 :HELLO, CERT, FIN
ClientkeyExchange 7

ChangeCipherSpec
Finished

Pucynok 1.2 Cxema ycranoBkn coeaunenust TCP ¢ ncnoszosannem TLS 1.3

1.2.2 UDP

B orsimaune or TCP, B UDP He npejiycmorpen KOHTPOJIb JI0CTaBKHU 11akeToB. 1o
CYTHU TPOUCXOJUT CJIeNas MepechblIKa JTaHHbIX 06€3 MOJTBEPXKIACHUA OT Oy IaATes.
UDP wucnonb3yercst B TaKux HMpUKJIQJIHBIX MpoToKoaax, Kak DNS (Domain Name
System — cucrema gomennbix umén®) u RPC (Remote Procedure Call — BbIzos yia-
JIEHHOI TIporie Ty phi?).

BBuy oTCyTCTBUS rapaHTHil MEJOCTHOCTH M O€301IacHOCTU Tepegadn JTaHHbIX,
3arojioBok UDP cosepKuT Jiniib MOPTHI OTIPABUTE/IS U TOJIydaTesIsd, pa3Mep Ma-
KeTa U KOHTPOJIbHYIO cyMMy. IIpOTOKOJT TakzKe He ycTaHABINBAET MPeIBAPUTETBHOE

coeJIMHEHNeE.

3https://ru.wikipedia.org/wiki/DNS
‘https://ru.wikipedia.org/wiki/Remote_procedure_call
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1.2.3 QUIC

[Iporokor QUIC (Quick UDP Internet Connections), Kak cjieyer u3 Ha3BaHus,
nocTpoet mosepx nporokosa UDP. I[Tporokosr® 6611 pazpaboran kommanueit Google B
2013 roxy xax anbrepHaTuba 1poTokoy TCP ¢ MeHbIeli 3a/1epKKOil Ipu yCTaHOBKE
COeJINHEHNST: CHHXPOHU3AIINs ITakeToB n HacTpoiika TLS mponcxoanT 3a oiuH payHI

(Pucynoxk 1.3). [§]
sd QuIC )

Peer A Peer B

INITIAL 1:INITIAL, HELLO

INITIAL
ServerHello
e

ClientHello

Certificate
ServerHelloDon

ChangeCipherSpec B‘

Finished

2 D INITIAL, HELLO, CERT, FIN

ChangeCipherSpec

ClientkeyExchange
Finished

Pucynok 1.3 Cxema ycranoBku coegunenus QUIC

UDP B cBsi3ke ¢ QUIC ucnosszyerest B HI'TP /3 o cpasrenuio ¢ TCP+TLS1.3
B HTTP /2. [3]

1.3 Tonosiornum cerei

CereBasi TomoJIoOrnsg — 9T0 KoHpuUrypaius rpada, BepIImHaM KOTOPOIO COOT-
BETCTBYIOT KOHEUHbIE Y3JIbl CeTH (KOMIIBIOTEPbI U MapIIPyTU3aTOPhI), a pébpam —
dbusmueckne mwim nHGOPMAIIHOHHbIE CBSI3H MEKIY BepITinHAMIL
Hajiee OynyT mpejcTaBieHbl OCHOBHBIE TOHOJIOrMN ceTu. OOBIYHO BCTpPEUAIOTCsI

He OoTJeJIbHbIe TOIIOJIOTHHN, a UX KOM6I/IHaHI/H/I.

Shttps://ru.wikipedia.org/wiki/QUIC
Shttps://en.wikipedia.org/wiki/Network_topology
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1.3.1 TIloanocBa3Hag

Tomostorug, B KOTOPOit Kazk/10e yCTPOUCTBO HEMOCPEICTBEHHO CBI3aHO CO BCEMMU

OCTaJIbHbIMM yCTpOfICTBaMH B CeTH, TO €CTb COO6LLL€HI/ISI NAYT HallpAMYIO.

Pucynoxk 1.4

1.3.2 Illuna

Tomnostorus, B KOTOpOii KarkJioe YCTPOICTBO MOJKJIIOUEHO K 00Ieil MarucTpaJin.
CoobirieHne mpoiiIeT yepes Kazk10e yCTPOHCTBO, HAXOSIIeecss MeK/ Iy OTIIPpaBUTEIeM

1 I1oJry4daTeJIeM.

Pucynoxk 1.5
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1.3.3 3Be3Ia

Kazk10e yeTpoiicTBO B CETH MOAKJIIOUEHO K OJHOMY Xaby, depe3 KOTOPBIi 1 Ipo-
ucxonuT KoMmyHukarnusi. Jajiee B pabore Ha MecTe xaba OyIeT APYyroe yCTpoiicTBO

CeTHU, KOTOPBIl BBITOJTHSAET POJIb Xaba-MapIIpyTH3aTopa.

Pucynoxk 1.6

1.3.4 Kouabno

B nmanHOiT TomoJsiorun Bce yCTpOICTBa CBA3aHbI B HEPA3PBhIBHOE KOJIbIO. DTy TO-

IIOJIOTHIO MOYKHO TaKKe IIPEJICTABUTh Kak 3aMKHYTYyI0 "tmHy".

Pucynox 1.7
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I'JTABA 2
Yet Another P2P

B pamkax 3T0it paboThl paspadaTbiBaeTcsa OUOIMOTEKa JIJIsI PA3BEPTHIBAHISI Peer-
to-peer cetu Ha s3bIKe nporpammuposatus Rust [1,2,6,9]. [puniunbsr mocTpoeHust
ceTu B OMOJIMOTEKE OTJIMYIAIOTCS OT IPUBBIYHBIX, SIBJIAIOTCS HOBATOPCKUMM. BBOIIT-
¢ HOBas KOHIIENIINS TTOJIb30BaTe el B ceTH, a MMEHHO UX BO3MOXKHOCTH U ITPUHITNATI
nojikovYeHus K cetn (2.1). Pazpaboran mpoTokosT mepeadn cooOIeHnii B ceTu, mo-
crpoennsiit moepx UDP (2.3.2). Taxzke 6ubsmmorexka npeocTaB/isieT HHCTPYMEHTa-

puit it obecriedennst HAEKHOTO MMIH(POBAHNST CUMMETPUIHBIM AJTOPUTMOM (2.5).

2.1 Ilonp3oBaTesqin ceru

B coBpemennom mupe y rosb3oBateseil cetu MHTepHET 00BIYHO nMeeTcst OoJiee
oJiHoro ycrpoiictBa ¢ joctynom K Muartepuery. B 6ubimoreke ncrnoab3yioTes CJery-

IOIT1e KOHIIEIINN:
e ‘Peer’ — yHUKaJIbHBIN TOJIB30BATEb CETH;

e ‘Node' — ycrpoiicTBO I0JIb30BaTENA, TO €CTh KarKJbIil I10/Ib30BATEb MOYKET

nMeThb 60J1ee OJHOTO YCTPONHCTBA.

[Tonb3oBaTesb B cetn uiaeHTuunupyercs mapoit ‘Peerld® u nmenem nosbzoBare-
g, riae ‘Peerld — 128-6uTHbI ajipec, NCHOIB3YyEeMblil TaKxKe JJId 0OMeHa KII0UYaMH
mudpoBanus (1MoapobHee 0 MOCTPOEHNH U UCHoJb3oBannu B 2.5). Pacemorpum ne-

[10JIb3YEeMbIC CTPYKTYPBI.

struct PeerId {

inner: [u8; 16]

[TepsbiMm GaiiToM ycranaBiuBaercst dncyo ‘111° (kak njaentuBrkatop cetn YAP2P),
cJIe Ty oIme ceMb 6ANTOB UCIOIB3YIOTCS JIJIst XPAHEHUST IyOIMIHOTO KJTto4a, (110, [po0-
Hee B 2.5), MOC/Ie/HIE BOCEMb OAiiTOB SIBJISIOTCS IIPOBEPOTHON CYyMMOI X314 UMEHH

II0JIB30BaTeJIAd.
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struct Peer {
id: PeerlId,

name: String

‘Peer’ KoHcTpyupyeTcss 1pu II€pBOM 3allyCKe, CMEHa MMEHU I10JIb30BaTelisd He
IIPeyCMOTPEHA.

st BBesienust cTpyKTyphl ‘Node' HeoOX0IMMO BBECTH CTPYKTYPY JJIst XPaHEeHUsT
azpeca ycrpoiictBa B cetn UuaTepHeT. B crpykType ‘Addr’ mpegycMoTpeHa BO3MOK-
HOCTDb ncrojib3oBanust kak 1Pv4, tak u [Pv6 (‘Option’ — ocobasi enum-cTpykTypa,

ucrosib3yeMas B Rust i uzbexkanus sunavennii ‘null‘l).

struct Addr {
V4: Option<Ipv4Addr>,
V6: Option<Ipv6Addr>

‘Addr' MoxkeT 0HOBPEMEHHO XPAHUTHL 00€ BEPCUH aJIpeca. DTO CAETIAHO C IO

MIPOCTOTHI TIOJIJIEPYKKN B OY/TyIIIEM.

struct Node {
peer: Peer,
device: ul6,
addrs: Mutex<Addr>

O6cy M 1o IpodHee T0JIsT CTPYKTYPhI:

e ‘peer’ — IOJIB30BATE/b, KOTOPOMY NPUHAJJIEZKUT YCTPONHCTBO;
e ‘device’ — HOMEp yCTpOIiCTBa, AHAJIOr TIOPTa B CETEBOM aJIPECE;

e ‘addrs’ — Tekymuii ceTeBoii ajipec ycrpoiicta; ‘Mutex' 371ech UCIIOIB3YETCsI J1JIsT
peanuzarnun narrepHa Interior Mutability, aro mo3Bossier Ha JjeTy 0Oe30macHO

U3MEHATb HEM3MEHAEMbIE CTPYKTYPbI JaHHBIX.

"https://doc.rust-lang.org/std/option/enum.Option.html
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Ist 6osiee ynobHOTO 1 9DPEKTUBHOIO XPAHEHHSI BCEX YCTPOMCTB 110J1b30BaTe/ 15

OyJieM nCIoJib3oBaTh cTPYKTypy ‘Contact’:

struct Contact {
peer: Peer,
addrs: Mutex<HashMap<ul6, (Addr, ul6)>>

31ech moMuMo mHGOpPMAaIUI O I0Jb30BaTese ‘Peer’ XpaHuTCs KOJIEKIUsI, CTa-
Bslllasi B COOTBETCTBHE HOMEpY ycTpoiicTBa ero ajgpec ‘Addr’ n ucrnob3yeMblii TOPT.
Beujty ykazaHust mopra, 3Ta CTPyKTypa IpUMEHUMA JINIb Ha KOHKPETHOM YPOBHE
cetn (2.2.2, 2.3.2).

2.2 TomoJjsiorng certu

BoJibImmHCTBO HEJI0CTaTKOB peer-to-peer cereil, MpUBEIEHHBIX BO BBEJICHNN, TIPE/I-
JlaraeTcsl peliaTh BBeJleHneM HOBOI Tonostornn. [1osToMy TOmo/10rms OTIndaeTcss OT
HarboJIee 4acTo UCI0/Ib3yEeMbIX B OJIHOPAHIOBBIX ceTdaX. Tak, Hambojee pacipocrpa-
HEHHBIM IIOJIXOJIOM sIBJIdeTca ncnoJib3opanne Distributed Hash Tables mis moncka
KOHTAKTOB U MHOIIA MAPIIPYTU3AIIN COOOIIEHIITZ. AJIBTepHATHBHBIM MOIXO0I0M 5B
JIeTcs NCIOJIb30BaHNe Mell-ceTeil, Kak, HanpuMep, B cetn Yggdrasil®.

B YAP2P npemnaraercs pasgenntb cerb Ha ypoBHH. OCHOBHBIE YPOBHU CETH

(ypoBHH, mpejiaraeMbie B paboTe, OJHAKO BO3MOYKHO CO3JIAHHUE JOTIOJHUTETHHBIX

yPOBHeil):
e "ContactNet" — ocHoBHOII ypoBeHb ceTH, Ha KOTOPOM IIPOUCXOJIUT OOIIeHne
[10JIb30BATEJICIH;
e "SelfNet" — ypoBeHb, O3BOJIAIONINIT OJTHOMY IIOJIL30BATEIO IMETH Cpa3y HECKOJIb-

KO YCTPOIICTB;

e "MeshNet" — ypoBenb, HCIOJIb3yEMbIil ¢ 11E/IbI0 M30aBUTHCSI OT BCIIOMOTATE b

HBIX CEPBEPOB, a TaKZKe HOBBOJIHIOH_[I/Iﬁ peaJIn30BbIBATh PAa3JIMIHBbIC ITPUJIOZKEHM .

’https://jenkov.com/tutorials/p2p/index.html
3https://yggdrasil-network.github.io/, https://habr.com/en/articles/547250/
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2.2.1 ContactNet

Kak 6b110 ommcano B 2.1, KaxKJIblii 110J1b30BaTEeNb ceTu — ‘Peer’ — mMoxkeT nmerh
Heckosibko ycrpoiictB ‘Node'. "ContactNet" spisiercst eguHCTBEHHBIM U3 TIpejijia-
raeMbIX YPOBHEil ceTH, KOTOPbIii paboTaeT ¢ I0JIb30BaTe/IIMU, a He C OTIAeIbHBIMU
YCTPOICTBaMU.

Ha sTom ypoBHe mpoucxoauT obMeH cooOIeHusaMu. Tak Kak coobIenue Iepe-
CBLJIAETCs OT OJHOT'O YCTPOICTBA OJHOIO II0JIb30BATE ST BCEM YCTPOHCTBAM JIPYIOTro
I0JTb30BATEIs, TO HEOOXO UM ITPOTOKOJ Iepe/iladil JIaHHbBIX, CIIOCOOHBIN K HMINPOKO-
BEIAHUIO — IIEPECHLIKE OJHUX M TeX Ke JIAHHBIX Cpa3y HECKOJbKUM YCTPONCTBAM.
Jist 97010 OBLT paszpaboTan MPOTOKOJ ceancoBoro yposus SDP (2.3.2), mocTpoenHbiit
nosepx mpoTtokoa UDP.

st obecrieveHnst 3alUThl IIepechblIaeMoil nHMOPMAaIUN [IPe/JIaraeTcsl UCIO b
30BaTh IIPEJICTABJIEHHOE B 2.5 pellleHue.

"ContactNet" umeer ronosoruio "sse3a" (Pucynok 1.6), Beprmaamu KOTOpOit
SIBJISIIOTCS 110JIB30BATE/IN. DTOT rpad s KarKJIoro yCTpoHCTBa CBOM, K TOMY Ke
JIAHHBIE C 9TOI'0 YPOBHS HE JIOJZKHBI HANPAMYIO TONaJaTh HU Ha JIPYrue ypPOBHU

CeTH, HN K APYI'UM II0JIb30BaTEJIAM.

2.2.2 SelfNet

"SelfNet" moszBosisieT CHHXPOHU3UPOBATH COCTOSTHUS (CIMCOK KOHTAKTOB, CIIICOK
YCTPOICTB, NCTOPUN Coo6meHm“1) YCTPONCTB OJTHOTO ToIb30BaTessd. s mepegaan
COOOIIEHNT HA 9TOM YPOBHE HCIOJIB3YeTCsT MOAMMUIIMPOBAHHBIN ITPoTOKO SDP —
SSDP (2.3.2).

"SelfNet" wumeer nosHoCBsI3HYIO Tonosornto (Pucynok 1.4) — KaxKkjoe ycTpoii-
CTBO XPAHUT CIMCOK OCTAJIBHBIX YCTPOHCTB MOJIb30BATE/s (HAJIOKEHNE HECKOJIbKIX

"3é31" MaéT MOJHOCBAZHBIN rpad).

2.2.3 MeshNet

"MeshNet" cBsi3biBaeT Bce yecTpoiicTBa ceTH, P STOM OCTaBJIsIA HEBO3ZMOYKHBIMI
nonck u Hasuranuio (2.3.3).
"MeshNet" sapistercst memn-cerbio, pasouroit Ha rpadnl "3Be3ma 1t Kazk10ro

YCTpOﬁCTBa. Ha raxoii APXUTEKTYPE BOSMO?KHO CO3JaHMNE Pa3JINIHbIX HpI/I.HO}KeHI/Iﬁ
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¢ MOJUPUKAIMSIMU U3-33 0COOEHHOCTHU TOIOJIOTHH.
[IpumepoM Takoro HpMJIOXKEeHUs MOYKeT ObITb paclpejie/iéHHas 0a3a JaHHBIX B

KaKOM-JINOO KOMITQHUU:

® y KayKJIOro COTPYTHIKA MOYKET OBITh HECKOJBKO YCTPONCTB;
® BhIjIeJIeHHBIE YCTPOHCTBA XPAHAT YacTh Oa3bl JJaHHbBIX;
® COTPYJHUK MOYKET CJeJaTh 3alpoc K pacipeae/IeHHoil dase;

® 3aITPOC PACXOJIUTCH T10 CETH, U, €CJIN Y KaKOro JTUO0 YCTPONCTBa HAXOIUTCS OTBET
Ha 3al1pPoC, ITOT OTBET BO3BpAIAETCS 110 CETU K YCTPOICTBY, ¢ KOTOPOT'O JleIajics

3aI1poc, JUOO K JF0OOMY YCTPONCTBY COTPYJIHUKA, Je/IaBIIero 3alpoc;

® JJaHHbIC JOJI?KHBI ,B;y@HHpOBaTbCH Ha HECKOJIbKUX yCTpOIQ/JICTBaX7 TO €CTh HUKaKasd

3alllICh HEe OOJI?KHa XPaHUTbLCA Ha € JMHCTBEHHOM YCTpOfICTBe B CeTu.

Takum oopazom, "MeshNet" mozBosisier pacnupsaTsh GyHKIMOHAJ CETH PeATn3a-

OAMU HY2KHBIX aJIT'OPUTMOB.

2.3 IIporokoJibl ceTn

B srom naparpade OyayT pasodpaHbl HEKOTOPbIE IIPOTOKOJIbI, IIpejjiaraemble
OMOIMOTEKO KaK Ha MIEOJOrNIeCKOM YPOBHE, TaK U Ha TexHmdeckoMm. K mpeosorn-
YeCKUM OTHECEM IIpejiIaraeMble PelleHns 110 MOIKIUYEeHNI0 HOBBIX I10JIb30BaTeseil K
CeTU, K TEXHNYECKIM — IIPOTOKOJIbI CEAHCOBOI'O YPOBHS, padbOTAIOIIe Ha PA3INIHBIX
ypoBHsIX cetn. HekoTopble u3 mpeicraB/ieHHbIX jlajiee OIMUCAHNN TPOTOKOJIOB SIBJISI-
I0TCsl TEXHUYIECKIMI 3aJJaHUSIMU K OyIyIIUM MOJYJISIM OHOJIMOTEKAM U IIPOJLYKTAM,

IIOCTPOEHHBIM C ITOMOIIBLIO 9TO OUOJINOTEKN.

2.3.1 IloakirodyeHue K ceTn

Yet Another P2P mnperensyer na spanue friend-to-friend* cern, To ects oo-
PAHTOBOIT CeTH, B KOTOPOIl MpsMBbIE COeJIMHEHNS YCTaHABIUBAIOTCSA TOJBKO C 3apaHee

BBIOPAHHBIMH TTOJIb30BaTeAMu. XoTa ypoBeHb "MeshNet" u ycranaBimBaer cBs3b

‘https://ru.wikipedia.org/wiki/Friend-to-friend
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C HE3HAKOMBIMU JINYHO 10JIB30BATE/IAME, PEJIIIOJIaraeTcs, YTO aJrOPUTMbl HA STOM
ypoBHE OYJIyT HU30JIMPOBAHBI OT JIPYTHX U OYIAYT UCIOJIB30BATHCA TOJBKO JIJIA CJIy-
JKeOHBIX IIeJIeil.

[TepBoe nojkr0UeHne HOBOTO moJib30BaTest (PeerB, Bob) k cetu ocyrectsiisier-
CsI TOCPEJICTBOM JIpyToro moJib3oBatess cetn (PeerA, Alice). [Tpu srom Alice mipejio-
craBisier Bob kKoHUrypalnnonHyo nHMOOPMAIMIO I HOJKJII0UeHUsT K CeTH, B KO-
TOPOI TaK»Ke cojlepKuTcst nHgopMalins o TekyiineMm ycrpoiictse Alice — ‘Node‘. Bob
OTIPAaBJIIET COODINEHNE C 3alPOCOM O TOJAKJIIOYEHUH, B KOTOPOM YK€ COJIEPYKUTCSI
nnentndukarop dara (2.4). Alice u Bob obmenusatorcst nnhopmarmeii 06 akTHB-
HBIX yCTPOWCTBax Jpyr jpyra n nnnnmaamsupyor dar. Takxke Alice nepegaér Bob
undopmannio o ceoux cocengax Ha yposHe "MeshNet" s mepBoro monk/rodeHmst
Bob k neii.

HobaB/ieHne HOBOI'O MOJIL30BATE/IsI B KOHTAKTHI OT J00aBJIEHNsT HOBOI'O ITOJIb30BAa-
TeJIsl B CeTh IVIABHBIM 00pPa30M OTJINYAETCsl OTCYTCTBUEM CUHXPOHU3AIMU Ha YPOBHE
"MeshNet": crarudeckne IP agpeca sBISIOTCS peIKOCTHIO M HMPEICTABISIOT OOJIhb-
VIO IIEHHOCTDb JJIsSI CeTH, TaK KakK Yepe3 HUX MOKEeT yCTaHABJIUBATHCS COEINHEHUE
MEKJIY TI0JIb30BATE/ISIMU U MTOJIK/II0UEHIe CTaphIX I10Jb30BaTe el IIPU yTpaTe Coen-
HeHns. 'To ecTh ecyn He yKa3aHO nHoe, Ha ypoeHb "MeshNet" mnepematorcs gaHHbie
0 JITOOBIX HOBBIX M3BECTHBIX cTaTndeckux IP ajipecax.

JlobajieHne HOBBIX ToJIb30BaTe el B Gece bl U KaHAJbL (2.4) oTmdaercst OT J10-
OaBJieHNs] B KOHTAKTBI CJICJIYIONUM: HOBasd MCTOPUsT COOOIICHUIT HEe MHUIUAJIU3UDY-
eTCsI, BMECTO 9TOI'0 HOBBII MOJIH30BATE/b MOy daeT KOH(MUIYPAIIIO YK CYIIECTBY-
IOIeil BMeCTe ¢ TEeKYIIUM IIPUBATHBIM KJo4doM mmudposanus. Eciau Alice nu Bob emé
He ObLIM B KOHTaKTaxX JpPYr y Jpyra, TO MOMUMO KoHpurypanuu Gecebl/KaHasa,
IIPONCXOANT W CO3JaHne HOBOro jmajora. /lajee Bce mosb3oBaresnn dara, K KOTO-
POMY IIPOUCXO/INJIO TIOJK/IOUEHNE, IPOBEPAIOT, ecTh Jin Bob y HUX B KOHTakTax, u
ecJim ecTh, To Bob Temnepsb MokeT 1oJiydaTh 0OHOBJIEHUs He TOJIbKO oT Alice, HO 1 OT

APYTUX SHAKOMBIX U3 9TOI'O HaTa.

2.3.2 (CBg3b B ceTtu

J171s1 ocyIIecTBACHUS CBI3U B CETH HEOOXOIUM TPaHCIIOPTHBIIN IIPOTOKOJI, HE yCTa~
HaBMBatoIuii coequnennst (mogpobree B 2.3.4). Takske 9TOT MPOTOKOJ JOJIZKEH

IpeJoCTaBJIATL BOSMO2KHOCTL HIMPOKOBEIITaHM . Taxkum O6p&3OM7 HE IIOAXOAUT IIPO-
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tokoJs1 TCP. QUIC B cBoto odepejnb He HOJIYUILI JOCTATOUHO HINPOKOIO PACIIPOCTPAa-
HEeHIs 1 TaK Ke He MOJJIep:KuBaeT mupoKoBeranne. [losToMy, /st cBa3u B ceTn ObI-
JIn pa3paboTaHbl ITPOTOKOJIBI CEAHCOBOTO ypOBHs, rnocTpoeHHble mosepx UDP. IIpo-
TOKOJIbI, padboTatorne Ha ypoHsx "ContactNet" un "SelfNet" , paccmorpennr gasee
B 9TOM paszJelie.

PacecmoTpum HEKOTOPYIO OOIIYIO JJIsSI BCEX ITPOTOKOJIOB JIOTHKY, 8 NMEHHO 3aro-

JIOBOK TIAKETOB. KT0o cTpyKTypa BBIVISINT CJIEIYIONIIM 00pa3oM:

struct Header {
protocol_type: ProtocolType,
packet_type: PacketType,
length: ul6,
src_id: PeerlId,

rec_id: PeerId

‘protocol type’ — Tum ucnosibzyemoro nmpotokosia; ‘Protocol Type' siBistercst Boch-
MIGUTOBBIM ylaroM (OCTPOEHHLIM IIpu HoMmomn Gubsnorekn bitflags®), B pa-
oore pacemorpensl ‘Protocol Type:{SDP, SSDP}*.

e ‘packet type' — Tum makera, cojepxKamunii B cebe darn s onpegesenus Jo-

I'UKN 00pabOTKHU TaKeTa.

e ‘length® — nymHa Bcero makera B OaiiTax, MaKCHMaJ/IbHOE 3HAUEHHE IIPE/III0Iara-
erca B 1220.

e ‘src_id' — uaeHTHMUKATOP OTHPABUTE/IS.

e ‘rec_id" — mjeHTHMUKATOD MOJTYIATETS.

J171s1 IpOTOKOJI0B 0OMEHa, COODIEHUSIME, Pa300paHHbIMU JIajiee B 3TOM pasjielie,

TaK »Ke CYIIeCTBYeT o0Ias JIOThKa. PaccMOTprM HEKOTOPbIE U3 OOIINUX CTPYKTYP.

Shttps://crates.io/crates/bitflags
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struct Packet {
header: Header,
chat_sync: ChatSynchronizer,
packet_sync: PacketSynchronizer,

payload: Vec<u8>

[TakeT siBIsieTcst MUHUMAJIBHOI ejuauiieil ornpasku. [Tomumo 3arooska ‘header
OH COJIEPXKHUT CHHXPOHW3ATOp JaTa ‘chat sync’, ykasbIBarommii, K KaKOMy 4aTy OT-
HOCUTCS TIAKET, CHHXPOHM3ATOP TAaKeTOB ‘packet sync’, MCIoOIb3yeMblil TJIaBHBIM 00~
pasoM JIJIsi BOCCTAHOBJICHUSI IOPsIJIKA [TAKETOB IPHU IOJYYEHUU, U caMy Harpy3Ky
‘payload’, coueprkalyio repecbliaeMyto nHbopMalo. Pa3zmep makera orpaHundu-
BaeTcs 1220 Gaiframu i TOro, 9Tobbl ynoBreTBopaTh Maximum Transition UnitS;
QUIC u3 rex ke coobpaxkenuii orpaanaubaer pasmep raxkeros 1200 Gaiiramu [8]. 3a-
I'OJIOBOK, CHHXPOHI3ATOD YaTa U CHHXPOHU3ATOP IaKeTOB 3aHNMAIOT COOTBETCTBEHHO
36, 40 u 24 6Gaiita. Takum obpazom, pa3zmep Harpysku orpanudmBaetcs 1120 Oaii-
tamu. Takoe orpaHnyeHne UCIOJb3yeTcs, Tak Kak 1120 sBisierTcss MaKCHMaJIbHBIM

JIOTTYCTUMBIM pa3MepoM, pas0OuBaromMcs Ha 0J10kn 1o 16 HafitoB — pa3mep OJ10Ka

mudposanns AES (2.5).

struct ChatSynchronizer {
chat_id: [u8; 32],

timestamp: u64

e ‘chat id" — unentuduxkarop Jara;
e ‘timestamp’ — BpeMms 1oc/IeHEr0 COOOIIEHNS 3 daTa.

struct PacketSynchronizer {
timestamp: ub4,
n_packets: u64,
packet_id: u64

Shttps://en.wikipedia.org/wiki/Maximum_transmission_unit
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e ‘timestamp’ — BpeMs cO3J1aHUs OTIPABJISIEMOTO COODIIEHNS;

e ‘n_packets’ — KoJIMIeCTBO MAKETOB B TPaH3aKIINN, BOZMOYKHA CUTYyallls, KOTJa

[MHaKeT B TpaH3aKIINN OJMNH,;

e ‘packet id"' — mjenTndukaTop nakera B TPaAH3AKIIIH.

JlaHHble JJIsI OTIIPABKU He BCerJa MOI'YT IIOMeCTUThed B onuH nakeT. C IeJibio
paspellenns 3Toii MpodIeMbl BBOJUTCs MTOHSTHE TPAH3aKIINKI, 1 BMECTE C HIM CTPYK-

Typa ‘Transaction'.

enum Transaction {
First {
first_packet: Packet,
rest_of_payload: VecDeque<Vec<u8>>

s
Rest {

first_packet_id: u64,

payload: Mutex<VecDeque<Packet>>
+

“Transaction’ gBJisieTcst mepedrcaeHneM ¢ JIBYMsI BO3MOXKHbIMI BapuaHnTaMmu: ‘First’
n ‘Rest’ Jutst mepBoro n ocTajibHBIX ITaKETOB COOTBETCTBEHHO.
T ‘M Hander® u ‘M \
aK>Ke NCIOJIL3YIOTCH JiBe BcrioMoraresbable cTpyKTyphl ‘MessageHander’ n ‘Message
‘MessageWrapper ucroJjib3yercs JJjisi liepejiadu cooOIIeHnI Ha OTIPaBKY 1 00padoT-
KN NpUHATHIX coobiiennii. ‘MessageHander® siBisieTcst BcriomoraTe/ibHOM CTPYKTY-

poil, ciyzalieil /1 00paboTKH ellé /10 KOHIIA He NPUHSTHIX TPaH3aKIUIi.

Symmetric Datagram Protocol

Symmetric Datagram Protocol, manee SDP, siBjisiercsi OCHOBHBIM ITPOTOKOJIOM
CBSI3U B CeTU. DTOT PoToKoJ roctpoer rnoepx UDP. Tak kak nporokos UDP ne
yCTaHABJUBACT COCJIMHEHUs C yAaJEéHHbIM ycTpoiictBoM, SDP Tpebyer pasjiebHoil

JIOTUKHN IJIA OTIIPpaBKH W IIOJIYYCHUA ITaKETOB.
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‘SdpConnection’ ciryzkut jij1st OTIpaBKu coodIennii mosb3oBarestio ‘Contact’ (2.2.1)
CoenHeHNe NPUBSI3aHO K COKETY ‘socket’, KOTODPBI B CTPYKTYpe IIPeICcTaBIsieTCsI

ykazaresneM’ na UDP-coker. ‘state’ ykaseisaeT na cocrosane coeuaenus ‘ConnectionSta-

10

11

12

13

14

15

16

17

te::{Receiving, Sending, Pending}‘. Paccmorpum Bujibl nakeros (‘PacketType'), ko-

TOPbIE OTIHPABJIAIOTCA CTPYKTYPOIl.

enum ConnectionState {
Receiving,
Pending,
Sending

struct ConnectionWaker {
state: ConnectionState,

waker: Option<Waker>

struct SdpConnection {
socket: Arc<UdpSocket>,
contact: Contact,
send_queue: Mutex<HashMap<ul6

state: Mutex<ConnectionWaker>

, Iransaction>>,

‘Packet Type:: INIT* — naxker mHUNMAIM3aIMHI, OTIPABJIIEMbIIl IPU CO3IaHUN HO-

BOIl ucTopum coodrennii. B npujgaday K sTomy dary ycranapamBaercs dJar, yka-

3bIBAIOIINII Ha TUII YaTa

e ‘Chat::OneToOne’ = ‘PacketType::CHAT® — nunajior;

e ‘Chat::Group‘ = ‘PacketType::CONV‘ — Gecena/rpymia;

e ‘Chat::Channel’ = ‘PacketType::CHAN® — kanau.

"https://doc.rust-lang.org/std/sync/struct.Arc.html
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‘Packet Type::HI* moxoxx no cemantuke na ‘PacketType::INIT*, ognako on mc-
MOJIB3YETCsI, KOIJIa JaT y»Ke MMeeTCsl, ¥ Mbl XOTHUM CHHXPOHU3UPOBATH UCTOPUIO.
Emeé ognnM ot/inaneM gBJISIETCA TO, YTO OJIHUM TAKETOM MOXKHO 3aITPOCUTL CHHXPO-
HU3AIIMIO Cpa3y IPYIIIbI 9aTOB.

Pazobpannble BbIIE MAKeThl ABISIOTCS OJMHOYHBIMI U MOT'YT MOBTOPATHCSA Oe3
n3Menenwit. [lonTBepKaeHns 3TuX MakeToB BLITVIAAT TOTHO TaK Ke, OJTHAKO JIOTIOJI-
HuTesibHO BKJodeH duiar ‘PacketType:: ACK".

‘PacketType::ECHO® — ciiyzkebnblit makeT, He TpedyIomuii moirsepKiaenns. Mo-
JKeT MCTOJIb30BATHCS C TEIBIO TOJICPXKAHIS COeIMHEHNS.

‘PacketType::SYN‘ n ‘PacketType::ACK' — naxerbl OTHpaBKHU 1 IOJITBEPXKIC-
HUSI COOTBETCTBEHHO, K KOTOPBIM TaKzKe JI00aB/IAIOTCA (DJIarn TUIila JyaTta. YCTaHOBKH
coeJIMHEHNs TPEeOYIOT TOJBKO 3TU THITHI TAKETOB. PaccMOTpuM Mporie1ypy OTIPaBKH

coobIIeHnit moapoodHee.

1. B meros1 oTripaBku coodrennii ‘send’ mepeaiorcs tum data ‘chat  t‘, coobenne

‘message’ (2.5) u curxponnzaTop dara ‘chat sync'.

2. IIposepsieTcst cocTosiHIE COSMHEHN: OTIPAB/IATE HOBOE COOOIEHNE MOYKHO TOJIb-
KO TOrJa, Korja coctosinne nmeer 3HadeHne ‘ConnectionState::Pending'. Ecim

coeJIMHEHNE HAXOJIUTCA B JPYTOM COCTOSIHUM, OTIIPABKa HEBO3MOKHA.
3. Cocrognue coennenns yctTanaBianbaeTcs B 3nadenne ‘ConnectionState::Sending’.
4. Vlexoast u3 Tuma Jata, BLIOUPAETCS THIT ITaKeTa.

5. Coobirienne pa3buBaeTcs Ha HArpy3KHU HakeToB JinHOM 1o 1120 6aiiTos.

6. ['enepupyercd cuHXpoHU3ATOpP TEPBOTO IakeTa: ‘timestamp’ Oepércd n3 cood-
menns, ‘n_ packets’ — KosmdecTBo makeroB, ‘packet id° — ciydaiinoe HaTry-
pasibHoe 64-OuTHOoe uncso, Takoe, 4to ‘packet id‘ + ‘n_ packets’ menbiie, yem

MaKCHUMaJIbHOE HaTypPaJibHOE 9MCJIO, IIOMEIIaloIIeeCd B 9TOT THII.

7. JIns KaxkJ10ro yeTpoiicTBa mostydaresid co3naéres Tpansakius ‘Transaction::First

C IIEPBLIM IIaKETOM U BCEeMU Harpy3KaMu, KpoMme IIepBoil.
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8. N3 ‘SdpDriver* BeisbiBaercst gpynkiust ‘poll send‘. Ecsn ata dyHKINS BhI3bIBA-
eTcs BIIEPBLIC, TO ycTaHaBIMBaeTcs ‘state.waker!, ciysKamuit® 11 aBToOMaTHIe-

ckoro Bbr3oBa dyukun ‘poll _send’. [1,6]

9. JIy1 KaxKa0r0o yCTPOCTBa MOJIb30BATE sl ITPOUCXOIUT OTIpaBKa 0UepeTHOTO IMa-
KeTa U3 COOTBETCTBYIOINIEH Tpan3akiny. e 3ToT nakeT 1nepBbIil B TpaH3aKITNH,
TO TOCJIE OTIIPABKYU U3MEHSETC ero NIeHTH(MUKATOD — HOMeD MEePBOr0 cOODIIe-
HUs B TpaH3aKInN. Ecin mepBolil makeT MoATBEPKICH, TO OTIPABIIETCS TEePBHIi
IaKeT U3 o4Yepejiu, IIpU 3TOM IaKeT IoMedaeTcs KaK OTIPaBJIEHHbIIl, 110cje 4ero
KJIJETCA B KoHerl odepe/in. [lakeTnl OyIyT OTIpaBIAThLCA CHOBA W CHOBA, MOKA

He OyJIyT IOATBEPZKICHbI.

10. Ec/im Bce TpaH3aKIuu 3aBepIIeHbl, TO COCTOSHNIE COEJINHEHUS YCTAHABINBACTCS

‘ConnectionState::Pending’, a ‘state.waker® ycranapimBaercs B 3nadenne ‘None'.

‘SdpDriver® ciry»KuT it OTIIPABKU U TIOJIYUEHUs TaKETOB, X 00pabOTKU 1 cOOP-

KU COOOTIEeHNnii oJib30BaTe el 13 JaTarpaMm.

struct SdpDriver {
socket: Arc<UdpSocket>,
peer_id: Peerld,

connections: HashMap<Peer, SdpConnection>,

sending: mpsc::Receiver<MessageWrapper>,

sending_deque: VecDeque<MessageWrapper>,

receiving: mpsc::Sender<MessageWrapper>,

handling: HashMap<[u8; 32], MessageHandler>

CTpyKTypa cofep:KuT B cebe KOJIEKIINIO coenHeHnit Ha Kaykablil KoHTakT "Contact N
[Tepenaga coobienuii JpaiiBepy st OTHPABKU 1 IIepegada oIy IeHHBIX IpaiiBepoM
coobIIeHnil IporpaMMe OCYIeCTBIAeTCs Mo mpsc Kanaiaam®. OTIpaBiisieMble U I0-

Jygaemble coobmienust "crpsaranbsl! B crenuasibayio o0épTKy ‘MessageWrappert —

8https://rust-lang.github.io/async-book/02_execution/03_wakeups.html
9https://docs.rs/futures/latest/futures/channel/mpsc/index.html
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Hepedrc/jieHe CTPYKTYP, OINUCHIBAIONINX HEOOXO/IMMbIE apr'yMEHThI JIJIsi OTIPABKH
MAKETOB COOTBETCTBYIONINX TUIOB. JlONOJTHITEIbHO, JI/Isi 00pabOTKU OTIIPAB/ISIEMbIX
1 TTOJTy9aeMbIX COOOITEHMIT NCTIOIb3YeTcs ouepeib 11 oTnpaBKu ‘sending  deque’ m
KOJIJIEKITUS TToTydaeMbIx coobmiennit ‘handling’.

‘SdpDriver® nHeobxonnm, Tak Kak Ha UDP coker npuxondaT gararpaMmbl ¢ BHEIII-
HUX aJIpecoB 0e3 pasjesleHns 10 COeMHEHUsIM. DTO pasjieeHre apaiiBep W OCy-
mectBisier. OH obpadaTbIBaeT MPUXOSIIIE MaKeThl 1, €CJI HYXKHO, coOupaeT u3
Hux coodmenns. Tak kak nporokos SDP nperosiaraer noareep:x ieHne IakeTos, 3a
nx 00pabOTKY TaK:Ke OTBedaeT JpaiiBep.

‘SdpDriver* peasnmsyer tpaiit ‘Future'’® — crpykTypa, peasnsyomas STOT Tp-
ST MOXKeT OBIThb BO3BpallleHa U3 acHHXpOHHON (dyHKIuKU. [Ipu BbI3OBE (DYHKINH,
KOTOpasi BO3BpalllaeT dTOT THUIl, BbI3bIBaeTcs (GyHKIMs ‘poll’, peasinzoBaHHas Ha
9TOi cTpyKType. Jlannas hyHKIIS BO3BpaIaeT COCTOSHIE TOTOBHOCTH BhI3BIBAEMOIT
dynkmuu: ‘Poll::Pending’, ectu pesynbrar dpyukiun emnié ne roros, n ‘Poll::Ready’,
ecsin ToToB. CTpyKTYpY, peanusyomyio ‘Future', moxxuo "Ber3biBaTh'"n 6e3 GyHK-
1NN, TOTJIa MPOCTO OyJeT Bbi3BaHa qyHKIUs ‘poll. HpaiiBep jgo/mKeH paboTarh Ha
HPOTSAZKEHUN BCErO BBINOJHEHHSI [IPOrPAMMBI, 9TO JOCTUTAeTCsl OECKOHEUHBIM IUK-
som BayTpH ‘poll’: ‘Poll::Ready* Bo3Bparaercst ToJ1bKO B ciydae paTaabHOI OMIMOKY.

OmmieMm JieiicTBHSI, BBIIIOJIHSIEMbIEe Ha KayKJIOH UTepaluil 9TOro IuK/ia.

1. ITpoBepsieM Bce 37eMEHTHI KOJLIEKITNH MPUHIMaeMbIX coobiennit. Ecin Bee ma-
KETbI TOJIYYEeHbBI, TO TOJTBEPXKIAEM OCTAIONINECA HEIOATBEPKJAEHHBIMU ITaKeThl
n BbI3biBaeM (ynknmio ‘handle message’. Fcim ne Bce makerwl mosydeHbl, HO
HETOITBEPIKICHHBIX TAKEeTOB HAOMpAaeTCs Ha OKHO HOJTBEp:KeHmA'l, oTmpas-
JIsieTcs TTaKeT TOJITBEpyKIeHnd Habopa makeToB — (dyHKud ‘ack window’ co-

orBercTByIOINIero coeaunenns ‘SdpConnection’.

2. Ecim na cokeT mpuim jlannble, TO OT HUX BbI3biBaeTcd pynknns ‘handle  datag-

ram’, Koropas oopabaTbiBaeT IIPUXOIAIINIE TaKeTh.

3. ITposepsiem, ectb in B odepenn ‘sending  deque’ cooOIIeHMsT, KOTOPbIE MOXKHO

OTIIPaBUTD. H&HOMHI/IM, 9TO OTIIPpaBUTb COO6HL€HI/IH MOZKHO TOJIBKO IIO CO€JUHE-

Onttps://doc.rust-lang.org/std/future/trait.Future.html

UlakeTs!l MOATBEPKIAIOTCA HE 110 OJHOMY, a OKHAMH. 1IpH 9TOM OKHOM CYHTAaeTCs HabOp YHUKAJILHBIX MaKe-
TOB, & He II0JIMHOYKECTBO IIAKETOB Ha OIPEJIeJEHHOM IIPOMEXKYTKe. ITO BO3MOXKHO, TaK KakK IIPH OTIIPAaBKe [AKEThI
BBICBLTIAIOTCS IO KPYTY.
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HUSIM, KOTOPbIE HU OTIIPABJISIOT, HU MOJIYYalO0T MIAKETOB B JIaHHbI MOMEHT. Ecin
KaKOe-TO COODIEHNE MOYKHO OTIPAaBUTh, TO OHO IepenaéTcsd B pyHKImIo ‘send’
COOTBETCTBYIOIIETO COeTMHEHNA. e Tpan3akinum yiaaoch cpopMUpOBaTh, TO
BbI3bIBaeTcs (pyHKIMsA ‘poll send’ Ha TOM Ke coeIMHEHUN, KOTOPas YCTaHAB/IN-

BaeT waker cOCTOSIHISI coeJunHeHd 1 OTChlJIacT HGpBbeI I[MTaKeT U3 TpaH3aKOUU.

4. CauTbiBaeM, €CJIM 3TO BOBMOXKHO, CJIEJIYIOIee COODIeHIe U3 KaHaa. JTO CO00-
[IeHIe TaKzKe IIPodyeM OTIIPaBUTh, KaK B IIPeAbLIyIneM yHKTe. Eciu coobienne

OTHPABHUTDH He YyIaéTcs, OHO JobaBIgercs B ouepeb ‘sending  deque’.

5. JlestaeM mporpecc 1o OTIHpaBKe COOOIEHUIT Ha KarKJIOM COEJIMHEHUM, IJIe 3TO

BO3MOZKHO.

Paccmorpum terepb pabory dyukimu ‘handle message’. DTa dyHKImMS IpeHa-
3HaueHa Jiisi o0bejunenns: ‘SYN' makeToB B coobuienue. IIpejnonaraercs, 9o BCe
MAKEeTDHI TTOJTy9IeHbl B IMHCTBEHHOM dK3eMILIApe. TakuM 00pa3oM, aKeThl COPTUPY-
I0TCs 110 UX HOMEPY, a MX Harpys3kKa COeJuHsieTcsl B oJuH MaccuB. KoHncrpyupyer-
ca obépTka ‘MessageWrapper::Receiving’, rmocjie 4ero ona oTHpaB/IsgeTCs 10 KaHaTy
‘receiving’ B OCHOBHYIO IIPOI'DAMMY.

Pabora pynknum ‘handle datagram‘ neckosbko cioxknee. [Taker comepkut ‘Peerld’
OTHPaBHUTE/ISA U aJIpec COKeTa, ¢ KOToporo mpuirnéa 3tor naker. ‘handle datagram’
OIIpeJIeNISIeT CoeJINHEeHNe, COOTBETCTBYIOINIEee OTIPABUTEIO, U TPOBEPsET HAJTUINE a/l-
peca OTIpaBKHU ITaKeTa CPEJId U3BECTHBIX YCTPONCTB oTHpaBuTeisi. Ecu He yiaanoch
HAWTU TOJK/IIOUEHNE K OTHPABUTEIIO WM aJpec CPeu aJipecoB OTHPABUTENIS, TO
0bpaboTKa MmakeTa HEBO3MOXKHA. B ciiydae, eciu MpUINe/ il makeT UMeeT OJINH U3
tunos ‘PacketType::{INIT, HI, ACK INIT, ACK HI}‘, To dbyHKkuus KoHcTpyupy-
€T COOTBETCTBYIONINE OOEPTKM W OTIpABJIAET UX MO KaHaay Teceiving' B OCHOBHYIO
JaCcTh POrPAMMbBI, TaK KaK HArpy3Ka 3THX MaKeTOB He JOJKHA IMPEBOCXOINTH Pas-
Mepa oJHOro Tnakera. Pazdepém nosejienne pyHKIUMN pu 00pabOTKe JIPYTUX BUJIOB

ITaKeTOB.

e ‘PacketType::SYN® — obbrunoe coobrenue mnosb3oBaresis. OrnpejensieTcs cooT-
BETCTBYIOIIEE aJipecy oTmpaBuTessd nojkaodenue. [lo maentudpukaropy dara

IIpoBepseTCs, HadaT JIM TPUEM IMaKeTOB JJIs TPaH3aKIMU Ha 3ToM dare. Fcan
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HpuéM IaKeTOB HavaT, TO HArpys3Ka IOJYYEHHOI'O IaKeTa IPOCTO JI00aB/IsieT-
Csl B CIIMCOK BMECTE CO CBOMM HOMEPOM, JTOOABJISIEMBIM TaKKe B CITHCOK ITaKe-
TOB, TMOJIy9eHle KOTOPbIX elé He ObLIO MOATBEP)KIEeHO (cM. 1-bIif MyHKT pa-
oorer yukiuu ‘poll‘). Ecin gaHHbIi nakeT siBJASETCST TEPBBIM B TPaH3AKIINH,
TO CO3/AETCA HOBasl 0OEpTKaA COOOIIEHNA, KOTopas J00aBIdeTCsI B KOJJIEKIIIIO
‘handling’, a cocrosiHue MOJKJIIOUEHUSI K OTIPABUTEJIIO Teleph NMEET CTaTyC

‘ConnectionState::Receiving’, aTo 6J10KHpyeT OTIpaBKY.

o ‘PacketType:ACK SYN‘ — maker moATBep:K/IeHUs TIEPBOIO MaKeTa TPaH3aK-
mun. [Taker n3 “Transaction::First’ me Tpebyer moarBep:KJIeHUS, BMECTO 3TOTO
BbI3bIBaeTCs pyHKIMA ‘construct rest’, KoTopast st ONpeeEHHOIO yCTPOii-
CTBa OTIPABUTEJISI MAKETa MOJITBEPXK/EHIsI 1 HOMEepa MepPBOro Makera (MeHsi-
eTcs TPU KaxKJI0i oTIpaBke). ‘construct rest’ reHepupyer oCTaBIINECsT TAKETHI
Tpan3akiun ‘Transaction::Rest’, ncxoist n3 HOMepa IOATBEPKIEHHOIO IIEPBOIO

ITakKeTa.

o ‘PacketType:: ACK' — maker moaTBep:k/ieHnsi OKHa ITaKeToB TpaH3akimu. [lo-
TBEP2KJAEHHBIE [TAKEeThl YIAJSIOTC 13 TpaH3aKIUKU 1 00JIbille He OyayT OTIpaB-

Jenbl B hyakmum ‘poll  send’.

B ciaydae moydeHus MakeTOB JIPYTHX TUIIOB, BO3BPAIACTCH OIMMNOKA, TaK Kak
[AKeThI JIPYTUX TUIIOB HE MPEIYCMOTPEHbI IIPOTOKOJIOM.

Taxkum obpaszom, Symmetric Datagram Protocol obecriequBaer oTnpaBky co00-
IIEHNIT cpa3y BCeM M3BECTHBIM YCTPOHCTBAM IOJIydaTe s, IPU STOM BCE TTAKEThI T0/I-

TBEPKJIAIOTCS.

Self Symmetric Datagram Protocol

Self Symmetric Datagram Protocol (SSDP) sipisiercst ajianranueit mpoTokoJia
SDP mnst yposust "SelfNet". SSDP mpennasnaduer mist CHHXPOHU3AIINN COCTOSHIMI

YCTPOHCTB TOJIb30BaTE/Is, JI/Isi 9ero BBOJUTC cTpykTypa ‘SelfSynchronizer'.
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11

struct SelfSynchronizer {
other_nodes: HashMap<ul6, (Addr, ul6)>,
contacts: Vec<Contact>,

chat_syncs: ChatSynchronizers

‘SdpSelfConnection’ BmecTo mosst Konrakra Tuia ‘Contact’ comep:kut ajipeca

JIPYTUX YCTPOMCTB TEKYIIEro MOJIb30BaTEJIs.

struct SdpSelfConnection {
socket: Arc<UdpSocket>,
peer_id: Peerld,
other_nodes: Mutex<HashMap<ul6, (Addr, ul6)>>,
send_queue: Mutex<HashMap<ul6, Transaction>>,

state: Mutex<ConnectionWaker>

‘SdpSelfDriver’ BMecTO KOJLIEKIINH TOJKJIFOUEHNII COMEPKUT JINIIL OJHO. Temneph

HE HYZKHO IIPOBEPATH HAJUYUA MOJKJIIOYEHUA, & TOJbKO aJipec yCTpoicTBa

struct SdpSelfDriver {
socket: Arc<UdpSocket>,
peer_id: Peerld,

connection: SdpSelfConnection,

sending: mpsc::Recelver<MessageWrapper>,

sending_deque: VecDeque<MessageWrapper>,

receiving: mpsc::Sender<MessageWrapper>,

handling: HashMap<[u8; 32], MessageHandler>,

O6cy M HEKOTOpbIE OCOOEHHOCTH ITPOTOKOJIA:

e ‘src_id‘ 3aroJioBKa SABJIsIeTCS OTHPABUTEH CUHXPOHU3UPYEMOTO COODIIEHU, TO

ecTb 910 He Beerja ‘Peerld® Tekyiero mosb3oBaTeisi.
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e J/I1s1 SSDP ne npenycmorpenn! nakersl Tuma ‘Packet Type::INIT.

e [Ipu cuHXpOHU3AIME POUCXOAUT ciejytomiee. Ctpoutcs cuaxpoHusaTop ‘Self-
Synchronizer‘, comepzkaimuii nHopMalnio 06 ajpecax JIPYruX YCTPONUCTB HOJIb-
3oBaTesis ‘other mnodes’, cnmcok KOHTAKTOB ‘contacts’ M CHHXPOHM3ATOPHI Ya-
TOB ‘chat syncs‘. 9TOT CHHXPOHU3ATOP OTIPABJIAETCS OCTATBLHBIM YCTPOICTBAM
noJsibzoBaTess B makere ‘PacketType::HI INIT*, ma uro npuxogdar oTBeThI THIa,
‘Packet Type::ACK _HI INIT®, conepxkaliiyie CHHXpOHI3ATOP COCTOSHUS, OTJIU-
yaroIuiica or orupasjeHHoro. Jlajgee KaykIoMy yCTPOICTBY OTIIPABJISIETCS MH-
nuBuyabHbIil cunxporusarop ‘PacketType::HI‘, nocsie gero naumnaercsi cun-
XPOHU3AINS UCTOPHiT coobIeHnit (apeca yeTpoicTB U KOHTAKThI ObLIN CHHXPO-

rusuposanbl makerom ‘PacketType:: ACK HI INITY).

2.3.3 IlceBaonaBuramnusi B ceTu

" n o Cx c

Yposenb "MeshNet" mnpejncrasiser coboit nenamnpas/ennbiii rpad, B KOTOPBIit
BxojsT Bee yerpoiicta (‘Node') ceru. Ha takom rpade Bo3aMO)kKHA HABUTAIUS, TO
€CTb TOUCK TIYTU OT OJIHOI BepHINHbI K Jipyroit. O1HaKo, apXuTeKTypa YpOBHs CeTH

AdeJIa€T 9TO HEBO3MOXKHBIM 110 CJIE€AYIOIINUM IIPDUYNHAM.

e IlMeeT cMBICT NCKATh HE OIPeJIeIEHHOE YCTPONCTBO OJIB30BATEs, & JII0ObIe ero

YCTPOICTBA.

e ['pacd senenTpasm3oBaH, TO €CTh He XPAHUTCS Ha OJHOM ycTpoiicTe. [leren-
TpaJIM3allysl JOCTUraeTcd IyTEM pa3Jie/leHnsT Ha HaKJaJ blBaloliyuecs rpadbl —

Ha KazKJIOM YCTPOICTBE XPAHATCA TOJBKO €r0 COCEJIN.

e [fonck ma rpade OCIOKHIETCA €mME W TeM, 9TO T'pad MOKET MepecTPOUTLCS

ObICTpee, YeM aJrOpUTM 3aBEPIIUT paboTy.

Taxast apxuTeKkTypa odecriednBaeT aHOHUMHOCTD B ceT. OIHAKO /1T COXPaHEeHUsI
3BaHus friend-to-friend ceru npoToOKOJIbI, peajn3yeMmble Ha 9TOM yPOBHE, JOJIKHbI

COXPaHATb U30JIAIUIO OT APYIUX YPOBHEI, €CJIN MOJb30BaTeJIeM He Pa3pelieHo NHOe.
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2.3.4 NAT Traversal

NAT (Network Address Translator) — TexHosorust, MO3BOJISIIONIAST yCTPOICTBAM,
HaXOANIMCS B JIOKAJBHON CETH, MCIOJIb30BATbH OJIMH'2 IyOJIMUHbI aJpec B CeTH
Wnreprer. OcnoBnoit dyukmneit NAT gapisercs obecriederHne NCXOISIIX TOIKIIO-
gennii. [Ipu npoxoxkgennn makera depe3 NAT B 3arosioske IP npusarubriit [P 3amens-
ercs Ha myoymanblii [P, a B 3aro/ioBke TpaHCIOPTHOI'O IIPOTOKOJIA IOPT € JIOKAJIbHOI
MAIIIMHBI 3aMeHsAeTCd Ha IYOJMYHBINA OPT. JTa 3aMeHa He II03BOJIsieT HAIIPSIMYIO
MOJIKJTIOUAThCs U3 ceTu MHTepHeT K MalmHe U3 JIOKaJIbHON CeTH.

CymecrBytor ciejytorue sujsl NAT [4,7].

e Full Cone — mape (JoKaJIbHBIIH ajpec, MOPT) CTABUTCS B COOTBETCTBUE €JIMH-
crBeHHAas napa (myOJUdHbI aJpec, TopT), MPH 9TOM BXOJAIINE MAKEThl MOI'Y'T

HIPUHUMATHLCSI OT JII000M MAIIMHBI 13 BHEIIHEH CeTH.

e Restricted Cone — mape (J1okaJIbHBII a/Ipec, OPT) CTABUTCS B COOTBETCTBHE T1a-
pa (myOJIMIHbI ajipec, TTopT), MPU STOM BXOJISIIIIE MAKETBI MOI'YT TPUHIMATHCST

TOJIBKO OT aJIpeca, KOTOPOMY OTHPAaBJIAINCH TAKEThI.

e Port Restricted Cone — nape (JIoKaJIbHBIH aJIpec, OPT) CTABUTCSI B COOTBETCTBIE
mapa (IyOJIMaHbIi apec, MOPT), TIPH STOM BXOJISIIIE TAKEThl MOTYT TPUHIMATh-

C4d TOJIBKO OT a/ipe€Ca 1 I1opTa, KOTOPOMY OTIIPDABJIAJINCH ITaKETHI.

e Symmetric — nape (JIOKaJbHBII aJpec, MOPT) CTABUTCSI B COOTBETCTBHE YHIU-
KaJIbHasl cydaiinas napa (myOJndHbI ajpec, MOpT), MPU 9TOM BXOJAIINE Ia-
KEThl MOT'YT IIPUHUMATBHCA TOJBKO OT aJipeca U MopTa, KOTOPOMY OTIIPABJIAINCH

IMTaKEeTbI, 1 NHUINAJIN3allusd COCANMHEHNA N3BHE HEBO3MOXKHA.

UDP Hole Punching

UDP Hole Punching, ninu npotpacsiBanue UDP mopTos, — crocob mpeogosieHust
NAT npu nomornnu ciayzxednoro cepsepa. B YAP2P takumu ciiykeOHbIMEI cepBepaMi
SIBJISIIOTCST yCTPOfCTBa TOJIb30BaTeseil co crarndeckumu [P ajnpecamu, BiaiesbIibl

KOTOPOI'O pa3pernialoT X HCI0Jb30BaTh. Pazdepém nojpodnee ajaropurm UDP Hole
Punching [4,5,10].

12Tak Kak HyOIIIHLIN aapec HCHOJL3yeTcs He IIOCTOSHHO, IPH IEPEermomKIIOMeHNd K CeTH MyOIMTHEIN aapec
MOZKeT U3MEHSAThCS.
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Cwmpicst anropurma cocrout B oomane NAT. Ilycrs y Hac ecthb jiBa ycTpoiicTBa
Nodel u Node2 co cBouMu NpUBATHBIMEU U TYOJTUIHBIMU aJIpecaMu U IOpTamMu. Y
Nodel n Node2 ectb oo i 60see 3aakoMoe obonM ycrpoiictBo Nodel ¢ myomd-
HeiM [P ajipecom, mcrosibdyemoe Kak cepBep. YIPOIIEHHBINH ajaroputM st YAP2P

COCTOUT B CJIEJIYIOIIEM.

0. Node0 3naer npuBarHbie U myGIHdHbIE apeca U HOpThl (B ciaydae YAP2P mo
HECKOJILKO TIOPTOB JIJIsI pa3HbBIX ypoBHEil, pu 3ToM mopT mist "' SelfNet "epenaéres

TOJIBKO YCTpOcTBaM TOro e mojib3oBareis) yerpoiicts Nodel u Node2.

1. Nodel obpamaercs kK Node0 ¢ nenbio cBszarbesd ¢ Node2 Ha orpejeéHHOM

YPOBHE CETN.

2. Node0 coobmaer Nodel nybamunbie n npuBaTHble ajgpeca u mopThl Node2, a
Node2 — Nodel.

3. Nodel maunnaer otnpasky coobmennii Ha 06a'® agpeca Node2, Node2 — Nodel
(‘Packet Type::HI").

4. Ecnn ycraHoBuTcd coeJinHenne 1o npuBaTHbiM ajipecam — Nodel n Node2 naxo-
JISITCsL B OJIHOM JIOKaJIbHOI ceTn, To ecTb 1o ogunM NAT. Eciu 1o myOimdaHbiM
aspecam, 1o Nodel n Node2 HaxomsTcss B pasHbIX JIOKAJTBHBIX CETAX (3a pas-
aeiMit NAT), 6o opHo mim oba SBJSIFOTCS YCTPOHCTBAME CO CTATHIECKUMI

adpecaMi, KOTOPbIE HE Pa3pelI€eHO UCIIOJIb30BaTh KaK CEPBEpPa.

5. Ilocye YCTaHOBJIEHUA COCIMHEHNA MOXKHO HadMHATDL II€Epedady OCHOBHDLIX €000-

ICHUIA.

Od4eBUIHBIM MIHYCOM TAKOI'O MOJIX0/1a SABJIsIeTCsT HEOOXOMMOCTb HAJININs 00X
3HAKOMbBIX CEPBEPOB, IIPU 9TOM MUHUMYM OJUH U3 9THX CEPBEPOB JIOJIZKEH ObITH aK-
TUBHBIM B TEKYIINII MOMEHT BpeMeHH. Tak:Ke, IMOKa CeThb ABJIACTCA HEJIOCTATOUHO
OOJIBINON, HYKHBI C/Iy?KeOHbIE cepBepa, KOTOPhIe TO3BOJIAT CeTH BhIpacTu. PaccMoT-

puUM pelieHue, KOTopoe I103BOJIACT n3berarb MCIIOJIH30BaHNISI CEPBEPOB.

T IpUBLIMHBIN U IPUBATHEII a/Ipeca U IOPTHI.

33



Birthday Attack

15 paxomsmnxest 3a NAT, 6e3 ucroiin-

CymiecTByeT crocob' cpssm yerpoiicTs
30BaHUsI CJIY?KEOHBIX CEPBEPOB. DTOT CIOCOD TpedyeT OOJIBIIOro Urcja NCXOISIIIX
MAKETOB, a TaKXKe aJipeca JIOJZKHBI ObITh U3BECTHBI. 10 ecTh CIocod MO3BOJIAET yra-
JaTh JINIIb TTOPTHI.

[Tonoxkum, Nodel 3naer ajipec Node2, Torma HaM ocTaércst JIMIIb yraJaTh, KaKOil
u3 65,535 MOPTOB UCHOIB3YeTCA JId coeunennsd. Jlaxke mpu cKOpoOCTH OTIPaBKN B
100 makeToB B ceKyH 1y monajooutcs 6osee 10 MUHYT Ha yraJbIBaHUE MTOPTA.

311ech Ha MOMOIL MPUXOJNT HapajoKe aHeil poxkaenna'®. Tax, mycTs Temeps y
ycrpoiictBa Node2 6yer oTkpbiTo, HampuMep, 256 nopros, a Nodel Oyaer nbiTaThes
yrajarh oJnH 13 HuX. laxkmm obpasom, Nodel yrajaeT HYy:KHBIN TOPT ¢ BEpPOATHO-
ctbio 99.9% 3a 2048 HOIBITOK.

Baxknoe 3ameuanne: Symmetric NATS Bcé Tak »Ke 0CTalOTCsI HEIIPECTYITHBIMHE.

2.4 KoMMyHUKaIliisI B CETH

B srom pazese onurem Buabl KomMmyHunkainn Ha yposHe "ContactNet". YAP2P
paccMaTpUBaeT MEePEeChLIKY 000 nHpOpMAaIIi Ha JaHHOM YPOBHE KaK I1€PECHLIKY
COOOIeHNIT 1 TPeAOCTABISIET IPUMUTHBEI JIJIs XPaHeHUsI cTopun coodinennii. Jlaee
B 9TOM pasjiesie Oyaem paccmarpuarh YAP2P kax Oubsmoreky st paspabOTKu
peer-to-peer MecCeHI2KEPOB.

HamomunM, 970 Ha 3TOM ypOBHE IPOUCXOANT OCHOBHOE OOINeHne B ceTu. Boime-
JINM CJIeJIYIOIINe BU bl o0IeHns ojeit: " quasor" — obriienne aByx Jrojeit, "kaxas"
— OJIMH YeJIOBEK (rpytma Jiojedt) mnepegaét nahOpMAIIIO, a OCTAJbHBIE JIOAN TV
nHOPMAIIIO TOTpedIsAoT, 1 "becena" — paBHONpaBHOE O0IEHIE IPYIIIILI Jifoeit. B
caydae KJINEHT-CEPBEPHON apXUTeKTyPhl CJI0KHOCTell HUKAKIX HeT: BCsl MHMOpMa-
ST XPaHUTCS Ha, cepBepe, TJe U IPOUCXOINUT €€ JIOMOJHATeIbHasT 00paboTKa, TaKast
KaK CUHXPOHI3AIISI HCTOPUHN cooDbIIennit. B 0JHOpaHTIOBBIX CeTsIX, BBULY OTCYTCTBUSI
cepBepoB, mpobJieMa XpaHeHUsT U CHHXPOHUBAINKI COOOIIEHNIT JIOYKUTCS Ha YCTPOIi-

CTBa Y9aCTHHKOB 4daTa. Hpo6ﬂeMa XpaHEHUA COO6H.[€HI/II7I pemacTcd aBTOMaTHICCKUM

Yhttps://tailscale.com/blog/how-nat-traversal-works#the-benefits-of-birthdays
15Bymem ucmonp30BaTh 0603HadeHnsd u3 2.3.4.
ohttps://shorturl.at/ah146
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y/laJIeHIeM CTapbixX COODIIEHUH 1 OrpaHUYeHIeM UCTOPHU YaTa MAaKCHMAJIbLHBIM KO-
qugecTBoM coobrennit. [Ipobiiema mepenadn coobeHnit Ha CeaHCOBOM YPOBHE pe-
IMAETCs TTPOTOKOJIOM cBs3u B cetn (Symmetric Datagram Protocol (2.3.2)), ognako
MX CUHXPOHU3AIMSI [IPOUCKOJUT HA YPOBEHD BBIIIIE.

PaccMoTpuM OCHOBHBIE CTPYKTYPBI, CBsI3aHHbBIE C ODIIEHUEM T10/Ib30BaTeIeil.

Kaxk 65110 YIIOMAHYTO BbIIIE, BBIACJIAIOTCA TP BHUda 9aTOB.

enum Chat {
OneTo0One,
Channel,
Group,

+

e OneToOne — jmaJior, obIeHIe JIBYX I10JIb30BATEICH;
e Channel — JileKnnoHHAasT MOJIE/Ib OOIIEHNUS;

e Group — Oecejia rpylia MOJIb30BATEIEN.

B ‘Chat::OneToOne’ ygacTByior JiBoe I0JIb30BaTe/Iel, CjieoBaTebHO, CO0DIIe-
HUsI IIPOCTO TepeatoTcst OT oHOoro K Jpyromy. B ciydae ‘Chat::Channel® u ‘Chat::Group*
IOJIy9aTh COODIIEHUsI OT OJIHOTO I0JIb30BaTE/Isl, Yepe3 KOTOPOro OCYINECTBIISLIOCH
HMOJIKJ/IIOUeHNe K 4JaTy, He yI00HO, TaK KaK 9TOT I0JIb30BaTe/b MOXKET ObITh OTKJIIO-
YeH OT CeTH JI0JIroe BpeMsi, JIuOO IPOCTO IMOKUHYTh YaT. B KauecTBe perieHust JaHHOI
1po0JIeMBI TIpeIJIaraeTcst OTIPABIISATEL B YaT cayxKeOHoe coodbienne ¢ ‘Peerld® HoBo-
ro ydgacTHuka data. KaxK/plil 13 yYaCTHUKOB YaTa IIPOBEpsieT, 3HAET JII OH JIaHHOT'O
[I0JIL30BATEJIsI, U, €CJI 3HAET, YBEIOMJIsIET ero 00 9TOM.

Ennunneit oOienns sBisieTcs coodIneHne, OCHOBHBIMI XapaKTePUCTIKAMI KOTO-

POro ABJIAIOTCA OTIIPpaBUTEJ/Ib, BPEMA OTIIPABKHU U CaMM JaHHBIC!

struct Message {
sender: Peer,
timestamp: ub4,
key: [u8; 32],
i1s_encrypted: bool,
data: Vec<u8>

35



10

11

12

CoobirieHne Tak»Ke ONIMOHAJILHO HINGPYIOTCS HPU HMEPEChLIKE, OJHAKO KJIIOUH
b poBaHust XPAHTCsT B JIEOOOM cirydae (2.5).
HcTopust coobiienuii mpejicrapisier coboil CIIMcoK COOOIEeHNiT YaTa, a TaKyKe Xa-

PaKTEPUCTUKHN YaTa W HaKJlaJblBacMbl€ Ha HEI'O OI'DaHNYCHUA:

struct History {
chat_t: Chat,
chat_id: [u8; 32],
is_encrypted: bool,
top_key: KeyChain,
top_timestamp: Mutex<u64>,
constraint: usize,
soft_ttl: ub4,
hard_ttl: u64,
messages: Mutex<Vec<Message>>,

other_members: Mutex<Vec<Peer>>

PaccMoTpuM HEKOTOpPBIE TI0JIsE CTPYKTYP:
e ‘chat id‘ — muenTuduxarop vara;
e ‘is _encrypted’ — mmudpyroTcst i COOOIIEHUS TP TTEPECHLIKE;
e ‘top key' — crpykTypa juid XpaneHus u OOHOBJIEHUSA KJITOYell;
e ‘top timestamp® — Bpems MocJie/IHETO COOOITIEHNS B YaTe;
e ‘constraint’ — MakcmMaJIbHOE YUCJIO COOOITennii B uaTe j0 ucredenus ‘hard ttl';

e ‘soft ttl° — time to live coobirenuit, Bo BpeMsi KOTOPOI'O MOYKET XPAHUTbHCS JIIO-

060e KOJIM1IeCTBO COODINEHMIT;

e ‘hard ttl' — makcmmasbHBIl time to live cooOrenmit, Bce COOOIIEHNS CTAPIIIE

VIAJISIOTCS U3 UCTOPUN COOOIIEHMIT;
e ‘messages’ — Bce COOOIEHUs B JaTe,;

e ‘other members’ — yuacTHUKEN YaTa, KpoMe TEKYIIETO MOJb30BATES.
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2.4.1 One-to-one

CaMblil OMYJIPHBIN 1 IIPOCTOH BUJI KOMMYHIKAIIMHI: OJUH 10JIb30BaTE/Ib IIPOCTO
OTIPaBJISET COOOIEHNs JIpYTOMY ToJIb30BaTe 0. [losib3oBaTen 3apanee 3HAaKOMBI 1
3HAIOT KJIIOUN MU POBAHUS, UCTOPUH NHUITUATI3NPOBAHBI. DTOT BAPUAHT SBJISIETCS

TPUBHAJILHBIM JIJIsi TPOTOKOJIA 00MeHust B cetn (2.3.2).

2.4.2 One-to-many

JIeKIMOHHBIH BUJT KOMMYHUKAIINN: CYIIECTBYET TaK Ha3bIBAEMbIi 8 IMUHUCTPATOD
KaHaJla, KOTOPbI 1epepaét Beio nHdopmalmio B gare. ¥ "jgexkropa' Her mpobiem ¢
cUHXpoHu3alueil Kiatodeil mudposanus, a "caymareasm' HEOOXOIUMO JIUITb TOJIY-

JaTh COOOINEHNS B HY2KHOM IOPsIIKe, YTOObI n30eraTh OIMINOOK IIpU JeHIndPOBKE.

2.4.3 Many-to-many

Becejibl HaTypaJibHee paccMaTpuBaTh KakK JIMAJIOr JIBYX U OoJiee TOJIb30BaTE e,
O1HAKO TAKOIl ITOJIX0/1 MOXKET BbhI3BATh IPOOJIEMBI IIPHU 3aIUIIEHHON 1Iepe/ade coo0-
IEHU T 13-3a TOCTOSTHHON CMEHBI KJTIo4a mudpoBannd. Kak aJbTepHaTUBHBIIN TOIX0/T
IpeJiyiaraeTces MpecTaBIaTh Oece bl KaK 00beInHenre KanaJjaoB, aIMIHICTPpATOPAMI
KOTOPBIX SIBJISIOTCSI “JIEHBI OeceIbl.

[IpeiytoyKeHHBIH a/IbTePHATUBHBIHN 110/1X0]T TpedyeT b0 XpaHeHUsl COOCTBEHHOIT
UCTOPHUU JIJIT KaXKJOTO ydacTKa Oecelibl, JJUOO0 OTCACYKUBAHUS K/II04Ya, MIMPOBAHNSI
1 BpEMEHHU II0CJIeHero COOOIEHUs KaxKJI0ro ydacTHUKa Oecesbl. [lepBblil BapuaHT
CTPOUTCS Ha OCHOBE OIMCAHHON BBIINIE CTPYKTYPHI, KOTJa JIJIsi BTOPOTO BapHaHTa
Tpedbyercst mogudukaius. Obe cTPYyKTYPbl HOCAT OJIHO Ha3BAHKUE U B OJIHOM ITPIJIO-
JKEHIUN MOYKeT ObITh HCIIOJIb30BaH TOJILKO OJ[HA U3 HUX. BIOpaTh, KaKyl CTPYKTYpY
JICTIOJTb30BATE, MOYKHO IIPU MOIK/TIOUCHIN OHOIMOTEKN BBIOOpoM Hy»kHOIT feature!”.

Paszbepém 6e3omachyto jiist cuaxponnsanuu crpykTypy ‘History® nompotdnee. Ona
OTJIMYAETCA OT OOBIYHOM ofHIM 1oJieM: ‘top  key‘ zamenén na ‘top encryptor‘. Ho-
BOE 110JI€ SIBJISIETCS CJIOBAPEM, CTABSAIINM B COOTBETCTBUE KaXKJIOMY YIaCTHUKY Oece-
nbl cBoit konrteitep ‘TopEncryptor', B KoropoMm orciie;knBaeTcst K04 mndpoBaHust

1 BpeMsl IOCJIEIHEr0 COODIIECHMSI.

"https://doc.rust-lang.org/cargo/reference/features.html
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struct TopEncryptor {
key: KeyChain,

timestamp: u64

CTpyKTypa sSIBJISIeTCsl YUCTO BHYTPEHHEl u He siBjisiercs yacTbio AP 6ubmmorexu.
8

Bri6op crpykTyps ‘History* mpomncxoanT depes yCaoBHYIO KOMITHIISIHION,
struct History {

chat_t: Chat,

chat_id: [u8; 32],

1s_encrypted: bool,

top_encryptor: Mutex<HashMap<Peerld, TopEncryptor>>,

top_timestamp: Mutex<u64>,

constraint: usize,

soft_ttl: ub4,

hard_ttl: u64,

messages: Mutex<Vec<Message>>,

other_members: Mutex<Vec<Peer>>

2.5 bBe3omnacHocTh B ceTu

[Ipu pazpaboTke TPOTOKOIA OE30MTACHOCTU B CETH B MEPBYIO OUYepe/ b BHUMAHUE
yJIeIs10ch o0Ienuio mojb3oBareseit ‘OneToOne’, To ecTh npsgMomy oOMeHY CO00-
IMIEHNI MeXKJIy JIByMs IoJib3oBaTessaMu. OTHAKO J0JZKHA Obljia ObITH MOJJIEPHKKA
JIPYTUX BUJIOB OOIIeHusi Oe3 CyIeCTBEeHHbIX U3MeHEeHUl B JIOruKe OY/IYIIUX MPUJIO-
JKeauit. PazpaboTammblil MpOTOKOJ TaKzKe JIOJYKEH NMETh BO3MOYKHOCTD PACITUPEHUS
B OY/IyIIEeM.

Pemennem crajio npuMeHeHre CUMMETPUYHOTO ajroputMa mudposanus ¢ 256-
onTHBIM KJI0UOM (110 ymosrdamnmio npeparaercs AES-256). Obmen kimodamu mnpn
yCTaHOBKE KOHTAKTa MKy JBYMs IMOJTb30BATEIIMEI TPOUCXOIUT ITOCPEICTBOM ITPO-

TokoJia ooMena kjoueit Diffie-Hellman. [Ipu oOmene coobineHusIMU IIpeiiaraercst

Bhttps://doc.rust-lang.org/reference/conditional-compilation.html

38


https://doc.rust-lang.org/reference/conditional-compilation.html

IIOCTOSIHHO OOHOBJIATH KJto4 ImudpoBanusd. g obecriedenunst HEIPEPHLIBHOIO CHH-
XPOHHOIO OOHOBJIEHHSI KJIoUeil mudpoBaHusl HCI0JIb3yeTcs: TexHosorust blockchain.
PaccmoTpuM ayirOpuTMbI ITOCTPOEHUSI, 0OMeHa, 1 OOHOBJIEHUs KJItodeil mudpoBa-

HUg OoJiee OJIPOOHO.

2.5.1 Diffie-Hellman

Diffie-Hellman — kpunrorpaduaecknii IpoTOKOJI, TO3BOJISIOINIIIT TOJIb30BATEIAM

IIOJIYIUTD CereTHI)IfI KJITOY I10 HGSaHH/IHLéHHOMy KaHaJly CBA3H.

sd Diffie-Hellman J
letg
let p

Alice Bob

— a
leta ; ; letb
letA=g*a % p 5 5 letB=g"b % p
5 1:A '
Lr 2:B ;
Iets=B"a%p'7 i Iets=A"b%pj

Pucynok 2.1 Asnropur™m obmena kjtoueit Diffie-Hellman

Paccmorpum 1ojipobHee CTPYKTYPBI, HCIIOJIb3YeMbIe JIJIsT 9TOTO aJIlOPUTMA.

struct DHConfig {
base: u64,

modulus: u64

B asiroputme UCIOIb3YIOTCS JIBE OOIIIe JI/Isi BceX KOHCTaHTHI: ‘base’ n ‘modulus’
(‘g m ‘p‘ Ha pucyHke 2.1 COOTBETCTBEHHO) — OCHOBAHKE U MOJLYJIb (MOJIYJIb JIOJIZKEH

obTh ipocThiM gncioM). ‘DHConfig' ncronbayercst st XpaHeHust 9TUX KOHCTAHT.

struct DH {
config: DHConfig,
private_key: u32
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‘DH* — ocHoBHast cTpyKTypa, onpe/esiorias jJoruky ajiropurma Diffie-Hellman,
XpaHsiast KOH(UIYPAIIIO AJITOPUTMA U CTeHePUPOBAHHBII IPUBATHBIN K0T (‘a‘ u
‘b* Ha pucyHke 2.1). DTa CTPYKTYpa MO3BOJISIET Oy INTh MyOJIMTHBIH KJTIOU, 8 TaKKe
IIPUBATHBIN KJIIOY.

[IyOmuuanbIil KIou npu obMeHe IepegaéTesd HessBHO: KaK ObLIo ommcaHo B 2.1,
‘Peerld’ cocrout u3 16 6aiiToB, ceMb M3 KOTOPBIX — CO BTOPOI'O 110 BOCHBMOIl BKJIIO-
IUTEIBHO — IPEJICTABIISIIOT cOO0it H6-OuTHBIN My mvHbIil K049 (TO ecTh ‘p* — 56
OUTOBOE IPOCTOE THCJIO).

[IpuBaTHbIil K04 nosrydaercs u3 ‘DH' u ‘Peer’ nosbzoBare)isi, ¢ KOTOPbIM ycTa-
HABJINBAETCs KOHTAKT. TaK KaK IPUBATHBIN KJII0Y TaKxKe UMeeT JIMHY 56 OUT, OH Ha
npsimyto He npuMennM B AES256. B mmdpoBaHun MCIoib3yeTcs: X310 M0y YeHHOTO

IyOJIMYIHOTO KJI09a, BIUNCIsIeMblit ajaropurmom SHA256.

2.5.2 KeyChain

‘KeyChain‘ — 0/10k4eitn 6e3 xpaHenus Bceil 1emnn Kjtodeit. IIpocroit, Ho addex-

TUBHBIN C110COO OOHOBJIEHUS KJIFOUa MIN(POBAHMUS.

struct KeyChain {
top: Mutex<[u8; 32]>

HoBblit K104 cTponTest Kak X3II OT HPEeAbIIYIIEro KJoda U MepeJAHHOI0 HOBOT'O
KJtova (32-6aiiTHoro 6J0Ka).

Taxum obpazom, K04 M POoBaHUs IIOCTOSIHHO 00HOBJIeTCsI. Kpome Toro, 3710-
YMBIIJIEHHUKY JIJIsT B3/I0Ma COOOIIEHIsT HeOOXOINMO XPAaHUTh BCIO IEIb COOOICHMT

C MOMe€HTa yIa49HOI'O B3JIOMa.
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SAKJIIOYEHUE

B xojie paboThl ObLIN NCCIIE0BAHBI PA3JIMIHBIE TIOIX0/IbI K Pa3pabOTKe CeTeBbIX
HMPUJIOYKEHUIT, CYIIECTBYIONINE OJJTHOPAHIOBBIE CETH, a TaKzKe MPOOJIEMbI, CBI3aHHbIC
¢ pa3paboTKoil peer-to-peer NpUJIOKEHHIl, CyIIeCTBYIOINE B cOBpeMeHHoil ceTu IH-
TepHET.

PesyibraroM paboThl cTasia 6ubIMoTeKa I pa3BEPThIBAHUs peer-to-peer ceTu
Ha si3bIKe TporpammupoBanns Rust, peammsyiomas pyHKIMOHAT I CHATHS OTPa-
Hu4IeHusT "OJINH 110/1b30BaTEe/Ib — OJIHO YCTPOiicTBO" 1 1M03BOJIAONIAST PEATIT30BbIBATD
HPUKJIAJIHBIE IPUJIOZKEHUST Ha OCHOBE IIPEJIJIOYKEHHON HOBOI ToroJioruu. Bubmorexka
paspaboTaHa C IEeJIbI0 YIPOIIEHUS pa3spabOTKN W OTKPBITHS HOBLIX BO3MOYKHOCTEIT
[IPU ITPOEKTUPOBAHUE peer-to-peer MpuiozKeHuii.

B niepcriekTuBe craBuTcs 3aja4a paciupenust API 6ubimorexku n pa3BuTust npe/i-
JIOZKEHHBIX B HEll KOHICHINIT 1 ITPOTOKOJIOB.

Peer-to-Peer ceru siBiisiiorcst nnrepectoit Texuosiorueit. C pazBuTueM U pOCTOM
cetn MHTepHeT ux ucnob3oBaHne crajo MeHee ynooubiM. Onnako, P2P cetn siBis-
I0TCS TIOJIE3HBIM 0a3MCOM JIJIsT CO3JIaHts pa3IMIHbIX MpHIoKenuii. Peer-to-peer cern
n Blockchain asnsiorcea ocrosoit Web3.0 — Oymymum mokosiennem cetu Vnreprer

— 1 YAP2P moxkeT cTaTh €ro 4acTblo.
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IMTPNJIO2ZKEHUE A

Penosutopuii npoekra na GitHub

YAP2P github repo qr-code
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ITPNJIO2ZKEHUE b

Crpannna 6ubjmoTeKku Ha crates.io

YAP2P crates.io page qr-code

45



ITPNJIO2ZKEHUE B

JokymeHTaruss oubamoTeKn

YAP2P documentation qr-code

46



	ВВЕДЕНИЕ
	Необходимые сведения о сетях
	Эталонные модели
	OSI
	TCP/IP

	Транспортные протоколы
	TCP
	UDP
	QUIC

	Топологии сетей
	Полносвязная
	Шина
	Звезда
	Кольцо


	Yet Another P2P
	Пользователи сети
	Топология сети
	ContactNet
	SelfNet
	MeshNet

	Протоколы сети
	Подключение к сети
	Связь в сети
	Псевдонавигация в сети
	NAT Traversal

	Коммуникация в сети
	One-to-one
	One-to-many
	Many-to-many

	Безопасность в сети
	Diffie-Hellman
	KeyChain


	ЗАКЛЮЧЕНИЕ
	СПИСОК ИСПОЛЬЗОВАННОЙ ЛИТЕРАТУРЫ
	ПРИЛОЖЕНИЕ А
	ПРИЛОЖЕНИЕ Б
	ПРИЛОЖЕНИЕ В

