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BBEJIEHUE

Pacmupsromneecs npuMeHeHue HHPOPMALIMOHHBIX TEXHOJIIOTUH MPH CO3-
naHud, 00paboTKe, mepeade U XpaHeHUH TOKyMEHTOB TpeOyeT B OIpeIeIeH-
HBIX CITyYasX COXpPaHEHUs KOHPHUICHIIMATBHOCTH UX COACPIKaHUs, 00eCIICUCHHUS
MOJTHOTHI U JOCTOBEPHOCTH.

OnuuM 13 3¢ GEKTUBHBIX HAPaBICHUH 3alIUTHI MHPOPMALIUH SBIISETCS
kpunrorpadus (Kpunrorpaduueckas 3aluTa), IIMPOKO MPUMEHSETCS B Pa3iiu-
YHBIX cepax JAeATSIILHOCTH B TOCYIAPCTBCHHBIX H KOMMEPUYECKUX CTPYKTYPaX.

Kpunrorpadudeckre METOIbI 3aIIUTHl HHPOPMAIIHH SBIISIOTCS 00BEK-
TOM CEepBhE3HBIX HAYYHBIX UCCIICIOBAHNHN M CTAaHJAPTH3AIMY Ha HAIIMOHATIHHBIX,
PETHOHAIBHBIX U MEKAYHAPOIHBIX YPOBHSIX.

Hacrosimuii ctangapt onpeaenseT Iporeypsl BBIpaOOTKH U MTPOBEPKH
AJIEKTPOHHOH MU poBOY OAHCH HA 6a3¢ ACHMMETPUIECKOTO KpUNTorpadudec-
KOT'O aJrOPUTMa C MPUMEHEHNEM (PYHKITUH XCITUPOBAHUSI.

DnexTpoHHas mu(poBas MOAMKUCH 00ECTIEUNBACT IIETOCTHOCTH COOOIIIe-
HUI (JIOKYMEHTOB), TIepeIaBaeMbIX 10 HE3AIIUIIICHHBIM TEJICKOMMYHHUKAIHOH-
HBIM KaHajiaM OOIIero MoJIb30BaHUs B CUCTeMax 00paOboTKu HHPOpMAIIH pa3-
JMYHOTO HAa3HAYCHUs, C TAPAHTUPOBAHHOW MHAETH(HKALNEH ee aBTopa (JIHIa,
TIOJIITMCABIIIETO JIOKYMEHT).
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T'OCYJIAPCTBEHHbBIN CTAHJAPT POCCUMCKON ®EJEPALINN

NHO®OPMAILIMOHHASA TEXHOJIOTI'MS. KPUIITOIPAOUYECKAA 3A-
HINTA THOOPMAILIMU. ITPOUEYPBI BBIPABOTKU U ITPOBEPKU
SJIEKTPOHHON LI®POBOM ITOJIIMCHU HA BA3E ACUMMETPUY-
HOI'O KPUIITOT'PA®UYECKOI'O AJITOPUTMA.

Information technology. Criptographic Data Security. Produce and check
procedures of Electronic Digital Signature based on Asymmetric Criptogra-
phic Algorithm.

Jata BBenenus 1995-01-01

1 OBJIACTb IPUMEHEHUMA

HacTosmmii ctannapT ycTaHaBiIMBaeT NpOLEaypbl BHIPAOOTKH U MPOBEPKH
anekTpoHHoil  mudpoBoit  mommucu  (DUII) coobmienuit  (IOKYMEHTOB),
nepesaBacMbIX 10 HE3alIUIIEHHBIM TEIEKOMMYHHKAIIMOHHBIM KaHajaM OOIero
MOJIb30BaHMUS B CUCTEMax 0OpabOTKM MH(OpMALMU pa3IMYHOTO Ha3HAYEHHUA, Ha
0a3e acCHMMETPUYHOIO KpPUOTOrpauyeckoro airoputMa ¢ MPUMEHEHHEM
(GyHKIMH XEIIUPOBAHUSL.

Buenpenue cucremsr D111 Ha 6a3e HacToAIIETO cTaHAapTa 0OECTIEYNBACT
3aIIUTY TIepeaBaeMbIX COOOIIEHUH TO TOICIKH, UCKaKEHUS M OJTHO3HAYHO T10-
3BOJISIET JOKA3aTeNbHO MMOATBEPAUTD OJIKUCH JIUIA, TOMUCABIIEr0 COOOIIEHHE.

Wznanue odunmansHoe
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2 HOPMATHUBHBIE CCBUJIKA
B HacTosimem ctangapTe UCTOIB30BaHbI CCHUIKH Ha CIICAYIONINNA CTaHIapT:

I'OCT P 34.11-94 Undopmanmonnas rexuosorus. Kpunrorpaduueckas 3a-
muta nHpopmaruu. OyHKIHS XEITUPOBAHU.

3 ObO3HAYEHUA
B HacTosAmEeM cTaHAapTe HCHOJIB3YIOTCS CIEAYOIUE 0003aHUEHUS:

B’ -MHOXECTBO BCEX KOHEUHBIX 0B B andasute f={0,1}.
| A | -nmna cnosa Ae B .

Vi(2)-MHOK€eCTBO BCceX OMHAPHBIX CJIOB JJIMHBI k

Z (mod n)-HauMeHOBaHME M0 3HAYEHUIO HEOTPUIIATEILHOE YHUCIIO, CPAB-
HUMOE C Z 110 MOJIYJIIO YHCJIA N.

<N>y —c110B0 [uIHHEI K, cofepikaliiee ABOMYHYIO 3amuch Beraera N (mod 2%)
HEOTPHUIIATEILHOTO 11e10r0 uncia N.

A-HEOTPHLATEIBHOE LEI0€ YHCIIO, HMEIOIIee ABOMYHYIO 3amuch A (A€f’)
(mon ayMHOM YKcna Oy/1IeM MOHUMATh HOMEP CTapIlero 3Havaliero Oura B
JIBOMYHOM 3aMMCH YKCIIA).

A | | B—konkaTenanus cjioB A, BEB* - CJIOBO JJINHBI | A | + | B |, B xoTO-
POM JIEBBIC |A| cumsosos 00pa3yroT cJI0BO A, a TIpaBbIe |B| cumso-

J0B 00pa3ytoT cioBo B. M0OkKHO TakKe UCIOIb30BaTh 0003HAYCHUE

Al |B=AB.

A" - xonkarenarus k sx3emIusipos cioa A (AeP’).

M - nepenaBaemMoe COOOIICHHE, MeB* .

M, -moiy4aertoe coobmerue, M; ef” .

h - xam-gynkius, orodpaxaroias cooduienrue M B ciioBo h(M) e V,54(2)

1) OtnpaBisieMble U MOTy4YaeMble MOCIEA0BATENbHOCTH, B TOM YHUCIIE CO-
OOLIEHUs U IOANKUCH, MOTYT OTJIMYAThCS APYT OT Apyra U3-3a CIydailHbIX
WJIY IPEAHAMEPEHHBIX UCKAKEHUM.
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509 1020 1024
2 2 2

p- MPOCTOE YHUCIIO, <p<2’"? mmbo <p<
g- IPOCTOE YUCIIO, <q<2”® uqsBmsercst nenurenem ms (p-1)
a- 1enoe uucio, 1 < a < p-1, npu srom a’ (mod p)=1.
k- nienoe uucno, 0< k < q.
| d -uanvensinee nenoe uncio, He MeHsIe, geM d.
| d |-Haumenbiee nenoe YHCII0, He Oobliee, ueMm d
€ : = g - IPUCBOCHHE NMapaMeTpy € 3HAUCHHUA g.
X- CEKPETHBIN KIF0U M0JIb30BaTels Jisl (POPMUPOBAHUS MTOAMHCH.
0<x<q.
y-OTKPBITBIA KIJTFOY MTOJTH30BATENS JIJIsT TPOBEPKH TIOIITHCH.
y=a" (mod p).

254
2

4 OBIIHME ITOJIOXKEHMA

Cucrema D111 6a3upyerca Ha METOAAX KpUNITOTpahUUECKON 3aIUTHI
JAHHBIX C UCIOJIb30BaHUEM XE€II-(YHKLIUH.

AJTOpUTMBI BBIYUCIIEHUS PYHKUIMU X31KMpoBanus ycranosiieH B [OCT P
34.11.

[Ipouenyps! nuppoBOil NOANUCH AOMYCKAOT KaK MPOrPaMMHYIO, TaK U
anmnapaTHyo peaanu3anuro.

Cucrema D1II BkitouaeT B ce0st mpoLEeypbl BBIPAOOTKU U IPOBEPKH
MOAMKCH MOJ] JAHHBIX COOOILIEHUEM.

[udpoBas moAnuckh, COCTOSIMAs U3 ABYX LENIbIX YHCEN, MPEACTABICHHBIX B
BUJIE CJI0B B ajdaBuTe 3 , BIUUCISIETCS ¢ TOMOIIBIO ONPeAeIeHHOro Habopa
[PAaBUJI, U3JI0)KEHHBIX B TEKCTE CTAaHAAPTA .
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Uucna p, q ¥ a, ABJISIFONIMECS apaMeTpaMu CUCTEMBI, TOJKHBI ObITh
BbIOpaHbI (BBIPAOOTAHbI) 1O MPOLIETyPEe, ONMCAHHOU B ITYHKTE 7.
UYucna p, q ¥ a He ABJSAIOTCS CeKpeTHbIMU. KOHKpETHBIN HAOOp MX 3HAYCHUM
MO3KET OBITH OOIIMM JIJIs1 TPYTIIBI MTosib30oBaTene. Lemoe uuc-
710 k, KOTOpO€ reHepupyeTcs B MPOLIeIype MOAIUCH COOOIIECHHUS , TOJKHO
OBITh CEKPETHBIM U JIOJKHO OBITh YHUUTOXKEHO Cpa3y Mociie BEIpabOTKU
noanucu. Yucno k caumaercs ¢ Gpu3nuecKoro 1aTyuka ciaydyalHbIX YUCE
WIH BBIPA0aTHIBAETCS MCEBAOCTYYaHHBIM METOJIOM C MUCIOJIb30BAHUEM
CEKpPETHBIX ITapaMETPOB.

5 TPOLEAYPA BBIPABOTKU ITOAITMCHU

Tekcr cooOuieHus1, NpeICTaBIEHHbIN B BUE IBOUYHOM MOCIea0Ba-
TEIBHOCTU CUMBOJIOB, IMOJABEpraercs 00paboTKe Mo ONpeaesIEHHOMY all-
TOPUTMY, B pe3yJibrate KoToporo ¢popmupyercst LI ans nanHoro coob-
HICHUS.

[Ipouenypa noanucu cooOIIEHHS BKIIOYAET B CEOSI CIIETYIOIINE ITallbl:
1. Beruucnuts h(M) -3Hauenue xem-@yHkiuu h ot coodmenus M.
Ecim h(M)(mod q)=0, npucsouts h(M) 3uagenne 0°° 1.
2. Bripab6orats menoe uucno k, 0<k < q.
3. Boluucnuthb 1Ba 3HA4ECHHUS :
r=a" (mod p) ur’ =r (mod q).
Ecnu r’ =0, nepeiiTu k 3Tany 2 u BbIpadOTaTh APyroe 3HayeHue uncia k.
4. C UCIOJB30BAHUEM CEKPETHOIO KJIF0YA X T0JIb30BaTes (OTIpaBUETIs
COOOIICHMS) BBIYUCIUTH 3HAUCHHE
s= (xr’ + kh(M))(mod q).
Ecnu s=0, nepeiiTu k 3Tany 2, B IPOTUBHOM Cy4ae 3aKOHUUTH paboTy
aNropuTMa.
[Toanuceio cooOiennst M sIBIsIETCSI BEKTOP < T ;56 | ‘ <'S >o56
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OTnpaBuTeNb HAMPaBISET AAPECAHTY TUGPOBYIO TTOCIEIOBATEIIBHOCTD
CHUMBOJIOB, COCTOSIIIYIO U3 JIBOMYHOTO MPE/ICTABIICHUS TEKCTa COOOIIEHUS 1
npucoequHeHHon K Hemy OLIIL.

6 ITPOLUEAYPA ITPOBEPKU ITOAIINCHU

[TomyyaTenb q0KEH TPOBEPUTH MOAIMHHOCTH COOOIICHUS U MOUTMHHOCTD
OIII, ocymecTBiisis psij onepanuii (BBIYUCICHH ).

DTO BO3MOKHO MPU HAIMYMHU Y TIOJIyYaTENsl OTKPBITOrO KIIF0Ya OTIIPABH-
TeJIs, MOCABIIEr0 COOOIIECHHE,

[Ipouienypa npoBepKU BKJIIOYAET B ce0s CIAESAYIOIINE ITAIIBI:

1. IIpoBeputsb ycinoBue:

O<s<qu0l<r’ <q.

Ecnu x0Ts1 Ob1 OJTHO M3 ATUX YCIOBHI HE BBIITOJHEHO, TO IMOAIUCH CYUTACTCS
HEJICCTBUTEIBHOM.

2. Beruncnats h(M, )-3Hauenue xem-QyHKIMY h OT MOJy4eHHOTO
cooO1enns M, .

Eciu HM, )(mod q)=0, npucBouts h(M; ) 3nagenne 0°° 1.

3. Boluucnurth 3HaueHUE

v=(h(M; ))™ (mod q)

4. BpIUMCINTH 3HAYCHUS:

z; =sv(modq) u

z; =(q-r’) v (mod q)

5. Beruucauth 3HaUeHUE

u=(a" y”? (modp)) (modq)

6. [IpoBeputh yciioBue: r’ = u.
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HpI/I COBITaACHUN 3HAUCHUH I U U IMOJIy4aTCjib IIPUHUMACT PCHICHUC O
TOM, 4YTO ITIOJIYYCHHOC COO6HICHI/IG IMOAIMNCAHO JaHHBIM OTIIPABUTCIICM U
B ITPOHECCCC NEpCaavn HC HAapyHICHA HCJIOCTHOCTD COO6H1€HI/ISI, T.. M =M
B IMPOTUBHOM CJIy4ac IMOAIMUCH CUUTACTCA HCHGﬁCTBHTGHLHOﬁ.

7 ITPOLUEAYPEBI ITOJTYUYEHUA YUCEJL p,q 1 a

[TonydeHre NpoCThIX YUCEI OCYIIECTBISETCSA C UCIOIb30BAHUEM JINHEM-
HOT'O KOHIPYPHTHOTO JaT4rKa 110 Moxy.to 2'® wmm o momysio 2°

(X, =bx,; + c). IIpu 5TOM monk30BaTeNhb JOMKEH 33]]aTh HAYAIbHOE
COCTOSIHUE X( U MapaMeTp JaTYuKa C.

3a/iaHHbIe BEIMYUHBI HEOOX0IUMO 3aUKCUPOBATH (3aIIOMHUTH) JIJIS
BO3MOKHOCTH MPOBEICHUSI IPOBEPKU TOTO, YTO MPOCTHIE YUCIIA MOTYUEHBI
10 YCTAHOBJIEHHOM MpOLEAype,

Huxe n3noxeHsl npoueaypsl NOIyUYEHUs MTapaMeTPOB p, U a.

7.1 Ilpouenypa A

[Tponeaypa mo3BosIeT MOJIy4YaTh MPOCTHIC YKCIIa P JJIUHBI t > 17 OUTOB
C IPOCTHIM JICTIUTEIIEM (| IJIUHBI | t/2 ] 6uros uucna p-1.

[Tonydenne uncen OCyIIECTBISETCS C UCTIOIb30BAHUEM JIMHEWHOTO KOH-
IPYIHTHOTO AaT4HKA X, = (19381 x,; +c) (mod 2'® ) 3agaroTcs
qucio Xg ¢ ycaoueM 0 <xq < 2!y HeweTHOE YHCIIO C

c ycinoBuem 0 <c < 216

[Ipotienypa BIYUCICHHS BKIIOUYAET B CEOS CIIETYIONINE MIaru:

1. YO .= X()

2. Beruucauts nocineaoBaTenbHOCTh uncen (ty , t; , ..., ts ) IO MpaBuy:
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ty =t.

Ecmnt, > 17, 0t = L t; /2 |

Ecmut, <17, 08 :=1.

3. HaiiTn HauMeHbl1ee IpOCTOe YUCIO P JUIMHBI t OWUTOB.

4. m:=s-1.

5. Beraucnurs 1, = |_tm /16 |

6. Beruucnuth nociaenoBaTenbHOCTh (Y1 ,......,Yrm ) IO PEKYPCUBHOMY
npasuay yii; =(19381y; +¢)(mod2' )

7. Berauenuts y, =2 y; 2'¢

8.Y0 = Ym

9. Beruncauts N =[ 2" / Pm+1 _|+|_(2t'1 Vi V(Pmer 2" )J Ecnu
N seuetHo , TO N := N+1

10.k =0

11. Berauenutb p, = Pmer (N+k) + 1

12. Ecmu p,, > 2' , To mepeiiTu k mary 6

13. IIpoBepuTh ycnoBus:

or (0 (mod pm ) =1,

2N (mod pyy ) # 1.

Ecnu xoTst 661 0J1HO U3 yCIOBUI HE BBIMIOJIHEHO , TO K :=k + 2 u nmepeiitu k
mary 11.

Ecnu o0a ycnoBust BBIIIOJIHEHBI, TO M = m-1.
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14. Ecnm m=>0 , To nepelTu K mary 5.
Ecimu m < 0, TO po- ICKOMOE ITPOCTOE YUCIIO P U Pj- UCKOMOE IPOCTOE YUCIIO

q.

7.2 Tlpouenypa A’

[Tponeaypa mo3BoSIET MOJIy4YaTh MPOCTHIC YKCIA P AJIUHBI t>33 OUTOB C
IIPOCTBIM JCIIUTENIeM | IIHHbL | t/2 ] 6uros unca p-1.

[Tonydenue uncen OCylEeCTBISETCSA C UCTIOIb30BAHUEM JIMHEHHOTO
KOHIPYHTHOTO JaT4HKa X, = (97781173 X, + ¢ ) (mod 2°%)

3a1a50TCs YHCIIO X, ¢ ycoBreM 0< X, < 2°° ¥ HeYeTHOE UHCIIO C YCIIOBHEM
0<c <2

[Iponenypa BEIYUCICHUS BKIIOUAET B CEOS CIICTYIOIIHIE IIaru:

1. Yo = Xo

2. BeruucnuTh nociie1oBaTesibHOCTh uncel (to, ty, ....., ts) IO IpaBUiy:

to =t.

Ecmu t1233, TO ti+1:|_ ti/2 J,

Ecmu t;<33, 05 :=1

3. HaiiTu HauMeHbIIIee IPOCTOE YUCIIO Py JJIMHBI t; OUTOB.

4. m:=s-1.

5. Berauciurs r,= I tm/32 ]

6. Beruucinuth nociaeaoBaTenbHOCTb ( Yi,.....,Yim) 10 PEKYPCUBHOMY MPaBUITY
Vi1 (97781173 y; + ¢) mod (2*2).

7. BBIUHCINTD yp= 2 y; 2%

10
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8. Y0 =Y:

9. Beraricuts N =2 post 1+LQ2"" vl (Pms1 2°27)J

Ecau N neuerno, ToN (=N + 1

10.k:=0

11. Beraucnuthb pp = P+ (N + k) + 1

12. Eciu py > 2", TO HepeiiTH K mary 6

13. IIpoBepuTh ycioBus :

20 N9 (mod py) = 1,

2N (mod Pm) # 1

Ecnu xoTs Obl OJTHO U3 yCIIOBUI HE BBINIOJIHEHO, TO K := k+2 u nepeiitu k
mary 11.

Ecnu o06a ycnoBus BBIMOMHEHBI, TO M ;= m-1.

14. Eciiu m > 0, TO nmepeuTu K mary 5.

Ecmr m <0, TO pp - HKCKOMOE MPOCTOE YKUCIO P U Pi - UICKOMOE ITPOCTOE
YUCJIO (.

7.3 Ilpouenypa B

ITponienypa mo3BoIIAET MOMy4aTh IPOCTHIE YKCIa p IIHUHEL t, = 1021 + 1024
OWTOB C JEIUTENEM ( AIHHBI t; = 255 + 256 6uToB yncaa p-1.

3aai0TCs YUCIIO0 Xo ¢ yemoBreM 0 < Xo < 2'® 1 HeueTHOE YHCII0 ¢ ycIoBUeM
0<c<2'"

[Ipouienypa BIYUCIEHUS BKIIOYAET B C€0s CIIEYIOIIUE IIaru:

1. ITo mponemype A MOIy4UuTh IPOCTOE YHUCIIO ( JUIMHBI ty OUTOB.

2. Ilo nporntenype A moxyduTs mpocTtoe unciio Q amHbl 512 OUToB, npu
ATOM MYHKT | mpoueaypbl A He BBINOIHATh, @ COXPAHUTh 3HAYCHHE Yo,
MOJIy4eHHOE B KOHIIE paboThI miara 1.

11
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3. Beluucnuth nociaeaoBaTenbHOCTh (Y1, ....,Ye4) IO PEKYPCUBHOMY TPABUITY
yir1 = (19381 y;+ ¢) (mod 2'°)

4. Boraucauts y =2 y;2'°!

5. Y0 = Yes

6. Beruucnuth

N=2"(qQ 1+ y)i(aQ2"™)]

Ecnu N Hedetno, To N ;= N+1

7.k:=0

8. Beruucnuts p = qQ(N + k) + 1

9/ Tckb p>2' , To nepeiitu k mary 3.

10. IIpoBepuTh ycnoBus:

299N mod p) =1,

2980 (mod p) =1

Ecnu 06a ycroBust BBITIOIHEHEI, TO P U ( - KCKOMBIE TTPOCTHIE YHCTIA.

Ecnu xo1s1 0661 0;1HO HE BBITOTHEHO. TO k := k + 2 u mepeiiTu k mary 8.
MOCJIEA0BATEIBLHOCTD IIarOB MOBTOPUTH /10 BBHITIOJTHEHHUS YCIOBUN HA 11are
10.

7.4 Ilpouenypa B’

Ipolelypa IO3BOJIAET MOJIy4aTh POCThIE YKcna p JuinHel t,= 1021+ 1024
OWTOB C JEIUTENEM ( AIHHBI t; = 255 + 256 6uToB yncaa p-1.

3a/a10TCS YUCIIO X ¢ yenoBreM 0 < Xo < 2°° M HEYETHOE YHCIIO C C YCIOBHEM
0<c<2”

[Ipouienypa BIYUCIEHHS BKIIOYAET B C€Os CIIEYIONIUE MIaru:

1. ITo mponemype A’ MOIy4YUTh IPOCTOE YUCIIO  AJIUHEI t; OUTOB.

12
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2. Ilo nmponteype A’ moayduTh poctoe unciao Q amunsl 512 OUTOB, Npu
ATOM MYHKT | mpoueaypbl A’ He BBIIIOJNHSTH, @ COXPAHUTh 3HAYEHUE Y,
MOJIy4E€HHOE B KOHILIE padoThI miara 1.

3. BeunciuTh N0Cae10BaTebHOCTD (Y1, ...,y32) IO PEKYPCUBHOMY MPABUILY
yirr= (97781173 yi+ ¢) (mod 2°?)

4. Boraucauts y= 2 y; 2°°!

5.0 = yn

6. Berunciurs

N=[2"/@qQ1+L@™" y)/(aQ2"™)]

Ecau N neuetrno, To N ;=N + 1.

7.k :=0.

8. Beruucauts p = qQ(N+k) + 1

9. Ecu p > 2", To mepeiiTy K mary 3

10. IIpoBeputh ycnoBus:

299N mod p) =1,

29N (mod p) = 1

Ecnu 06a ycnoBus BBIIOJIHEHBI , TO P U ( - KCKOMBIE IIPOCTHIE YUCIA.
Ecnu xoTst 661 0J1HO U3 yCIOBUH HE BBITIONHEHO, TO k =k + 2 u nmepeiitu
mary 8.

HOCJIGI[OBaTeJ'II)HOCTB IaroB IIOBTOPHUTH A0 BBLIIIOJHCHUA YCJ'IOBI/Iﬁ Ha mare
10.

13
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7.5 Tlpouenypa C

[Ipomemypa MO3BOJISET MOJIYIUTh YHACIIO a TP 3aJaHHBIX P | (.

1. [IpousBonbHO BeIOMpaTh uncio d, 1 <d <p-1.

2. Borancauts £ = d”"%(mod p)

3. Eciu f= 1, To mepeiitu k mary 1.

Ecmf =1,Toa:=f

Koner 0aboTs! anroputma.

[IpoBepouHbIe TPUMEPHI ISl BHIIIEU3IIOKEHHBIX TTPOLIETYP MOTYUECHUE
YHCell P,q U @ , BRIPAOOTKH U MPOBEPKHU MOANKUCH MPUBEIICHBI B IPUIIOKESHUH

A.

14
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I[MPUJIOXXEHUME A
(cupaBo4HOE)

ITPOBEPOYHLIE ITPUMEPDI

3HayeHue mapaMeTpoB Xy, ¢, d, X, y, k, ykazaHHbIe B IPUIIOKCHUH,
PEKOMEHAYETCS UCIOJIH30BaTh TOJBKO B IIPOBEPOUYHBIX IIPUMEpPaX s
HACTOSIIEr0 CTaHIapTa.

A.1 IlpencraBnenue yncena U BEKTOPOB

JITMHBI YKCeNl U BEKOPOB, a TAK)KE DJIEMEHTHI MOCIeI0BATEILHOCTH t
3aMKUCHIBAIOT B ICCITUYHON CUCTEME CUUCIICHUS.
[TocnenoBaTeabHOCTH TBOMYHBIX CUMBOJIOB 3aMTMCHIBAIOT KaK CTPOKH
HIECTHAALATUPUYHBIX IIU(P, B KOTOPBIX Kaxkaasi udpa COOTBETCTBYET
YEeTHIPEM 3HAKaM €€ IBOUYHOTO MPEe/ICTABICHUS.
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A.2 ITpumepsl K IpolieAypam MOTYyYEHUS YUCENI P, U YHCIIa a Jist
peanuzaruu DI

A.2.1 TIpouenypa A

Heo6xoauMo moayduTh IPOCTOE YUCIIO P JUTMHBI 512 OUTOB ¢ MPOCTHIM
JeUTeNneM q JITMHbBI 256 6uToB yucia p-1.

3agarot yucia xo = SEC9 u ¢ = 7341

BrraucnsatoT nocienoBarenbHocTh t = (512, 256, 128, 64, 32, 16)
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Toraa B mporiecce BBITIOIHEHUS MPOIIeAYPhl OyIeT morydeHa

MOCJEA0BATENBHOCTD MTPOCTHIX YUCEN :

ts =16, ps = 8003

ty =32, p, = AD4BOFAB

t; = 64, p; = B25D28A7 1A62D775

t, = 128, p, = 9C992766 SE6E4908 964A9AE1 3773AE75

t; =256, p; = 98915E7E C8265EDF CDA31E88 F24809DD
B064BDC7 285DD50D 7289FOAC 6F49DD2D

to =512, po = EE8172AE 8996608F B69359B8 9EB82A69
854510E2 977A4D63 BC97322C ESDC3386
EAO0A12B3 43E9190F 23177539 84583978
6BB0C345 D165976E F2195EC9 B1C379E3

P1 Y po - ICKOMBIE YHCJIa U P COOTBETCBEHHO.

A.2.2 Tlpouenypa A’

Heo6xo1uMo moayduTh IpOCTOe YUCIIO P JUTMHBI 512 OUTOB ¢ MPOCTHIM
JEUTENeM q JTUHBI 256 OuTOB umcia p-1.

3aparorcsa ynucia xo = 3DFC46F1 u c=D.

BrraucnstoT nocienoBarenbHocTh t = (512, 256, 128, 64, 32).

Tocma B mpoliecce BBIIOJIHEHUS TIPOIIEAYPHI OyIeT MoIydeHa
MOCJIEI0BATEILHOCTh TPOCTHIX YUCEN:

ty =32, ps = 8000000B

t; =64, p; = 9AAA6EBE 4AA58337

t, = 128, p, = C67CE4AF 720F7BBA BSFEBF37 BOE74807

t; =256,p;=  931A58FB 6FODCDF2  FE7549BC  3F19F472
4B56898F TF921A07 6601EDBI 8C93DCT75

to =512, po= 8BOSEB13 5AF966AA  B39DF294 538580C7
DA26765D  6D38D30C  F1CO6AAE 0D1228C3
316A0E29 198460FA D2B19DC3  81CI5C88
8C6DFDOF  C2C565AB  BOBFIFAF  F9518F85

P1 Y po - ICKOMBIE YHCJIa U P COOTBETCBEHHO.
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A.2.3 IIpouenypa B

Heo6xoaumo moayduTs npocToe Yucio p JuiuHbl 1024 GUTOB ¢ MPOCTHIM
JEUTENeM q JUTUHBI 256 O0uTOB umcia p-1.

3a7ar0T HaYaJIbHbBIE 3HAUeHUs X = A565 u ¢ = 538B.

C noMouipto npoueaypsl A Noay4aroT MPOCTOE YUCIIO q ATUHOM 1 =256
OUTOB:

BCC02CAO CE4F0753 EC16105E ESD530AA
00D39F31 71842AB2 C334A26B SF576EQF
3aTeM BHOBb C OMOILBIO TPOLIEAYPHI A TIOJIy4ar0T MPOCTOE YUCIO Q
uHON 1 = 512 OUTOB:

CCEF6F73 87B6417E C67532A1 86EC619C
A4DBI132F CA02621A DE216F1D F6Fg8114C
DB3D9209 7D978C6F 583C3301 4174AA1C
1AFCCEB2 843B1D35 0D2ESDI16 855A7477

W, nakonern, mojsy4aroT NpocToe uuciio p aauuou 1 = 1024 6utos:

AB8F3793 8356529E 871514Cl1 F48C5CBC
E77B2F4F C9A2673A C2C1653D A8984090
COAC7377 5159A26B EF59909D 4C984663
1270E166 53A62346 68F2A52A 01A39B92
1490E694 COF104B5 8D2E1497 OFCCB478
F98DO1E9 75A1028B 9536D912 DES5236D2
DD2FC396 B7715359 4D417878 OESF16F7
18471E21 11C8CE64 ATDTE196 FAS57142D

A.2.4 Ilpouenypa B’
Heob6xoaumo nonyyuTs npoctoe uucio p JuHbl 1024 GUTOB € NPOCTHIM
aenureneM q JIuHbl 256 6uToB uncia p-1.

3anaroT HayaneHbIe 3HaueHuEe X) = 3DFC46F1 u ¢ = D.

C noMouipto npoueaypsl A Noay4aroT MPOCTOE YUCIIO q AIuHOM 1 =256
OUTOB:
931A58FB
4B56898F

6FODCDEF?2
TF921A07

FE7549BC
6601EDBI

3F19F472
8C93DCT75
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3aTeM BHOBB C MIOMOIIBIO TTPOIIEAYPHI A TIOJIy4aroT MPOCTOe YUCIOo Q
tHON 1 = 512 OUTOB:

BB124D6C 255D373F FA7DS5DF5 SCEODB44
96397506 6F8980B1 C7CB68DF 6C6EZD27
12D34BF3 3B536899 C7150C4D F82FC171
D9529BC8 9653929 D6682CF5 FBBA1B3D
W, nakoHer, mojy4aroT NpocToe yuciio p aauaou 1 = 1024 6utos:
E2C4191C 4B5SF222F 9AC27325 62F6D9B4
F18E7FB6 TA290EA1 E03D750F 0B980675
SFC730D9 75BF3FAA 606D05C2 18B35A6C
3706919A AB92E0CS 8B1DE453 1C8FASE7
AF43C2BF FO16251E 21B28708 97TF6A27A
C4450BCA 235A5B74 8AD386E4 AOE4DFCB
09152435 ABCFE48B DOB126AS 122C7382
F285A986 4615C66D ECDDF6AF D355DFB7

A.2.5 Ilpouenypa C
IlycTh 3aganel yncna p 1 q, monydeHHsie B A.2.1 o npouenype A:

p= EERI72AE 8996608F B69359B8 9EB82A69
854510E2 977A4D63 BC97322C E5DC3386
EAO0A12B3 43E9190F 23177539 84583978
6BB0C345 D165976E F2195EC9 B1C379E3

q= 98915E7E C8265EDF CDA31ES88 F24809DD

B064BDC7 285DD50D 7289F0AC 6F49DD2D

Bei6uparot uncio d = 2.

Breruncistror

f=d""Y(mod p)= 9E960315  00C8774A 86958D4  AFDE2127
AFAD2538 B4B6270A 6F7C8837 B50D50F2
06755984  A49E5093 04D648BE 2ABS5AAB
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SEBE2CD4 6AC3D849 5BI142AA6 CE23E21C

Taxk kak f# 1, To f - ©ICKOMOE YHCII0
a=f

I'OCT P 34.10-94

A.3 Ilpumeps! npoueayp BoipaboTku u npoepku DI Ha 6aze
ACUMMETPUYHOTO KPUNITOIPapUUecKoro airopurMa

IlycTh mo mpoueaype A ¢ HadaJabHBIMU YCIOBUSIMU Xy = SEC9 n c=

7341 BeIpaboOTaHbl YUCHA P, U A :

p=  EESI72AE 8996608F B69359B8§ 9EB82A69
854510E2 977A4D63 BC97322C E5SDC3386
EA0A12B3 43E9190F 32177539 84583978
6BB0C345 D165976E F2195EC9 B1C379E3

q=  98915E7E C8265EDF CDA3I1ESS F24809DD
B064BDC7 285DDS50D 7289F0AC 6F49DD2D

a=  9E960315 00C8774A 86958D4 AFDE2127
AFAD2538 B4B6270A 6F7C8837 B50D50F2
06755984 A49E5093 04D648BE 2AB5AABI1

S8EBE2CD4 6AC3D849 S5B142AA6 CE23E21C
A.3.1 Ilpouenypa noaAnucu coOIIEHUS
Ilycte x = 30363145 38303830 34363045 42353244
35324234 31413237 38324331 38443046
- CEKpETHbIN KIt04Y, M - moAnuCchIBaEMOE COOOUIEHUE, IPUYEM 3HAYEHUE
x3m-PyHkuun h ot cooduienust M ecthb
h(M)=m= 35344541 32454236 44313445 34373139
43363345 37414342 34454136 31454230
IlycTh nemoe uncio
k= 90F3A564 439242F5 186EBB22 4C8E2238
11B7105C 64E4F539 0807E636 2DF4CT72A

Torma
rzak(mod p)= 47681C97 4373B065 3C6CA965 C8F&6127
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r’=r(mod q)=

DO7A7E02
FFOADI188
98E4ADS8C

3ESF895E
57B784C5

21

E311846E
02643B5C
FC689817

276D81D2
7ABDBD&0

97A8C126
6C998775
76BA8216

D52C0763
7BC44FD4

3F8AT6AF
0C6B0458
3ADBC988

270A4581
3A32AC06
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s=xr’+km(mod q)= 3FODD5SD4 400D47C0  8E4CES05  FF7434B6
DBF72959  2E37C748 56DAB851 15A60955

Taxum oOpaszom, nudpoBas MOAMUCH s cooOmeHuss M ecTh

<t>y56 | | <5>556= 3ESF89SE  276DS8ID2  D52C0763  270A4581
57B784C5 7ABDBD80 7BC44FD4 3A32AC06
3FODD5D4 400D47C0  8E4CES505  FF7434B6
DBF72959 2E37C748 56DAB851 15A60955

A.3.2 IIpouenypa NpoBepKU MOANUCH

[Tycth nano coobmenne M, (B nanHoM ciydan M, = M), ero riudpoBas

MOJIIUCH

<t’>y56 | | <s>35s=  3ESE895E  276D81D2  D52C0763 270A4581
57B784C5 7ABDBDS80 7BC44FD4 3A32AC06
3FODD5D4 400D47C0  8E4CES05  FF7434B6
DBF72959 2E37C748 56DAB851 15A60955

Y OTKPBITHIN KJTFOY MOANKCABIIETO COOOIIECHE

y= EE1902A4 0692D273 EDCI1B5AD C55F9112
8E35F9D1 65FA9901 CAF00D27 018BA6DF
324519C1 1A6E2725 26589CD6 E6A2EDDA
AFF1C308 1259BE9F CEE667A2 701F4352
3amMeuanue

JIaHHBIN OTKPBITHIN KJIKOY Y COOTBETCBYET CEKPETHOMY KIIIOUY X,
MCIIOJIb30BAaHHOMY B IpUMeEpE NOANucu cooduieHuss M

y =a"(mod p)

Ilycts

m= 35344541 32454236 44313445 34373139
43363345 37414342 34454136 31455430

- 3HaYeHHe XAI-PyHKIuKU h 17151 coobmenust M,

VYenoBua 0 <1’ <qu 0 <s < q BBITOJHSIOTCS.

Beruucisiror

v=m%*(mod q)= 72515E01 DDFA6507 E3682C01 CD285CBF
89E462EE E37B3865  918B6730 DEA77050

z;=sv(mod q)= 776DC3C6  4E83B73B  02B78826 6873EAFF
B87DAEDS 8686009B  5D387CCA EAF5B744
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z=(q-r')v(mod @)=  18B04C46  CID9E875  571FDA9E  95354DDE
3AFDOASD FCADB67C  505C7F03  AS5185DFD

u=(a""y**(mod p))(mod q) 3ESF89SE  276D8ID2  D52C0763 270A4581
57B784C5 7ABDBDS0 7BC44FD4 3A32AC06
Taxum oGpazom:
r'= 3E5F895E 276D81D2  D52C0763  270A4581
57B784C5 7ABDBDS80 7BC44FD4  3A32AC06

u= 3ESF895E  276D81D2 D52C0763 270A4581

57B784C5 7ABDBD80 7BC44FD4 3A32AC06
VYcnoBue 1’ = u BBIIOIHEHO. DTO 03HAYAET, YTO IMOAIUCH OAJIUHHAS.
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